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Abstract in the thread in which they are invoked, so operetido
not execute concurrently unless the client invottesn

Software components promise easy reuse, deperglabili concurrently. _
and simplified development. Problems arise when When using today’s component models and
implicit assumptions about the use of the compomemt ~ Middlewares, such as CORBA 2.3, CORBA Component

encoded in the implementation but not communictdged Model 3.0 (CCM), and Enterprise Java Beans (EJB) [7
the user. One solution to this problem is to foiyjna there is no guarantee about this behavior, eittven the
specify these constraints about a component's 3ace  client side or the component side. _

specified, these usage constraints can be staficall [N CORBA 2.3, a component instance is by default
verified or dynamically enforced. This dynamic shared by all clients that activate it. The devefomay
enforcement code can be provided by either thelogee ~ have added code to the component to give eacht cien
or automatically generated. Our research projdigts, is ~ Separate instance, but this is not specified in BOR7].
a language for specifying usage constraints andadset The client does not know whether the operations it

for automatica”y generating dynamic code to endorc invokes will execute ConCUrrently with other clignbr
them. In this paper we present the notion of augir whether its own concurrent invocations will be akzied.

client and show how this is critical for ensuringnect ~ The component does not know which client has indoke
usage of a component. We discuss our experienced§n operation, or even how many clients are usirgy th
providing automatic enforcement of usage constsafat Instance.

CORBA components: While much of the needed support N EJB, different types of components (applet, lstsy
can be provided easily using a container concapgpsrt ~ JavaBeans, Enterprise beans, Session beans, at@) h
for virtual clients requires more fundamental cheagn  different instantiation characteristics, so thatkmpwing

a component model such as CORBA. the characteristics of the component type, bo#ntland
component know how it will be instantiated. Some
1. Introduction information, e.g. about concurrency of operation

invocations, is available in the deployment degorip
However, none of today’'s component models provide a
way to fully describe how the component operatiorasy
be invoked. They support the specification of an
operation’s signature, but not the legal order icl a
client may invoke operations, or itsteraction protocol
The interaction protocol is also part of the uspgkcy.
Our approach to interaction protocols builds on

Component-based systems are increasingly popudar, a
components promise simplified reuse by mandatinty we
defined interfaces and supporting clear physical
boundaries [2],[21]. However, in practice designin
applications built with components proves to befficdlt
task. These problems are due to many differenbrfac

with a major one being the misunderstanding of tow ) .
previous work that uses regular expressions (path

correctly use a component [6],[12]. .
Correct usage requires a client to understand thegxpressmns) ([5],[15],[23]), or CSP ([1]) to augmhe

behavior of the component it is using, including it interface specifications. Unlike this earlier rasdawhich
functional and non-functional behavior. Our focgson can kor:jly spec;fy constralr:ts mt' terms IOf tlhe prasiy
certain aspects of the non-functional behavior weatall :;wo & qpfera 'Ot’.‘s’ our Ir? eraction tpro 0co’s catlvy‘ on
its usagepolicy. The usage policy describes how clients ynamic information, Such as operation parame

may instantiate and invoke operations on a comgpnen In this way, the Va“d. sequence of operation inviocs

and how the component behaves in terms of instance"a" change dynamically as the component executes.

sharing and concurrent execution of operations Another limitation of these earlier techniqueshattthey
When using a traditional object, the client knowatt require a specification of the client’s use of toenponent

each instantiation (“new”) results in a new inseticat is in addition to the component specification. A third
not shared unless the client passes the objectereie difference is that our interaction protocols arepsd to

elsewhere. The client also knows that operatiorxe indicate the applicability of a particular restiact, e.g.



whether it applies for each client, or across the of specification, namely the signatures of component
clients using the component instance. operations.

To support the proper usage of components, we have Thus the first source of information about the Chat
developed the lips language and toolset. The laygua usage policy is its IDL interface, an excerpt oficthis
allows a component developer to specify the usadjeyp listed in Figure 1. Comments can supplement the
of a component in a language that is independemingf  operation signatures, as can meaningful namesthiest
particular component model technology. The usadieypo are of course not reliable sources of information.
is useful in communicating to a developer how to
correctly use the component. In addition, the tipslset  interface Chat
generates runtime support to enforce the usageypoli fx

The runtime support of course varies dependinghen t Allocate a unique user name, which contains

. . the base name. We would like to do this as
underlying component model used. In this paper we par of open(), but we cannot, because we

describe our experiences providing this support for  cannot open() until the client has created a
CORBA 2.3! 2 ChatClientSvcs instance, and it cannot do
- that until it has a unique name to use.

We use an example component to explain the lips  */ ) o
approach: the Chat component. This is introduced in  Syrgfetbmatenianedn sng baseName)
Section 2, which focuses on the specification efubage '
policy. Section 3 discusses the enforcement of ageaus ’éreateanew connection with the server.
policy, and Section 4 presents our experiencesigiray clientName - a unique name for the client's

i i i callback service.
usage constraint enforcement in CQRBA. Section 5 AR client: used for making callbacks
summarizes related work, and Section 6 concludes th */
void open(in string clientName,
paper. in ChatClientSvcs cc)
raises (CannotEstablishConnection);

2. Specifying the Usage Policy "
(i/lose the connection.

The Chat component is part of a freely distributed void close(in string clientName)

application available on the internet [4], develbp® raises (UnidentifiedUser);

illustrate how to use CORBA with Java. It provides "

“chat room” capability in which a client posts assage Send a character. The character is broadcast
to the Chat component, and all connected cliergstise (){/ia callback) by the server to all clients.
message. In order to create a lips specificatantlie void putc(in char cin);

Chat component, we must first determine its usadjeyp 2

An instance of a CORBA component usually exist& in - Figure 1. Chat component interface from Chat.I DL
remote address space from its clients, forcingntdigo file

first locate and connect to an instance via a lpdervice ) )

(for example the NameService, TraderService, IQR).e Other sources of information about the usage
Given the name of a component, the lookup service constraints are d_om_aln knowledge (we have qn_ldea o]
provides the client with a reference to a runnimgtance. ~ NOW a chat application should behave), experimiemtat
Client invocations on that reference are transphren With the application, and the source code itself.

routed by the CORBA ORB runtime using stubs and _ Each instance of Chat maintains a list of the corate
skeletons generated from an Interface Definition clients. From this we deduce that for clients tatowith

Language (IDL) file. each other, they must be referencing the samenirestaf
This IDL is the only mechanism for formally the Chat component. Thus an application must kave
specifying usage constraints in CORBA. Other Single instance of Chat for each “chat room” deksiand

commercial component models, such as CCM, an instance of the Chat component must be shared by
COM/DCOM, COM+, and EJB use a similar type of Multiple clients. _ _
interface, but these interfaces provide a very téchi We now summarize the behavior of Chat that is eellat

to its usage policy:

1. A Chat instance must be shared by all clients that

1n this paper, we refer to CORBA 2.3 objects as wish to chat with each other, and only five cliecas
components, though in reality the component concept chat at a time.

pro\/ided by CORBA 2.3 is a weak one when Compaped t 2. Various input and output parameters have restristio
that provided in other technologies, such as EJB. on their values.

% Any reference to CORBA is assumed to be CORBA 2.3 3. A Chat instance can have only one operation
unless explicitly stated otherwise. executing at a time.



4. A client, after obtaining a reference to a Chat
instance, must first invoke getUniqueName() to
receive its chat user name.
name, along with its own reference, as input to an
invocation of open(). The client may now repeated!
invoke putc() to chat. Finally, the client museubat
name when invoking close() in order to stop recejvi
chat messages.

It must then use that

Restricts the number of instances per-component.

Limits on the time an instance or a component may
exist, including an inactivity timeout.

The name by which clients may activate the

component.

Activation operations which allow parameterized

activation of the component.

5. A Chat instance invokes putc() on every connected 2 2 |nteraction Policy

client when any client invokes putc() on that ins&

2.1. Activation Policy

Part of the usage policy is tlaetivation policy, which
specifies how a client requests access to a compone
instance, constraints on how an instance is shamathg
clients, and constraints on the lifetime of an anse.
Activation is not the same as instantiation, sirare
activation may or may not result in the creatioraafiew
component instance.

In CORBA, clients “activate” component instances by
using a public name to identify a particular insgan
Standard CORBA activation (activating without a
developer-implemented factory or POA ServantManager
only supports the binding of a public nhame to glgin
instance of a component, resulting in a shared oot
instance.

Another desirable type of activation gives eaclertli
activation a reference to a unigue component iestan
Although this is not appropriate for Chat, sinceers
must share a Chat instance in order to communiogter
components may need this type of activation.

When clients share a component instance,
component instance must be able to distinguishctiaat
from another. To support this we introduce the ephof
avirtual client Each activation results in the creation of a
new virtual client for the component instance.

We call this a ‘virtual’ client because it may not
represent a separate physical client: if a clienfqgms an
activation twice (perhaps in two separate threatisse
will appear to the component as two separate Virtua
clients. Conversely, if a client performs an adiiva and
passes the resulting reference to another clidm, t
component will treat these as a single virtual rtlie
Knowing that each activation results in a reference
associated with a new virtual client, the client is
responsible for managing these references.

A lips activation policy describes activation caoasits
in terms of a virtual client. These are the typds o
activation constraints that can currently be spextif

e Limits on the number of virtual clients per-
instance and per-component.

The other part of the usage policy is tihéeraction
policy, which describes how a client may use the
component’s operations after activation. A cenpatt of
the interaction policy is the interaction protacol

For the Chat component, each virtual client of @tCh
instance must individually follow the interactiorofocol,
which has a per-virtual-client scope. The notidhao
virtual client originally arose from a need to sopp
interaction constraints and their scopes; thusvihteal
client concept is essential to both activation and
interaction policies.

The kinds of interaction constraints that can autye
be specified in an interaction policy are as foBow
Allowable sequences of operation invocations, or
interaction protocols, per-virtual-client or per-
instance.

The maximum number of concurrent invocations, per-
virtual-client or per-instance.

Constraints on the values of an operation’s inmat a
output parameters.

Throughput limits on the number of invocations made
per some time period, per-virtual-client, per-insia

the, 3. Usage Policy for Chat

The usage policy is comprised of an activationgyoli
and an interaction policy. In lips, a usage polisy
associated with a component and describes itdatstis
on reuse by clients.

From the behavior given in the Chat IDL and itsrseu
code, we derived the usage policy shown in Figure 2
(Note that the specification of operations and rthei
associated parameter constraints has been omittied f
brevity.)

UsagePolicy

{
Name = "Simple Chat";

ActivationPolicy

{
PublicName = "SimpleChat";
ClientsPerInstance = "5";
ClientsPerComponent = "5,
InstancesPerComponent = "1";
InstanceTimeToLive = "unbounded”;
ComponentTimeToLive = "unbounded";
InstancelnactivityTimeout = "unbounded";



etivatonOperation 3. Enforcing the Usage Policy

Name = "activate";
A lips usage policy is used to automatically geteera

I* end ActivationPolicy */ . .
} 7 end ActivationPolicy code that checks the constraints at runtime. e t

InteractionPolicy biggest advantages of runtime enforcement are: the
{Concurremy interaction policy can depend on runtime informatiand
it is not necessary to specify the client's usafiehe

MaximumConcurrentinvocations = "1"; component’s operations. Since this enforcement code

Scope = "per instance” replaces some of the code ordinarily provided by a

component developer, the performance penalty iscexl
Protocol

Name = "chat"; 3.1. Developer Provided Enforcement
Scope = "per virtual client";

Repeatable = "true"; . .
epeatable = rue Developers of components typically write code to

Transitions make sure certain usage constraints of the compamen
. , not violated. However, developers may not consiler
getUniqgueName; . :
open; the kinds of usage constraints, or may not expémd t
effort to check them.
repeat Of the usage constraints for the Chat componeet, th
g
select only one originally enforced was that a Chat instais
_ shared by up to five clients. Another type of ceaist, on
putc; .
close the values of input and output parameters, was not
{ checked in the original implementation, althougbiaglly
}e”d' a developer does check this in the code. A thip tgf
} constraint, regarding serialization of operatiofthréad
/l/* edng repe_;’?lt ! y safety”), is often considered by the developerrbay not
}},* eﬁg prcr,?c:fc',l'?,n S always be correctly enforced.
} I* end InteractionPolicy */ Constraints on the interaction protocol are seldom
} I end UsagePolicy */ checked fully, if at all. In the case of Chat, hesm the
Figure 2. Chat Usage Policy in lips putc() operation does not identify the client, an

o i _ B unregistered client could directly invoke putc(pspng
The ActivationPolicy section specifies that alieoks messages even though it is not known to Chat disrat.c
must share the same instance. The InstancePer@empo  anqther problem is that a client can disconnecttiaem
property ensures that only one instance of the Chalgjient py invoking close() with the other clientsme.
component exists. To ensure that only five clieats be These problems can’t be detected by the Chat coemton

using the Chat instance at the same time, thegince it cannot reliably determine the identityttod client
ClientsPerinstance property is set to five. The invoking the operation.

ClientsPerComponent and ClientsPerinstance préserti  Tnys Chat has a number of constraints that were not
are equal since there will only ever be one instaofcthe checked, and some that cannot be checked in t&nexi

component. implementation. We developed another implementasfon

The InteractionPolicy section first lists the linoih the Chat, Chat2, which enforces the usage constraims w
number of concurrent invocations of operations per jyentified for Chat.

instance (in the Concurrency sub-section). Thesd®ere We had to alter the interface for Chat2 in ordekeep
indicates that none of the operation invocations ba track of the client. An input parameter was addeevery
concurrent. The InteractionProtocol sub-sectists lthe operation to identify the client making the invdoat
allowable order of operations that a virtual clienay The design of Chat2 not only pushes the problem of

invoke. _ o o client tracking back onto the client, but also tsuthe
Certain interaction behavior is not specified ire th  ¢lients to provide the correct information. If #ent

Usage Policy, namely the fact that the Chat in®lanc prqyides the wrong client identification (intentaly or
invokes putc() on all virtual clients in responsethe  nintentionally), enforcement is silently bypassed.
invocation of its putc(). Although specifying inéetion To illustrate the increased effort in implementirgpge
dependencies across a set of components is impéotan  nstraint enforcement, we compared different
detecting properties such as deadlock, lips doels nojnplementations of Chat: the original, Chat2, arfwi,
currently support this. which uses the lips toolset to automatically geteethe



enforcement code. Table 1 lists the lines of ctdaC)
of each implementation. The LOC counts for Chad2 d
not include the extra coding effort requirementcpthon
clients. A LOC is considered enforcing a usagestramt

if without it the constraint would not be checked.

Table 1. Comparison of LOC used to check usage
constraintsin original Chat, Chat2, and Chat3

% of total
Component Total uséloeC focl)ir LOC for
b LOC 9€ policy usage policy
enfor cement

enfor cement

Chat 76 5 6.579%
Chat2 246 154 62.602%
Chat3 595 500 * 84.033%

* combination of libraries and automatically
gener ated enforcement code

The results in Table 1 show that even for the smpl
Chat component, enforcing the usage constrainta is
significant effort. Since the behaviors of Chata@, and
Chat3 are identical, it is fair to state that mostthe
additional LOC are due to checking the usage cains:.

Of course we understand that for this simple

independent. A second lips tool, the deployer,nthe
generates additional code to integrate the lipgadoer
into a particular technology such as CORBA.

In Table 1, we showed the LOC for our lips versidn
the Chat component, Chat3. This implementationanak
use of the lips toolset to automatically generdie t
enforcement code. Many of the LOC used for
enforcement in Chat3 are actually part of a generic
container library we developed, which the generatsde
makes use of. However, it is still code that teeeloper
does not need to write or maintain.

4. Thelips Container for CORBA

To enforce Chat's activation and interaction c@ists
in CORBA, the lips deployer must insert enforcement
code that intercepts the activation of the compben
each subsequent invocation of its methods.

4.1. Supporting the Activation Policy in CORBA

In CORBA the standard activation mechanism supports
only one type of activation: a shared componertais.
To support other types of activation and to idgntiftual
clients, the lips container must intercept all miie
activations. Rather than returning a reference he t

implementation, the enforcement code is a larger component, the container returns a reference e, ithus

proportion of the source code than is typical. ldeer,
the enforcement code will be a significant effat &ny

component. Also, though the original Chat component

was developed as a part of a trusted applicatichnaay
not need to protect itself from malicious clientbe
enforcement of usage constraints serves in theksg
of programming and design errors.

Because enforcement is a significant effort anaftisn
incomplete, lips provides tools to generate
enforcement code automatically.

this

3.2. Automatic Generation of Enforcement Code

To enforce the usage policy we use a container.
container is a concept similar to the Proxy degigtiern
[11]. Itis currently being used in some newer pmercial
component models, such as CCM, EJB, and COM+.
container is substituted for the component instahe@ng
client activation. Because the container implemehe
same interface as the component, clients transgyaren
invoke operations of the component through theaioat.

ensuring that subsequent invocations of operatidthde
intercepted by the container.

Our solution makes use of the standard CORBA
activation services by registering dctivator instance
rather than the component instance with the Nanvaer
The Activator is part of the container, and it cofd the
component activation, identifies virtual clients)dasets
up the interception of operation invocations.

An Activator, which is generated by lips for eaghéd
of component, is similar to a Factory [11]. Cleose the
same public name and CORBA lookup service, but now
obtain a reference to the component’s Activatotainse
rather than the component instance. Clients theakie

Aactivation operations to activate and obtain aresfee to

the container.
The activation operations are specified in thevation

Apolicy, and they can include input parameters. This

Activator, working with the container and executiog
the same host as the component instances, enftirees
activation policy the component specifies, and ta®éas

necessary) new instances of the component. The

By putting the enforcement code in a container, we Activator itself is implemented as a CORBA compdnen

separate the core functionality of the componeminfits
usage constraint enforcement.

that is generated by the lips deployer from thegesa
policy (more specifically the activation policy)Clients

The lips compiler checks the usage policy, then are provided with the generated IDL for the Actorat

generates a
implemented in

lips container. This
Java and is

lips container is
component-model standard activation sequence of CORBA, the chagsge i

Though the Activator-based activation alters the



minimal. These changes are necessary because CORBAomponent interface and requires potentially extens

provides no transparent way to intercept the stahda
CORBA activation process.

changes to the client. It is also unsafe to hédieats keep
track of references. Since we are trying to previde

To illustrate the differences between the standardusage constraint support automatically, this virtignt

CORBA activation (used by Chat, Chat2), and lips
activation (Chat3), we have listed code excerptichvh
show a client's use of each activation type in Fégdiand
Figure 4 respectively.

/I Initialize the ORB.
orb = org.omg.CORBA.ORB.init(args, null);

/I Get the NamingService.
org.omg.CORBA.Object obj =
orb.resolve_initial_references("NameService");

NamingContext ncx;
ncx = NamingContextHelper.narrow(obj);

/I Lookup Chat instance via public name.
NameComponent nc =
new NameComponent(*ChatRoom”, ");

NameComponent path[] = {nc};
Chat svr = Chat Hel per. narrow( ncx. resol ve(path));

/I Start using Chat.
String name = svr.getUniqgueName(“christine”);

Figure 3. Standard CORBA activation used by clients
of Chat and Chat2

Chat Acti vator act =
Chat Act i vat or Hel per. narrow( ncx. resol ve(path));

/I Now, activate instance of Chat.
Chat svr = act.activate();

Figure 4. Changesrequired for clientsof Chat3 (using
lips)

Since the Chat activation policy specifies that all
virtual clients share the same instance, the géser
ChatActivator simply creates an instance upon thst f
invocation of activate() (Chat's only activationeogtion).
Subsequent invocations return a reference to thee sa
instance. If five virtual clients are connecteldert any
additional activations will fail.

4.2. Supporting the Interaction Policy in CORBA

In order interaction constraints, the
container
invocations, check the interaction protocol, andaththe

parameters and return values of operation invoesatio
Because the threading and
potentially scoped per-virtual-client, the contaimaust
know the virtual client associated with each operat

invocation.

to support

The approach taken with Chat2 was to modify each

operation by adding a parameter identifying virtcigdnt.
This is not acceptable for lips, because it charthes

must manage the threading of operation,

interaction protocol are

information must be transparently communicated.

One possible solution is to insert the containsidia
the ORB serving the component instances. This avbal
accomplished using the Portable Interceptors seroic
CORBA [8]. Portable Interceptors allow code regist
within an ORB to be executed when invocation retpues
are received. These interceptors provide a peffiecte
for the container to be transparently inserted lie t
invocation pathway. These interceptors are alstapte,
allowing lips containers to be used with any ORHE any
CORBA supported programming language.

Unfortunately, the information needed by
container, namely the identity of the virtual clienaking
the invocation, is not available within a Portable
Interceptor handler. In fact, CORBA treats alltwad
clients making invocations through a single ORBoas
client [3]. This means that five separate instarafeChat
clients using the same ORB would be seen as aesingl
client within an interceptor. Thus CORBA has no
standard support for tracking virtual clients.

Another solution is to modify the stubs and skalsto
generated from the IDL. This approach has the daaw
of negating CORBA's interoperability when usinglip

Our solution is to create a new VirtualClient olbjec
the container upon each activation, similar to wWay a
web server tracks sessions. The Activator retums t
VirtualClient reference to the client. The Virtuéikht
object implements the component's interface by
forwarding each invocation to the container, alast its
virtual client identification. The container theisas the
extra information added by the VirtualClient objeot
track a virtual client's use of a component instan€hus,
transparent virtual client tracking is added to B2R

the

4.3. Status

Our implementation of the lips toolset is in proge
Originally, we implemented the container features
described above by hand to test our designs. ipise |
toolset is composed of the following:

The lips container library, written in Java, proséd
services used by the container, including thread
synchronization and queuing, parameter constraint
enforcement, and interaction protocol checking.

The lips compiler generates a component-model-
independent container in Java from a usage policy.
This container is delivered as a set of Java casse
packaged together in an archive.



» The lips deployer, given a lips container and usage supported. Also, our specification is technology
policy, generates the code needed to integrate thendependent, as shown by our previously mentionedkw
container into a particular technology, such as with JavaBeans.

CORBA (Activator IDL, VirtualClient, etc). It also Path expressions are used in [23] to specify valid
creates code to enforce activation constraints. message collaborations between objects, from witcle
for runtime validation is generated. However, the

Currently the lips compiler generates containerat th activation policy and concurrency of operations aog

support constraints on parameter values, concuryemd supported.

interaction protocols. The deployer provides inatign In [22], the authors add an assertion capabilityaro

support for CORBA. We have manually adapted open source EJB container, allowing the runtime

containers to work with JavaBeans components, aad a maintenance of preconditions, postconditions, and
currently implementing a JavaBeans deployer. invariants. While providing for dynamic enforcerhefi

The lips language also continues to evolve. One constraints, these assertions must be coded amplingo
possible future direction is to describe interacdidhat the EJB container, rather than generated from a

span multiple components. specification, as is done in lips.
Many developers recognize the need for factories an
5. Related Work use them to support functionality similar to thetidator

[16]. The CORBA Lifecycle Service provides a

Our usage policy is related to other work in impngy framework thgt can be_ used to implement factoripihv
component specification. ADLs, such as [1],[163][1 enforce certain activation constraints. COM alswvjgles
also constrain the instantiation and connection on@ type of Activator, known as a ClassObject. These
components. However, these restrictions are coeder Solutions allow developers to implement their aaityn
with the overall architecture of many connected Policy, but only manually in code. The lips Activa
components. The usage policy instead specifieg thel prowdes_ a rlchgr set of activation properties, and
local architectural constraints of a single compne automatic generation of enforcement code.
Other component specification languages, like [488 The CORBA Portable Object Adapter (POA) provides
[20], provide ways to indicate high level propest&bout basic cconcurrency protection. The POA ThreadPolicy
a component, such as security and performance hveaic only gives the developer a choice of serialized@ations
be used to evaluate a component's potential usanin OF other, known as ORB controlled. ~ Since thereds
application. Instead, lips specifies more fundataien Standard way to control how the ORB handles threadi
constraints on component reuse. this results in an ORB specific solution, which may

In [17], the ADL Darwin is used to specify the May not support multithreaded operation invocatioirs
architecture of a CORBA system. From the Darwin liPS, the component can control the exact number of
specification, code is generated which implemehis t Concurrent invocations for each virtual client, tamge,
particular connections between CORBA components. | and component, and have those constraints enforced

lips, we instead focus on the local constraintseath  automatically. _ .
component.  Also, the interaction policy can not be Both the POA and Lifecycle services are code level

specified in Darwin. entities, which must be programmatically invokedd an
Previous work has been done on evaluating support f implemented. This does not aid in the communicatb
various types of usage constraints. In [14], CORKIM usage constraints, and still requires developer

interfaces are augmented with behavior specifinatio IMPlementation.

used to detect deadlock, as well as automaticalherate

connectors which are deadlock free. This workjkenl 6. Conclusion

lips, requires the specification of not only the

component’s behavior, but the client’s as well. rr€ntly The goal of the lips research project is to simgplif

lips does not provide deadlock detection, but itldde component development and correct component reuse

inserted into the lips container using a dynamahiéque through the formal specification of usage constsaand

such as [10]. their automatic enforcement. Usage constraints are
The work in [5] extends the CORBA IDL to allow the expressed in a component’s usage policy, whichriesc

specification of message-based constraints on thethe activation policy and interaction policy of the

interaction of CORBA components. This information, component.

along with specification of a client's use of that Some of the concepts and services covered by a lips

component, is used to statically verify the retigits. activation policy are also being addressed by tevwen

However, no concurrency or activation constraints a component models, including CCM and EJB. Both of



these technologies have strong activation conceptsthe automated generation of these containers is in

improved specification of activation constraintsnda
automatic service support.
difference between lips and CCM / EJB is the virtua
client concept. Without support for virtual clisnt
activation and interaction constraints can not kaperly
supported. Another important difference is thatytld®
not support an interaction policy.

A key part of the lips interaction policy is the
interaction protocol, which has several charadiessot
found is previous work. First, the client's use thie
operations does not need to be specified. Secofigs a
interaction protocol is scoped to indicate whetfier
applies per-virtual-client, per-component-instanmeper-
component. And finally, a lips interaction protocady be
defined in terms of information, such as paramesdues
or timeouts, that is not known until runtime.

One of the most interesting results of this worlkhis
introduction of the virtual client concept. Thisalturned
out to be one of the challenges for supporting \igth
CORBA. In implementing the enforcement of lips wsag
policies for CORBA, we needed to:

* intercept client activation (which creates a nextual
client)

* intercept invocations of operations

» identify the virtual client invoking an operation

While CORBA provides a mechanism to transparently [5] Bokowski, B.:

intercept operation invocations, it does not previtie
ability to transparently intercept activations. Guatution
requires a small change to the client code in otder
support all of the features in a usage policy. Beeathe
interaction policy depends on identifying a virtudient,
the activation must let both client and containeow the
identity of the new virtual client. In CORBA thisenot
be done without intercepting activations.
Thus the major weakness in CORBA's ability to

support lips usage policies is its lack of a virtakent

progress. Another future platform to be supported i

However, one important CCM.

A future consideration is specifying interaction
protocols that span multiple components.
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