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Abstract

Many varieties of performance-enhancing proxies (PEPs) have been
proposed to improve TCP performance and/or provide seamless mo-
bility. One simple, albeit limited technique is the application-layer
proxy. It too can isolate degraded last-mile link performance from the
transmission of data across the rest of the network. While Web ser-
vices on proxies are common, not all network applications will fit the
traditional proxy model. We suggest using the proxy in a fashion that
is fully compatible with all applications. In the split stack approach,
the application runs on the client, but client networking library calls
are executed on the proxy. The split stack architecture provides three
major benefits, even with limited deployment: seamless handling of
last-mile disconnects; mobility without MobileIP; and improved net-
work performance. This paper outlines the split stack architecture,
relates it to previous techniques, and provides some estimates of po-
tential performance improvement.

1 Introduction

Many varieties of performance-enhancing proxies (PEPs) have been pro-
posed to improve TCP performance and/or provide seamless mobility [4, 7].
The typical approach requires protocol modification or stateful examination
of packets at the IP or TCP layers. A simpler, albeit limited technique is
the application-layer proxy. It too can isolate degraded last-mile link perfor-
mance from the transmission of data across the rest of the network. While
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Web services on proxies are common, not all network applications will fit
the traditional proxy model.

We suggest using the proxy in a fashion that is fully compatible with all
applications. In the split stack approach, the application runs on the client,
but client networking library calls are executed on the proxy. Thus, the
outside world will see the IP address of the proxy. In fact, by terminating
the server’s connection at the proxy, the opportunity exists to optimize
the last link between proxy and client. Therefore, it is possible that the
connection between proxy and client might be handled by a protocol other
than IP.

The split stack architecture provides three major benefits:

• Seamless handling of last-mile disconnects. Since the last-mile is
no longer a part of server TCP connections, the client can re-establish
a connection with the proxy and resume processing.

• Mobility without MobileIP. The negotiation between client and
proxy does not depend on the IP address of the client — identification
can be shared information when the first connection was established.
As a result, the client can reconnect to the proxy from different loca-
tions and still maintain the same connections, services, and identity
to the rest of the world.

• Improved network performance. Indirection provided by the proxy
isolates the packet losses, disconnects, and latencies of last-mile links
[1]. It can optionally provide significant buffering services, potentially
freeing server connections earlier. Optimized protocols can improve
last-mile performance further. With sufficient deployment, packets
can be sent via the shortest route.

Many of these benefits are possible even with only limited deployment.
In the remainder of this paper we provide additional details of the split

stack architecture, demonstrate through ns [5, 26] simulations some of the
potential performance improvements, and relate our approach to existing
work.

2 Proposed Architecture

Communications using the traditional Internet Protocol stack are shown
in Figure 1(a). It shows how data is passed from the application layer
down to the transport, network, link and hardware layers within a host for
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(a) Traditional Internet Protocol stack communications.

(b) Split stack communications.

Figure 1: Comparison of stack usage: traditional IP stack versus split stack
communication.

transmission and then interpretation back up the stack when received. In
contrast to a router operating at the network layer, we insert a proxy that
operates back up at the application layer.

Using the split stack architecture, the client application makes network-
ing system calls that are not executed on the local stack. Instead, those
calls are sent to a proxy for execution on its stack, as shown on Figure 1(b).
The transport of the calls is shown using dashed lines since it is hidden from
the client, and the stack used for communication between client and proxy
is hashed to signify that non-IP protocols may be used.

To illustrate, consider the dialup client for a large ISP. In this scenario,
we might replace part of the client’s standard TCP/IP stack at the OS level
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(such as the WinSock 2 SPI in Microsoft Windows [19]) with calls that
communicate over a proprietary, optimized protocol to an ISP server that
will implement the remainder of the stack. Thus, on the client side, when
an application opens a socket to a remote host, the request travels over
the modem link to the ISP server where the socket is opened (creating a
connection to the outside host). Likewise, when the ISP server receives a
packet destined for the client, it sends the appropriate signal (and potentially
the data) back over the modem to the client so that the client application
will have access to it.

In general, the client-side changes could be within an application or
within the OS. Actual implementation will likely vary — a system running
shrink-wrapped applications will likely want to modify the OS, while more
closed systems like cell-phones and PDAs might implement specialized ap-
plications with split stack functionality. In either case, the proxy contacted
will still provide the same services. It establishes connections for the client
application, and can even receive connections, with the caveat that only
one application can run a server on a particular port (just as on any other
shared system). Alternately, the proxy could be assigned many IP addresses,
in which case some clients could be assigned individual IP addresses.

While potentially complex, the advantages to this type of arrangement
are manifold. First, by managing a part of the virtual TCP/IP stack on
the server, the client can disconnect and reconnect at will (perhaps even
moving locations) via the proprietary network and connections made to
the client’s IP address can persist throughout. Secondly, performance to
and from the virtual stack to the rest of the world will be improved, as
it can handle connecting, buffering, acknowledgments, etc. at full network
speed, not at modem speeds. Thus, the throughput (at least for data being
received) would be throttled by buffer sizes and not by slow modem round
trip times. Third, the proprietary transport between client and proxy can
be optimized specifically for the particular last-mile characteristics (such
as cellular modem use), rather than using the default TCP/IP timeouts
and data sizes. Similarly, client-side TCP or TCP-like connections can be
optimized using connection multiplexing [8] (e.g., to share information [20,
21]).

While the architecture proposed above does provide for seamless mobility
of clients, performance may suffer from the need to always communicate via
the home proxy, as in Figure 2(b). If, however, the remote provider has
also deployed this architecture, then when a new application is started, it
can bind to the new proxy. Connections held by old proxies can be retained
and forwarded to the client via the new proxy. In this way, we can provide
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Figure 2: Various split stack usage scenarios.

optimal routing when a local proxy is available, but preserve mobility even
when it is not, as shown in Figure 2(c).

One of the main concerns while designing a split proxy connection is
the end-to-end semantics of the connection, e.g., data which has not yet
been by the end client is acknowledged at the server to have been received.
Maltz and Bhagwat [14] have proposed a mechanism for splicing two TCP
connections, between the client and the proxy and the proxy and the server,
to create an end-to-end flow, while maintaining the benefits of introducing
a split proxy. The same technique could be applied here to maintain an
end-to-end flow. The difference is that we splice a TCP connection with a
transport layer connection of a proprietary protocol. Splicing connections
at the proxy may limit the extent of benefit we might obtain by using a
split proxy connection. But nevertheless it helps us maintain an end-to-end
flow. In scenarios where an end-to-end flow is not required the network
administrator may choose to turn it off.

3 Related Work

We compare and contrast the various approaches in Table 1. One of the most
important features of the split stack approach is that it can hold connections
between proxy and server even when the connection is broken between host
and the proxy. So when the host reconnects to the proxy, it can recover
the connection to the origin server immediately. This feature is common to
most of the approaches concerned with mobility.

In addition, the split stack approach allows the client to reconnect from
a different location (including a different ISP). This means the TCP connec-
tion between server and mobile host can be retained even when the mobile
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I-TCP, Mob.IP Mob.IP Satel.
Split M-TCP in IPv4 in IPv6 VIP-1 VIP-2 PEP Mowgli Snoop
stack [2], [6] [17, 16] [18, 11] [25] [27] [10, 9] [12] [3]

Connection management and dynamic addresses

Retains TCP conns. yes yes yes yes yes yes no yes yes

Handles new IP add. yes no yes yes yes yes no yes no

Allows IP add. reuse yes N/A no no yes yes N/A no N/A

Forwards non-TCP yes no yes yes yes yes yes yes no

Network performance

Routing solutions AH/SP N/A AH/TR SP TR/SP SP N/A AH N/A

Improves static net. yes yes no no no no yes yes yes

Deployment/Infrastructure Concerns

Allows min. depl. yes no no* no no* no** N/A no* yes

Change client/infra. both both both both both both infra. both infra.

Layer/prot. affected Appl. TCP IP IP IP IP TCP TCP,IP IP

Table 1: Comparison of features and approaches. Key: AH=all packets need
to be passed by home agent or proxy. TR=triangle routing. SP=shortest
path. N/A=not applicable. *In order to work in an unmodified foreign
network, the client requires the unlikely ability to send packets with a non-
local source address (i.e., the lack of ingress filters). **VIP-2 does not
support mobility when communicating with non-VIP hosts.

host has moved. Since I-TCP [2] and M-TCP [6] focus on mobility within a
particular provider, they do not consider changing client IP addresses. Un-
fortunately, while MobileIP [17, 16] supports wide mobility, allowing clients
to get temporary remote IP addresses, it requires that the home IP ad-
dress be static – it cannot be re-assigned to any other client. Likewise,
while Mowgli [12, 13] uses essentially the split stack technique, it depends
on MobileIP for some of its mobility support, so it has the same drawback.
This is not the case for the split stack approach, nor the VIP techniques
[25, 27]. Most approachesstack, will also forward non-TCP packets to the
mobile host, even when it has moved.

When mobility using a home agent is proposed, it raises the concern
for non-optimal packet routing. We have considered three scenarios: 1) all
packets are passed through home agent or proxy (we call this AH); 2) all
packets are passed through local router (finding the shortest path, SP); and,
3) packets from server to client are passed through the home agent while the
packets from client to server are sent using the shortest route (often termed
triangle routing, TR). Depending on the implementation, the split stack
approach can be AH or SP — if we must always contact the home proxy,
then it is AH; if a local proxy is available, then it can be SP. MobileIP is
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well-known to at best use triangle routing, while most other techniques offer
better solutions.

Like other PEPs for satellite [10, 9] and mobility (I-TCP, M-TCP, Mowgli),
the split stack approach is intended to improve network performance. By
terminating all external networking at the proxy, we can optimize internal
networking to the client, and we can forward all packets (not just TCP) to
the current location of the client. In addition, in some cases we can avoid
or minimize significant delays associated with packet loss during connection
establishment, as the unreliable last-mile connection is isolated, and may
use a persistent connection to the proxy. In contrast, MobileIP for IPv4 and
IPv6 [18, 11], VIP-1 and VIP-2 are concerned primarily with mobility, not
network performance.

The split stack approach does not need widespread deployment to be
valuable. Mobile hosts can contact their home proxy to support reconnec-
tion, mobility and local network performance improvement without having
many machines or proxies changed in the Internet. In contrast, IPv6, VIP-1
and VIP-2 need widespread deployment, including both end systems and
routers. Of course, as described above, with deployment of the split stack
approach comes support for shorter routing for mobile hosts. Almost all
approaches require support in both clients and some infrastructure, except
for Satellite PEPs using TCP modifications — they only need to modify
routers or proxies on either side of the satellite connection.

The Berkeley Snoop protocol [3] is a “TCP link aware protocol” aimed at
improving the TCP performance of mobile computers. Snoop modifies the
network layer at the base station to cache TCP packets from the foreign host
to the local host. If a packet is lost between the client and the base station,
the base will know this by looking at the ACK packets from the client and
detects a duplicate ACK. The base station will suppress this duplicate ACK
and retransmit the packet from to the server. A short local timer is used
for the timeout.

The changes made are restricted to the base station alone. This is prob-
ably the most significant advantage, as it simplifies deployment of Snoop.
The end-to-end semantics of the TCP connection are also preserved. The
problem with Snoop is that it cannot handle IPsec encrypted data (since
the Snoop module needs to look at the TCP headers). All the packets from
the client have to be in an un-encrypted form. This leaves the client in a
vulnerable state, making it an easy target to crack. Our approach provides
for encryption of data. The packets from the client to the proxy may be
encrypted, separately from whatever encryption is present between proxy
and server. Of course our proxy aims at more than just improving the TCP
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performance on end clients.
We proposed the idea of using a customized communication protocol

architecture between the client and the proxy. Similar client-side protocol
modifications have been proposed and implemented in the WAP architec-
ture [15, 4]. The WAP architecture addresses the specific problems with
low-end mobile devices like cellular phones and PDAs. The WAP client is
connected to the WAP proxy through a specialized layered protocol archi-
tecture. Standard TCP/IP is used to communicate between the WAP proxy
and the end server.

Different methods work at different layers. Our method focuses on the
application layer. Other approaches change TCP layer protocols, such as
I-TCP, M-TCP, and Satellite PEP/TCP, while others change IP layer pro-
tocols, such as MobileIP, VIP-1 and VIP-2.

In addition to the work identified in Table 1, we note that Stoica et
al. have recently proposed a new Internet Indirection Infrastructure (i3) [22].
It uses a model in which receivers insert triggers for certain identifiers, and
senders insert packets destined for an identifier. The infrastructure matches
packets with triggers, and forwards them to the identified destination(s).
Like the split stack approach, i3 handles multicast, anycast, mobility (at
either the client or server) as well as unicast. The i3 architecture assumes
the use of an efficient mechanism to map objects to servers (such as Chord
[23]) so that packets and triggers are handled by the same server. Hosts need
only know of one i3 node — the nodes know how the data is mapped and
forwards appropriately. This approach may have difficulty scaling to large
volumes – every packet must be processed by at least one i3 node which is
not likely to be on the shortest path between client and server. Unlike our
approach, it also requires significant deployment both in i3 servers and in
end-hosts for it to be useful.

Sultan et al. [24] propose the use of autonomous transport protocols
to support a content-based network. In the endpoint name space of their
network, users are identified and can move from machine to machine without
losing the connection (since connections are to the users and not to the
machines). This is possible because the endpoints must register themselves
with the network, much like registering triggers in i3 [22].

4 Experiments

We ran limited simulations using ns [5, 26] for four different last-mile scenar-
ios: dialup modems, cellular modems, WiFi 802.11b laptops, and satellites.
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scenario latency bandwidth packet loss

dialup modem 150ms 33kbps 2%

cellular modem 1000ms 14.4kbps 25%

802.11b laptop 2ms 5.5mbit 20%

satellite 500ms 1mbit 2%

LAN 1ms 100mbit 0%

WAN 100ms 1mbit 1%

Table 2: Attributes used for the various simulation scenarios.

Figure 3: Network topology.

The attributes for the links in each scenario are shown in Table 2. The
topology we used is shown in Figure 3. The metric we used to measure
the network performance is the time taken to transfer a certain amount of
bytes across the network. We measure this time from the sender’s point of
view. The time of completion is marked by the final ACK received by the
sender (e.g., the proxy in the split stack approach). We modeled the scenario
typically as an Internet connection, with the server nodes being connected
via an Internet gateway router and the client being connected to an access
router. The proxy is in between the gateway and the access router. We are
interested in comparing the performance of this setup is to the one without
the proxy. All data transfers taking place are ftp transfers. The ftp flows
are of arbitrary size and start at arbitrary times. We experimented with
data flows ranging from 100Kb to 10Mb. The results are shown in Figure
4. We had improvements ranging from 8% to almost 60%. We expect the
improvements to be greater in scenarios with higher loss rates and higher
transfer sizes.
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Figure 4: Simulation results: relative latency improvement for 100KB to
10MB file transfers when using the split stack architecture.

5 Summary

This paper has argued for the split stack mechanism to improve TCP per-
formance at the last-mile and provide seamless mobility. Unlike other tech-
niques, the split stack approach operates at the application layer, serving
to replace OS networking calls on the client with remote execution on a
proxy. This approach can provide benefits even with incremental deploy-
ment, and can be implemented in the OS (to run applications unmodified)
or in individual applications.

While a typical proxy is limited in functionality, the split stack proxy
can support both TCP and UDP and even allow the client to operate servers
that handle requests. The use of a proxy with a specialized connection to
the client allows the architecture to support client reconnection, even with a
different network address, and still retain existing connections and services.
It also permits local performance optimization of the protocol between client
and server.

In addition to outlining the split stack architecture, this paper has pre-
sented the results of simulation to estimate some of the performance im-
provements possible under various scenarios. A prototype implementation
is left as future work.
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