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Abstract

The ScatterType CAPTCHA, designedto resist character–
segmentationattacks and shownto be highly legible to human
readers, is analyzedfor vulnerabilities and is offered for experi-
mentsin automaticattack. Asintroducedin [BR05], `ScatterType'
challengesare imagesof machine-print text whosecharacters are
cut into pieceswhich thendrift apart, in an attemptto frustrate
segment-then-recognizecomputervision attacks. Analysisof ex-
perimentalhumanlegibility datahasshownthat betterthan95%
correct legibility canbeachievedthroughjudiciouschoiceof the
pseudorandomgenerating parameters [BMW05]. That analysis
is summarizedanddiscussedhere as motivationfor a discussion
of potentialvulnerabilities. An invitation to attack ScatterTypeis
offered.
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1 Intr oduction

In 1997 Andrei Broder and his colleaguesat the
DEC SystemsResearchCenter developed a schemeto
block the abusive automaticsubmissionof URLs to the
AltaVista web-site [Bro01,LABB01]. Their approach
was to challenge a potential user to read an image
of printed text formed specially so that machinevision
(OCR) systemscould not read it but humansstill could.
Since that time, also inspired (as Broder's team was)
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by Alan Turing's 1950 proposalof methodsfor validat-
ing claims of arti�cial intelligence [Tur50], many such
CAPTCHAs—CompletelyAutomatedPublic Turing tests
to tell Computersand Humans Apart—have been de-
veloped, including CMU's EZ-Gimpy [BAL00, HB01],
PARC's PessimalPrint[CBF01] and Baf�eText [CB03],
Paypal's CAPTCHA ((www.paypal.com)), Microsoft's
CAPTCHA [SSB03,CLSC05],and Lehigh's ScatterType
[BR05]. As reportedin [BR05,CLSC05]attackson some
of these CAPTCHAs have succeeded. We and other
researchers(e.g. [CLSC05,MM03]) believe that many,
perhapsmost, of today's CAPTCHAs are vulnerableto
custom-tailoredpreprocessingthatsegmentsthewordsinto
characters,followedby trainableOCR.

These observations motivated us to investigate
CAPTCHAs which are likely to resist character–
segmentation attacks. In [BR05] we �rst described
the `ScatterType' CAPTCHA: the imageof eachcharacter
making up a word is fragmentedusing horizontal and
vertical cuts, then the fragmentsare forced to drift apart
until it is dif�cult automaticallyto reassemblethem into
characters. Experimentaldata reported in that article
showedthatsubjective ratingsof dif�culty by humanread-
ers werestrongly andusefully correlatedwith illegibility.
A systematicexploration of the legibility of ScatterType
as a function of the generatingparameters,detailed in
[BMW05] and summarizedin this paper, revealed an
operatingregimewithin whichhumanlegibility exceeds95
percent.

In this paperwe describethe designof a new Scatter-
Type trial to identify subregimeswith well characterized
dif�culty (bothsubjectiveandobjective).Wealsoproposea
methodologyfor offering ScatterTypeto theresearchcom-
munity for experimentsin CAPTCHAattack.
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ScatterTypeParameter Rangeusedin Trial
Cut Fraction(bothx & y) 0.25-0.40

ExpansionFraction(bothx & y) 0.10-0.30
HorizontalScatterMean 0.0-0.40

VerticalScatterMean 0.0-0.20
ScatterStandardError (bothh & v) 0.50

CharacterSeparation 0.0-0.15

Figure 1. ScatterT ype parameter rang es se­
lected for the �r st ScatterT ype human legibil­
ity trial.

2 SynthesizingScatterType Challenges

In this sectionwe brie�y review thegeneratingparame-
ters(a fuller discussioncanbe found in [BR05,BMW05]).
ScatterTypechallengesaresynthesizedby pseudorandomly
choosing:(a) a text-string; (b) a typeface;and(c) cutting
andscatteringparameters.Thetext stringsareEnglish-like
nonsensewordsgeneratedpseudorandomlyasdescribedin
[CB03]: in theoriginal ScatterTypetrial, 4000wordswere
used;in thenext trial, about15,000will beused.Thetype-
facesmaybe chosenfrom a largeset: in theoriginal trial,
twenty-onefonts wereused;in the next trial, at least100
fontswill beused.

The word is renderedasa bilevel imageto which cut-
tingandscatteringoperationsareapplied,separatelyto each
character(moreprecisely, to eachcharacter's imagewithin
its own 'bounding box'). The parameterscontrolling this
are,brie�y:

Cutting Fraction Eachcharacterimageis cut into rectan-
gularblocksof this size,but randomoffset.

ExpansionFraction Fragmentsare moved apart by this
distance,held constantacrossall charactersin the
string.

Horizontal Scatter Eachrow of cut fragmentsis shifted
horizontally by a randomdistancechosenindepen-
dently for eachrow. Adjacentrows alternateleft and
right movements.

Vertical Scatter Eachfragmentwithin arow is shiftedver-
tically by this distance,asfor horizontalscatter. Ad-
jacentfragmentswithin a row alternateup anddown
movements.

Theresultingcharacterimagesarecombinedusing:

Character Separation Thecharacterimagesareseparated
horizontallyby this distance.

Dif �culty Level
ALL 1 2 3 4 5

Total challenges 4275 610 1056 1105 962 542
% correctanswers 52.6 81.3 73.5 56.0 32.8 7.7

Figure 6. Human reading perf ormance as a
function of the dif�culty level that the subject
selected.

3 The First Legibility Trial

Volunteersat Lehigh University and Avaya Labs Re-
searchattemptedto readScatterTypechallengesof thekind
shown in Figure2, usingchallengesgeneratedusingthepa-
rameterrangessummarizedin Figure1.

4 Experimental Resultsfr om the First Trial

A totalof 4275ScatterTypechallengeswerepresentedto
humansubjects:they areillustratedin Figures3-5,at three
subjective levels of dif�culty: “Easy,” mediumdif�culty ,
and“Impossible.” Humanlegibility — percentageof chal-
lengescorrectlyread— is summarizedin Figure6. Overall,
humanlegibility averaged53%,andexceeded73%for the
two easiestlevels. Legibility wasstronglycorrelatedwith
subjectivedif�culty level, falling off monotonicallywith in-
creasingsubjectivedif�culty (detailsin [BR05,BMW05]).

5 A Highly Legible Regime

Manual exploration of the trial results—usingTin
Kam Ho's Mirage data analysis tool http://cm.bell-
labs.com/who/tkh/mirage/index.html—revealed that judi-
ciouschoicesof thegeneratingparameterscanselectlevels
of varyingdif�culty , bothobjectiveandsubjective.

The Mirage scatterplot (Figure 7) with the meanhor-
izontal scatterdistanceon the x-axis and the meanverti-
calscatterdistanceon they-axisclearlyshowsaconcentra-
tion of legible challengesin thelower left handregion near
theorigin. Goodperformanceresultsby classifyingall in-
stanceswithin anEuclideandistanceof 0.25from theorigin
aslegible.

By limiting themeanscatterdistancesto lessthan0.15,
humanlegibility climbedto 80%. Simultaneouslyrestrict-
ing the cut fraction parameterto 0.25 improved legibility,
but only slightly. We examinedtheeffect of pruningfonts
andcharactersusedin thenonsensewords,andconcluded
thatpruningfontswasunlikely to help. (Later, afterprun-
ing the worst performingcharacters,this wasvalidatedin
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Figure 2. An example of a ScatterT ype legibility trial challeng e page. The Dif�culty Level radio
buttons (marked 'Easy' to 'Impossib le) were colored (left to right) Blue , Green, Yello w, Orang e, and
Red (these color s do not print in this Proceedings). The text at the top of the page refers to the
challeng e that was answered just before .

Figure 3. ScatterT ype challeng es rated by subjects as “Easy” (dif�culty level 1 out of 5). All of these
examples were read correctl y: “af eratic,” “memari, ” “heiwho, ” “nampaign. ”
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Figure 4. ScatterT ype challeng es rated by subjects as being of medium dif�culty (dif�culty level
3 out of 5). Only one of these examples was read correctl y (correct/attempt): “o verch”/“o vorch”,
“w ouw ould”, “atla ger”/“ada ger”, “wejund”/“weland”.

Figure 5. ScatterT ype challeng es rated by subjects as “Impossib le” (dif�culty level 5 out of 5). None of
these examples were read correctl y (correct/attempt): “acc hown”/“ec haeva”, “gualing”/“g ealthas”,
“bothere”/“beada ve”, “caquired”/“engaber se”.

Figure 7. Mirage scatter plot of the Mean Horizontal Scatter (X­axis) versus Mean Vertical Scatter (Y­
axis) parameter s. Legib le samples clustered str ongl y near the (0,0) origin. Black indicates a reading
mistake: for legib le samples, the color s red, orang e, yello w, green, and blue (in this Proceedings
these are visib le onl y as shades of grey as in Figure 2) indicate �ve subjective dif�culty levels from
“impossib le” to “easy”.
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trials that includedit with removing the worst performing
characters,we tried this oncemore,andsuffereda loss of
legibility of four per cent). In the preliminaryanalysisin
[BR05], whenthe� ve characterswith thehighest”confus-
ability”('q', 'c', 'i', 'o', and'u') wereremovedbroughtus
rapidly to above90%.Combinedwith our new restrictions,
we achieveda legibility of almost93%. Fromthis analysis
weinferredthatrestrictingmeanscatterdistancesandprun-
ing theworstperformingcharactersarestronglypositively
correlatedwith legibility, while usinglargercutfractioncan
beusefulwhenusedin combinationwith otherfeatures.Re-
movingpoorlyperformingfontshoweverseemto offer little
bene�t.

Amonga largenumberof suchpolicies,reportedin de-
tail in [BMW05], oneachievedlegibility of 97.5%,but for
only 78 instances.Thisrequiredpruning� vecharactersand
limiting thescatterdistancesto 0.1.To summarize,wehave
shown that throughremoving a smallsubsetof easilycon-
fusablecharactersandrestrictingtherangeof two parame-
ters,legibility canberaisedto above95%.

6 A NegativeResult on ImageComplexity

We also tried to predict legibility of ScatterType chal-
lengesusing featuresthat can be automaticallyextracted
from theimages.Testson the'PerimetricImageComplex-
ity' metric that worked well on Baf�eText images[CB02]
failedto predictlegibility of ScatterTypechallenges.

7 Discussionand Future Work

A systematicanalysisof the�rst ScatterTypehumanleg-
ibility trial datahasidenti�ed anoperatingregime— acom-
binationof restrictionsplacedongeneratingparametersand
pruningof thecharacterset— whichachieveslegibility bet-
ter than95%. Within that regimewe canpseudorandomly
generatemany millions of distinctScatterTypechallenges.

Wearedesigningasecondlegibility trial to replenishthe
datasetandinvestigatehow well canweautomaticallycon-
trol dif�culty levels,bothobjectiveandsubjective.

ScatterType'svulnerabilitiesto automaticattackseemto
be,principally:

1. mostof thefragmentsof characterswill `�t' perfectly
if correctlyjoined—thismightallow akind of “jigsaw
puzzle”attack;

2. the variable-lengthcharactern-gram model usedto
generatethe nonsensewords is of coursemore con-
strainingthanrandomstrings—perhapsthismodelcan
be reverse-engineeredor approximatedand so con-
strainthesearchemployedby attackers;and

3. ourpolicy of usingasingletypefacewithin awordmay
allow automaticfont inference.

Of courseevery CAPTCHA including ScatterType must
be testedsystematicallyusing the bestavailableOCR en-
gines, and should be offered to the researchcommu-
nity for attack by experimental machine vision meth-
ods. At this conferencewe will invite such attacksby
the researchcommunity. For up-to-dateinstructionscon-
cerning the new trial and its `attackers entrance', see
http://arcturus.cse.lehigh.edu/CAPTCHAs.
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