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Abstract. A CAPTCHA which humans�nd to be highly legible andwhich is
designedto resistautomaticcharacter–segmentationattacksis described.As �rst
detailedin [BR05], these`ScatterType' challengesareimagesof machine-print
text whosecharactershavebeenpseudorandomlycut into pieceswhichhavethen
beenforcedto drift apart.Thisscatteringis designedto repelautomaticsegment-
then-recognizecomputervisionattacks.Wereportresultsfrom ananalysisof data
from a humanlegibility trial with 57 volunteersthat yielded4275CAPTCHA
challengesandresponses.We have locatedan operatingregime—rangesof the
parametersthatcontrolcuttingandscattering—withinwhich humanlegibility is
high (betterthan 95% correct)even thoughthe degradationsdue to scattering
remainsevere.
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1 Intr oduction

In 1997Andrei Broderandhis colleaguesat the DEC SystemsResearchCenter, de-
velopeda schemeto block theabusiveautomaticsubmissionof URLs to theAltaVista
web-site[Bro01,LBBB01].Their approachwasto challengea potentialuserto readan
imageof printed text formedspeciallyso that machinevision (OCR) systemscould
not read it but humansstill could. Since that time, inspiredalso by Alan Turing's
1950proposalof methodsfor validatingclaimsof arti®cial intelligence[Tur50],many
suchCAPTCHAsÐCompletelyAutomatedPublic Turing teststo tell Computersand
HumansApartÐhave beendeveloped,includingCMU's EZ-Gimpy [BAL00, HB01],
PARC's PessimalPrint[CBF01] andBaf�eText [CB03], Paypal's CAPTCHA [Pay02],
Microsoft'sCAPTCHA[SSB03],andLehigh'sScatterType[BR05].As discussedmore
fully in [BR05], fully or partially successfulattackson someof theseCAPTCHAs
have beenreported.We andotherCAPTCHA researchersbelieve that many, perhaps
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most, CAPTCHAs now in use are vulnerableto (possibly custom-tailored)prepro-
cessingthat segmentsthe words into characters,followed by off-the-shelfor slightly
customizedOCR. Theseobservationsmotivatedus to investigateCAPTCHAswhich
resist character–segmentationattacks.In [BR05] we ®rst describedthe ScatterType
CAPTCHA, in which eachcharacterimageis fragmentedusinghorizontalandverti-
cal cuts,thenthe fragmentsareforcedapartuntil it is no longerstraightforwardauto-
maticallyto reassembletheminto characters.Our personalknowledgeof thesegment-
and-recognizecapabilitiesof commercialOCRmachinesÐasattestedby hundredsof
failure casesdiscussedin [RNN99]Ðgivesus con®dencethat they poseno threatto
ScatterTypetodayor for the forseeablefuture.However, this is a conjecturethatmust
betested(seethesectiononFutureWork).

We do not apply imagedegradationssuchasblurring, thinning,andadditive noise
(cf. [Bai02]) so that will not obscurestyle-speci®cshapeminutiaein the fragments
suchas stroke width, serif form, curve shape,which we speculatemay accountfor
the remarkablehumanlegibility of thesepervasively damagedimages.Experimental
datareportedin [BR05] alsoshowedthatsubjective ratingsof dif®culty werestrongly
(andusefully)correlatedwith illegibility. Sincethenwe have carriedout a systematic
explorationof the legibility of ScatterTypeasa functionof thegeneratingparameters.
Theprincipalnew resultis theidenti®cationof anoperatingregimewithin whichhuman
legibility exceeds95percent.

2 SynthesizingScatterType Challenges

In this sectionwe brie�y review the generatingparameters(a fuller discussionis in
[BR05]). ScatterType challengesaresynthesizedby pseudorandomlychoosing:(a) a
text-string;(b) a typeface;and(c) cuttingandscatteringparameters.

Thetext stringsweregeneratedusingthepseudorandomvariable–lengthcharacter
n-gramMarkov modeldescribedin [CB03], and®lteredusinganEnglishspellinglist
to eliminateall but a few Englishwords.In thesetrials,nowordwaseverusedtwiceÐ
evenwith differentsubjectsÐtoensurethatmerefamiliarity with thewordswould not
affect legibility. Thetypefacesusedweretwenty-oneFreeTypefonts.

Cutting and scatteringare applied,separatelyto eachcharacter(more precisely,
to eachcharacter's imagewithin its own 'bounding box'). A scalingdimension(the
“baselength”) is setequalto theheightof theshortestcharacterin thealphabet.Image
operationsareperformedpseudorandomlyto eachcharacterseparately, controlledby
thefollowing parameters.

Cutting Fraction Eachcharacter'sboundingbox imageis cut into rectangularblocks
of sizeequalto this fractionof the baselength.The resultingx & y cut fractions
areheldconstantacrossall charactersin thestring,but theoffset locationsof the
cutsarechosenrandomlyuniformly independentlyfor eachcharacter.

ExpansionFraction Fragmentsaremovedapartby this fraction of baselengthheld
constantacrossall charactersin thestring.

Horizontal Scatter Eachrow of fragments(resultingfromhorizontalcutting)ismoved
horizontallyby a displacementchosenindependentlyfor eachrow: this displace-
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ment,expressedasafractionof thebaselength,is distributednormallywith agiven
meanandstandarderror. Adjacentrowsalternateleft andright movements.

Vertical Scatter Eachfragmentwithin arow (resultingfrom verticalcutting)is moved
verticallybyadisplacementchosenrandomlyindependentlyfor eachfragment:this
displacement,expressedas a fraction of the baselength, is distributednormally
with agivenmeanandstandarderror. Adjacentfragmentswithin arow alternateup
anddown movements.

Theresultingimagesarecombined,governedby this ®nal parameter:

Character Separation The imagesof cut-and-scatteredcharactersarecombined(by
pixel-wiseBooleanOR) into a ®nal text string imageby locatingthemusingthe
original vertical coordinateof the boundingbox center, but separatingthe boxes
horizontallyby this fractionof thewidth of thenarrowerof thetwo adjacentchar-
acters'boundingboxes.

ScatterType Parameter Rangeusedin Trial
CutFraction(bothx & y) 0.25-0.40

ExpansionFraction(bothx & y) 0.10-0.30
HorizontalScatterMean 0.0-0.40

VerticalScatterMean 0.0-0.20
ScatterStandardError (bothh & v) 0.50

CharacterSeparation 0.0-0.15

Fig.1. ScatterTypeparameterrangesselectedfor thehumanlegibility trial.

3 Legibility Trial

Students,faculty, andstaff in theLehighCSEDept,andresearchersatAvayaLabsRe-
search,wereinvitedto attemptto readScatterTypechallengesusingordinarybrowsers,
servedby a PHPGUI backedby a MySQL database.A snapshotof thechallengepage
is shown in Figure??.

After readingthetext andtypingthetext in, subjectsratedthe“dif ®culty level” from
“Easy” to “Impossible”.

4 Experimental Results

A total of 4275ScatterType challengeswere usedin the humanlegibility trial: they
areillustratedin Figures??-??, at threesubjective levelsof dif®culty: “Easy,” medium
dif®culty, and“Impossible.”

HumanlegibilityÐpercentageof challengescorrectlyreadÐissummarizedin Fig-
ure ??. Overall, humanlegibility averaged53%,andexceeded73% for the two easi-
estlevels.Legibility wasstronglycorrelatedwith subjective dif®culty level, falling off
monotonicallywith increasingsubjectivedif®culty (detailsin [BR05]).
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Fig.2. An exampleof a ScatterType legibility trial challengepage.The Dif�culty Level radio
buttons(marked'Easy' to 'Impossible)werecoloredBlue,Green,Yellow, Orange,andRed.The
text at thetopof thepagerefersto thepreviously answeredchallenge.

Fig.3.ScatterTypechallengesratedby subjectsasªEasyº(dif�culty level 1 outof 5).All of these
exampleswerereadcorrectly:ªaferatic,º ªmemari,º ªheiwho,º ªnampaign.º

Fig.4. ScatterTypechallengesratedby subjectsasbeingof mediumdif�culty (dif�culty level 3
out of 5). Only oneof theseexampleswasreadcorrectly(correct/attempt):ªovorchº/ºoverchº,
ªwouwouldº,ªadagerº/ªatlagerº,ªwelandº/ºwejundº.
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Fig.5. ScatterType challengesrated by subjectsas ªImpossibleº(dif�culty level 5 out of
5). None of these examples were read correctly (correct/attempt):ªechaevaº/ºacchownº,
ªgealthasº/ºgualingº,ªbeadaveº/ºbothereº,ªengaberseº/ºcaquiredº

Dif�culty Level
ALL 1 2 3 4 5

Totalchallenges4275 610 10561105 962542
% correctanswers 52.6 81.3 73.5 56.032.8 7.7

Fig.6. Humanreadingperformanceasa functionof thedif�culty level thatthesubjectselected.

5 A Highly Legible Regime

We have systematicallyexploredthe improvementsin legibility that canbe expected
from judiciouschoicesof generatingparameters(distributionsthatcontrolcuttingand
scattering).We beganour project with 4275 ScatterType challengescollectedin the
humanlegibility trial. Theoverall legibility of thatset(thefractionsof challengesread
andtypedcorrectly)was53%.

WeusedTin KamHo'sMirage(http://cm.bell-labs.com/who/tkh/mirage/index.html)
dataanalysistool. For eachchallenge,we loadedthegenerationinput parameters,the
typefaceused,thetrueword, theword guessedby user, thetime takenby userto enter
the guess,andthe user's rating of subjective dif®culty. We examinedhistogramsand
scatterplots (colorcodedby subjective dif®culty if readcorrectly, with black indicat-
ing a mistake) of many singleandpairedfeatures,looking for strongcorrelationswith
eitherobjectiveor subjectivedif®culty.

Oneof the®rst featuresexaminedwasthecuttingfraction(setequalin bothx and
y directions),which hadbeencoarselydiscretizedas either0.25, 0.32,or 0.40. The
cutting fraction determinesthe size of the rectangularblocks eachof the characters
boundingboxesarecut into. Thereforea smallercutting fraction will result in more
cutsandmoreboxeswhich would seemto imply thesmallerthecut fraction,themore
dif®cult the challengeshouldbe to read.We createda Mirage histogram(Figure??)
with theverticalcut fractionon theX axis:our hypothesiswascon®rmedsincefor the
threedistributionsof verticalcut fraction0.25wastheonly oneto have moreillegible
thanlegiblesamples.

We thencreateda scatterplot (Figure??) with themeanhorizontalscatterdistance
on thex-axisandthemeanverticalscatterdistanceon they-axis.Thesefeaturesdeter-
minehow fareachrow of fragments(ascreatedby thecuttingfractiondescribedabove)
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Fig.7. Mirage histogramof dif�culty levels (black marksmistakes) as a function of the Cut-
Fractionparameter. Thevalue0.25wastheonly oneto have moreillegible thanlegiblesamples.
Black indicatesa readingmistake: for legiblesamples,thecolorsred,orange,yellow, green,and
blueindicate� vesubjective dif�culty levelsfrom ªimpossibleºto ªeasyº.
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is displaced.The overall displacementis a positive randomnumberthat is distributed
normallywith ameanandstandarderror. In thisexperimentweareconsideringjust the
meanswhich rangebetween0.0and0.40horizontallyand0.0and0.20vertically. The
scatterplot in Miragestronglyindicatesa higherconcentrationof legiblechallengesin
thelower left handpartof thegraphneartheorigin.Withoutnormalizingthescales,we
initially estimatebestperformancewould resultby classifyingall instanceswithin an
Euclideandistanceof 0.25from theorigin aslegible.

Fig.8. Miragescatterplot of theMeanHorizontalScatter(X-axis) versusMeanVerticalScatter
(Y-axis)parameters.Legible samplesclusteredstronglynearthe (0,0) origin. Black indicatesa
readingmistake: for legible samples,thecolorsred,orange,yellow, green,andblueindicate� ve
subjective dif�culty levelsfrom ªimpossibleºto ªeasyº.

Furtherexplorationdid not revealany otherfeaturesor pairsof featureswith strong
correlation(positive or negative) to legibility. Two other featuresthat we examined
closely (thoughnot within Mirage) are the font and charactersets.As shown in an
earlieranalysis[BR05], four fontsperformsigni®cantlyworsethantherest,andsome
characterswereconfusedmorefrequentlythanothers.The ®rst stepwe took toward
locatinga high-legibility regime wasto limit the meanscatterdistances(sincethose
parametersappearedto show thestrongestcorrelationto legibility in ouranalysisusing
Mirage).Considerparameterd, theEuclideandistanceof an instancefrom the origin
of thescatterplot (Figure??) of meanhorizontalscatterdistanceversusmeanvertical
scatterdistance.Our initial estimateof settingd < 0.25 resultedin a 25% increase
(Figure??), while still correctlyclassifyingoveronequarterof thechallenges.
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We then removed all cut fraction valuesequalto 0.25 for the reasonsdescribed
above. Theseresults,however, sharplyreducedthe setof challengesclassi®edwhile
improving legibility only slightly (Figure??). However theevidenceof worseningper-
formancewhenit wasequalto 0.25convincedus to omit this valueof theparameter.
Our next stepwasto begin removing fontsandcharactersthatdid not performwell in
the trial. However, the analysisof font pruning in [BR05] showed that removing the
four worst fonts resultedin positive but insigni®cantincreasesin performanceat all
subjectivedif®culty levels,especiallyfor thetwo easiestlevels.We repeatedtheanaly-
sisof removing fonts,in combinationwith thereductionof thecut fractionandscatter
distancesandveri®edthat it did not have any correlationto improving legibility (Fig-
ure??). Thuswe guessedthatpruningfontswasunlikely to help.(Later, afterpruning
the worst performingcharacters,this hunchprovedcorrect:pruningfonts in addition
causeda lossof legibility of four percent.)

In thepreliminaryanalysisin [BR05], removing the®vecharacterswith thehighest
”confusability”('q', 'c', 'i', 'o', and'u') broughtus rapidly to above 90%.Combined
with our new restrictions,we achieveda legibility closeto 93%(Figure??).

Fromthisanalysisweconcludedthatrestrictingmeanscatterdistancesandpruning
the worst performingcharactersboth are strongly positively correlatedwith legibil-
ity, while usinglargercut fractioncanbesomewhatusefulwhencombinedwith other
policies.Removing poorly performingfontshowever seemto offer little bene®tin in-
creasinglegibility (at leastin our ”simpler” parameterspace).

We continuedto experimentwith featuresto seeif it would bepossibleto drive the
legibility any higher. First we removedthenext 3 worstperformingcharacters('z', 'j'
and'h') andsetd < 0.15andremovedcut fractions= 0.25andincreasedlegibility to
94.26%for 115 instances.Removing thenext threemostconfusedcharacters('f ', 'n'
and' l') improvedlegibility to 95.00%,but for only 38 instances.

Taking anotherapproach,we return to the original 5 charactersremoved and in-
steadcontinueto decreasethed thresholdto 0.1andmanageto increaselegibility even
further, and for more correctlyclassi®edinstancesthanabove, reachinglegibility of
97.5

Obviously, a moresystematicandcarefulstudyof the confusabilityof characters
is necessaryto determinewhich have the greatestdetrimentaleffect on legibility, but
we have shown that throughremoving a small subsetof easilyconfusablecharacters
andmanipulatingthevaluestwo parametersfrom theoriginal trials, legibility couldbe
raisedwith con®denceto above95%.

6 A NegativeResult on ImageComplexity

We alsoinvestigatedoneway to constructclassi®ersfor legibility in spacesdetermined
by featuresthatcanbeextractedfrom the imagesof thechallengesafter they aregen-
erated.We testedthe 'Perimetric ImageComplexity' metric that hasbeenreportedto
be correlatednegatively with legibility in theBaf�eText trial [CB02]. But, aswe will
brie�y report,this imagemetricfailedto predictillegibility of ScatterTypechallenges.

PerimetricImageComplexity is an easilycomputedfeatureof any bilevel (black
andwhite) image,astheratio of thesquareof theperimeterover theblackarea,where
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d CutFractionFontsRemoved CharsRemoved Legibility CorrectInstances
< 0.25 0.25- 0.40 None None 0.697 1656
< 0.20 0.25- 0.40 None None 0.755 1309
< 0.15 0.25- 0.40 None None 0.815 809
< 0.25 0.32- 0.40 None None 0.715 1278
< 0.20 0.32- 0.40 None None 0.761 1001
< 0.15 0.32- 0.40 None None 0.814 613
< 0.25 0.32- 0.40 4 Worst None 0.744 1074
< 0.20 0.32- 0.40 4 Worst None 0.780 893
< 0.15 0.32- 0.40 4 Worst None 0.813 503
< 0.25 0.32- 0.40 None Q, C, I, O, U 0.788 305
< 0.20 0.32- 0.40 None Q, C, I, O, U 0.840 226
< 0.15 0.32- 0.40 None Q, C, I, O, U 0.929 143
< 0.10 0.32- 0.40 None Q, C, I, O, U 0.975 78

Fig.9. Parameterrangesusedto locatea high-legibility regime. d = Euclideandistanceof an
instancefrom origin of plot of meanhorizontalscatterdistanceversusmeanverticalscatterdis-
tance.

theperimeteris thelengthof theblack/whiteboundaryin pixels.High valuescorrelate
positively with fragmentation.In ScatterType we observedmany caseswherea word
imagewascut into agreatnumberof piecesandyetremainedlegible.Thesecaseswere
numerousenoughto vitiate theutility of this metricto predictlegibility.

7 GeneratingNewTrials

A ®rst steptoward conductinganotherexperimenton the humanlegibility of these
imagesis to generatenew trials with a parameterspaceconstrainedby our ®ndings
from the®rst experiment.Wordscontainingthe®vemostconfusedcharactersfrom the
®rst trial wereremovedandtherangefor thecut fractionwasreducedto 0.32to 0.40.
This wasdonebecausethesmallerthecut fraction, themoreblockseachcharacteris
cut into, andin the®rst experimentsthiscorrespondedto increasingdif®culty. Also, all
parametersthat hadbeencoarselydiscretizedin the ®rst experimentwerenow more
®nely distributed(thenumberof levelsfor eachparameterswasincreasedto 100).

We ®rst attemptedto createtrials of four differentcomplexity levels,differentiated
solely by thescatterdistances.This createdfour classesof trials, labeledastoo hard,
hard,mediumandeasy. Uponinspectingthe imagesgeneratedfrom theseparameters,
a clear, incrementalincreasein dif®culty wasobviousacrossall four classes,however
all of theclassesseemeduniformly moredif®cult thananticipated.Theeasyclasswas
expectedto be almosttrivial to read,yet from simply looking at thosetrials, it was
obviouswewouldhaveto beveryoptimisticto expectthelegibility of thosetrials to be
over90

Realizingthatsimplylimiting thescatterdistancesfrom theoriginalexperimentwas
simplynotenoughto raiselegibility ashigh aswe hoped,we experimentedwith creat-
ing two moresimplerclasses,labeledassimpleandtrivial, by alteringtheparameters



X

for expansionfractionandcut fraction.In general,thelargerthecut fractionbecomes,
thefewer cutsthatareplacedin thecharacter, andthis shouldtypically resultin more
legible images,aslong astheexpansionfractionis alsonot too large.As expected,the
resultingclasslabeledsimplewasmucheasierto read,primarily becauseof fewercuts
beingmadeto thecharacter, andtheclasslabeledtrivial, wasvery nearto theoriginal
plain text.

8 Discussionof SampleImages

Thefollowing six imagesillustratethesix subrangesof parametersthatwe choseafter
analysisof the ®rst experiment.We have namedtheseclasses“tri vial” (Figure ??),
“simple” (Figure??), easy(Figure??), “mediumhard” (Figure??), “hard” (Figure??)
and“too hard” (Figure??). Thesenamesareto someextentarbitrary, but they capture
our intuition aboutlegibility within eachsubrange.This is asteptowardsunderstanding
theScatterTypeparameterspacewell enoughto allow usto generatechallengesin real
time possessinga speci®eddif®culty. In the following six examples,the true word is
“telghby” andthefont is CourierNew Bold.

Fig.10.A ªTrivialº example,generatedusingalargecut fraction,asmallexpansionfraction,and
no overlapdueto thecharacterseparationparameter. It is indeedhighly legible,somuchsothat
somehumanreadersmightnot suspectthatit wasa testof skill.

Fig.11.A ªSimpleºexample,generatedwith acut fractionvaluethatallowsroughlytwo or three
cutsanda slightly largerexpansionfractionthanªtrivialº cases.Thecharactersarealsoslightly
lessseparated.

As theseFiguresillustrate,from caseto casethereis a gradualbut perceptiblein-
creasein dif®culty of theseimages.Onepotentialproblemwith all six of thesepartic-
ular examplesis that it doesnot seemdif®cult to segmentthecharactersusingvertical
cutsin largewhite spaces:of coursethis couldmake themmorevulnerableto attack,
regardlessof thedegradationof theindividualcharacters.
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Fig.12.An ªEasyºexample,generatedwith anexpansionfractiongreaterthanfor ªsimpleºcases:
but it is still easyto segmentcharactersusingverticalstrokeswithin wide white spacechannels.
Notethatthebaseof theletter 'h' is startingto mergesothat it beginsto resembletheletter 'b':
but we believe thatfor mostreadersit will beobviousthatthey remaindistinctcharacters.

Fig.13.A ªMediumHardºexample,generatedusingnearlythesameparametersasin theªeasyº
cases.Theprincipalchangeis anincreasein thescatterdistance,which in thisexampledegrades
legibility noticeablycomparedto Figure??.

Fig.14.A ªHardºexample,generatedusingthesameparametersasªmediumhardºcases,except
thatscatterdistancehasbeenincreased.Theletter' t' thatstartsthewordis now nearlyobliterated.
Wecanstill distinguish'h' from 'b' but it is now dif�cult to tell which is which.

Fig.15.A ªTooHardºexample,generatedusinganevenlargerscatterdistancethanfor theªhardº
cases.At this level of dif�culty , wordsoftenbecomeillegible.Note that the letter 'b' no longer
seemsto have anappropriateheight.

Fig.16. Thecorrectword is ªwexpedº.This imagehasbeengeneratedusingªeasyºparameters
but it' snothighly legible.Thecauseappearsto besmallcharacterseparation,especiallybetween
'e', 'x' and'p'. Withoutknowing theword, it seemsdif�cult to recover the'x'. This illustratesthe
dif�culty of achieving 100%legibility within thecurrentScatterTypeparameterspace.
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Fig.17. The correctword is ªveralº.As in Figure?? above, it hasbeenscatteredusingªeasyº
parameters,but in a differentfont. Despitesmall characterseparationit isn't asdif�cult to seg-
mentastheprior example.This illustratestheproblematicfactthatfont choicecandominatethe
effectsof thescatteringparameters,andin amannerthatis hardto predict.

Fig.18. The correctword is ªtpassedº.This also was generatedusing ªeasyºparameters.It' s
interestingto seetwo 's' characterstreatedsodifferentlywithin thesameword.

Fig.19.Thecorrectword is ªspentalº.This wasalsogeneratedusingªeasyºparameters,but this
casehappensto achieve thedesirablecharacteristicof beingdif�cult to segmentinto characters.
However, it is potentiallyambiguousin its lastthreeletters.

Fig.20.Thecorrectword is ªnevedº.It is generatedusingªeasyºparameters,but charactersare
easierto segmentthanthecasein Figure??. Notethateach'e' is renderedquitedifferently, and
'n' seemsimplausiblyªmirrored.º

Fig.21. Thecorrectword is ªmempearº.Generatedusingeasyparameters,it is dif�cult to seg-
ment,but notbecauseof smallor negative characterseparation.Here,it' s dueto largeexpansion
fractionandscatterdistanceoperatingwithin eachcharacter.

Fig.22. The correctword is ªwestedº.Generatedusingªmediumhardºparameters,the larger
scatterdistancenearlydestroys the legibility of the 's'. Evensmall increasesin parameterscan
have largeeffects.
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Fig.23. Thecorrectword is ªtravameº.It wasgeneratedusingonly ªmediumhardºparameters
however, due to interactionswith the chosenfont, it is uncommonlydif�cult to read(and to
segment).This is anotherillustration of the interactionsbetweenscatterparametersand font
whicharedif�cult to predictandcontrol.

Fig.24. Thecorrectword is ªwezreº.Generatedusingªtoohardºparameters,it is for themost
partsatisfactorily illegible.However it would notperhapsbedif�cult to segment.

We have alsoselectedexamplesthat illustrateinstructive andproblematicaspects
of ourapproach:we discussthembelow.

After generating100sampleimagesfor eachclassandviewing them,we arecon-
vincedthat it will benecessaryto give morecarefulconsiderationto therole that font
choiceplaysin legibility. After the ®rst experiment,we concludedthat the effect that
theworstperformingfontshadwasgreatestonthoseimagesgeneratedwith thehighest
subjective dif®culty andfor the morelegible trials, the choiceof font did not play as
largeapartin determiningsubjectivedif®culty. While thisstill appearsto hold, it is not
obviousthattheleastconfusedfontsactuallydoenhancelegibility acrossall classesof
parametersused,asseenin (Figure??), whereusinga subjectively easyfont makesa
word generatedwith the“too hard”parametersalmostlegible.

We have seena greatdeal of evidencethat ScatterType is capableof generating
caseswhereautomaticsegmentationinto characterswouldbehighly problematic,while
theimagesremainlegible.This desirablepropertyis theresultof two factors:smallor
negativecharacterseparationof course,but alsoimportantlylargescatterdistancesand
expansionfractions.By judiciouschoiceof parameterswenow believewecangenerate
a high fractionof caseswith this property, but we do not yet fully understandhow to
guaranteeit in all cases.

Fig.25.Thecorrectword is ªthernº.Generatedusingªtoohardºparameters,it is indeeddif�cult
to read,but easierthan most other words generatedwith sameparameters.Even in the more
dif�cult regionsof theparameterspace,thefont chosencanmake a largedifferencein legibility.
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9 Discussionand Future Work

A systematicanalysisof the®rstScatterTypehumanlegibility trial datahasidenti®edan
operatingregimeÐacombinationof restrictionsplacedon generatingparametersand
pruning of the charactersetÐwhichachieves legibility betterthan 95%. Within that
regime we canpseudorandomlygeneratemany millions of distinct ScatterType chal-
lenges.But thecorrelationof thegeneratingparameterswith thesedesirableproperties
is weakandwe have nearlyexhaustedour experimentaldatain locatingthis regime.
Futurework to re®nethe characterizationof this regime mustawait future legibility
trials, if only to replenishthedataset.

Wealsohopeto investigatearelatedquestion:how well canweautomaticallyselect
thosethatarelikely to possessagivensubjectivedif®culty level?

ThefactthatScatterTypeampli®escertaincharacter-pairconfusionsandnotothers
in anidiosyncraticwaymightbeexploitable.If furtherstudyrevealsthatthedistribution
of mistakesdiffer betweenhumanreadersandmachinevisionsystems,wemaybeable
to craft policiesthat forgive themistakesthathumansareproneto while red-�agging
machinemistakes.

Onereviewer suggestedthat the Gestaltlaws of continuity (of, e.g., straightand
curvedlinesperceivedascontinuosinspiteof breaks)maygo far to explainthepointof
collapseof legibility. Thisdeservescarefulanalysis.

Anotherreviewer suggestedthatsincecertaincharacters(e.g. 'c', 'e', and'o') are
morevulnerableto ScatterTypedegradations,they shouldbegeneratedwith restricted
rangeof parameters.This techniquemight alleviate theproblemof generatinga suf®-
cientnumberof nonsensewordswithin a prunedalphabet.

Of courseevery CAPTCHA including ScatterType mustbe testedsystematically
usingthebestavailableOCRengines,andshouldbeofferedto theresearchcommunity
for attackby experimentalmachinevisionmethods.
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