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Abstract. A CAPTCHA which humansnd to be highly legible andwhich is
designedo resistautomaticcharactersegmentatiorattackss describedAs rst
detailedin [BRO5], these ScatterVpe' challengesareimagesof machine-print
text whosecharacterfiave beenpseudorandomlgutinto pieceswhich have then
beenforcedto drift apart.This scatterings designedo repelautomaticsggment-
then-recognizeomputewisionattacksWe reportresultsfrom ananalysisof data
from a humanlegibility trial with 57 volunteersthat yielded 4275 CAPTCHA
challengesandresponsesWe have locatedan operatingregime—rangef the
parametershatcontrol cutting andscattering—withinwvhich humanlegibility is
high (betterthan 95% correct) even thoughthe degradationsdue to scattering
remainsevere.
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1 Intr oduction

In 1997 Andrei Broderand his colleaguesat the DEC SystemsResearciCenter de-
velopeda schemdo block the abusive automaticsubmissiorof URLs to the AltaVista
web-site[Bro01,LBBBO01]. Their approactwasto challengea potentialuserto readan
imageof printedtext formed speciallyso that machinevision (OCR) systemscould
not readit but humansstill could. Sincethat time, inspired also by Alan Turing's
1950proposalof methoddor validatingclaimsof arti®cial intelligence[Tur50], mary
suchCAPTCHAsbCompletelyAutomatedPublic Turing teststo tell Computersand
HumansApartbhave beendeveloped,including CMU's EZ-Gimpy [BALOO, HBO1],
PARC's PessimalPrinfCBF01] andBaf eT ext [CB03], Paypals CAPTCHA [Pay02],
Microsoft's CAPTCHA[SSBO03],andLehigh'sScatterVpe[BR05]. As discussednore
fully in [BRO5], fully or partially successfulattackson someof theseCAPTCHAS
have beenreported We and other CAPTCHA researcherbelieve that mary, perhaps



most, CAPTCHAs now in use are vulnerableto (possibly custom-tailored)prepro-
cessingthat segmentsthe wordsinto charactersfollowed by off-the-shelfor slightly
customizedOCR. Theseobsenationsmotivatedus to investigateCAPTCHAswhich
resistcharactersegmentationattacks.ln [BR05] we ®rst describedthe Scatterype
CAPTCHA, in which eachcharacteimageis fragmentedusing horizontaland verti-
cal cuts,thenthe fragmentsareforcedapartuntil it is no longerstraightforward auto-
matically to reassembléheminto charactersOur personaknowledgeof the sggment-
and-recognizeapabilitiesof commercialOCR machinesbaattestedoy hundredof
failure casesdiscussedn [RNN99]bgivesus con®dencehat they poseno threatto
ScatterVpetodayor for the forseeablduture. However, this is a conjecturethat must
betested(seethe sectionon FutureWork).

We do not applyimagedegradationsuchasblurring, thinning, andadditive noise
(cf. [Bai02]) so that will not obscurestyle-speci®cshapeminutiaein the fragments
suchas stroke width, serif form, curve shape which we speculatemay accountfor
the remarkablehumanlegibility of thesepenasively damagedmages.Experimental
datareportedin [BR05] alsoshavedthat subjectve ratingsof dif®culty werestrongly
(andusefully) correlatedwith illegibility. Sincethenwe have carriedout a systematic
explorationof thelegibility of Scatterype asa functionof the generatingparameters.
Theprincipalnew resultis theidenti®cationof anoperatingegimewithin whichhuman
legibility exceed95percent.

2 SynthesizingScatterType Challenges

In this sectionwe brie y review the generatingparameterga fuller discussionis in
[BRO5]). ScatterVpe challengesare synthesizedy pseudorandomlghoosing:(a) a
text-string; (b) atypeface;and(c) cuttingandscatteringparameters.

Thetext stringsweregeneratedisingthe pseudorandonaariable—lengtttharacter
n-gramMarkov modeldescribedn [CBO03], and®Ilteredusingan Englishspellinglist
to eliminateall but afew Englishwords.In thesetrials, no word wasever usedtwiceb
evenwith differentsubjectsbta@nsurehatmerefamiliarity with the wordswould not
affectlegibility. Thetypefacesusedweretwenty-oneFreeypefonts.

Cutting and scatteringare applied, separatelyto eachcharactemore precisely
to eachcharacters imagewithin its own 'bounding box’). A scalingdimension(the
“baselength”) is setequalto the heightof the shortestharactein thealphabetimage
operationsare performedpseudorandomlyo eachcharacteiseparatelycontrolledby
thefollowing parameters.

Cutting Fraction Eachcharactes boundingboximageis cutinto rectangulablocks
of sizeequalto this fraction of the baselength. Theresultingx & y cut fractions
areheld constaniacrossall charactersn the string, but the offsetlocationsof the
cutsarechoserrandomlyuniformly independentlyor eachcharacter

ExpansionFraction Fragmentsare moved apartby this fraction of baselengthheld
constantaicrossall characterén thestring.

Horizontal Scatter Eachrow of fragmentgresultingfrom horizontalcutting)is moved
horizontally by a displacementhosenindependentlyfor eachrow: this displace-



ment,expressecsafractionof thebasdength,is distributednormallywith agiven
meanandstandarderror. Adjacentrows alternatdeft andright movements.

Vertical Scatter Eachfragmentwithin arow (resultingfrom verticalcutting)is moved
verticallyby adisplacementhoserrandomlyindependentlyor eachfragmentthis
displacementexpressedas a fraction of the baselength, is distributed normally
with agivenmeanandstandardrror. Adjacentfragmentswithin arow alternateup
anddown movements.

Theresultingimagesarecombined governedby this ®nal parameter:

Character Separation The imagesof cut-and-scatteredharacter@are combined(by
pixel-wise BooleanOR) into a ®nal text stringimageby locatingthemusingthe
original vertical coordinateof the boundingbox center but separatinghe boxes
horizontallyby this fraction of the width of the narrover of thetwo adjacenthar
acters'boundingboxes.

ScatterType Parameter Rangeusedin Trial
CutFraction(bothx & y) 0.25-0.40
ExpansiorFraction(bothx & y) 0.10-0.30
HorizontalScatteiMean 0.0-0.40
Vertical ScatteMean 0.0-0.20
ScatterStandarderror (bothh & v) 0.50
CharactefSeparation 0.0-0.15

Fig. 1. ScatterVpe parameterangesselectedor the humanlegibility trial.

3 Legibility Trial

Studentsfaculty, andstaf in the Lehigh CSEDept,andresearcherat AvayalLabsRe-
searchyvereinvitedto attemptto readScatterypechallengesisingordinarybrowsers,
senedby aPHPGUI bacledby a MySQL databaseA snapshoof the challengepage
is shavn in Figure??.

After readinghetext andtypingthetext in, subjectgatedthe“dif ®culty level” from
“Easy”to “Impossible”.

4 Experimental Results

A total of 4275 ScatterVpe challengesvere usedin the humanlegibility trial: they
areillustratedin Figures??-?7?, atthreesubjectie levelsof dif®culty: “Easy” medium
dif®culty, and“Impossible’

Humanlegibilitybpercentagef challengesorrectlyreadbissummarizedn Fig-
ure ??. Overall, humanlegibility averaged53%, andexceeded’3% for the two easi-
estlevels. Legibility wasstronglycorrelatedwith subjectve dif®culty level, falling off
monotonicallywith increasingsubjectie dif®culty (detailsin [BRO5]).



Somry! Our CAPTCHAS clearly need some more
work! The correct word was "massatle". You thought it
was "maasafle".

You're getting there. only 25 more to go!

Please type the stiing and select a difficulty level for this image, or logout to terminate your session.

Type in the text Freelq
Easy

== |mpossible

Fig. 2. An exampleof a ScatterVpe legibility trial challengepage.The Dif culty Level radio
buttons(marked'Easy' to 'Impossible)werecoloredBlue, Green,Yellow, OrangeandRed.The
text atthetop of the pagerefersto the previously answeredthallenge.
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Fig. 3. Scatterypechallengesatedby subjectaas?Easy{dif culty level 1 outof 5). All of these
exampleswerereadcorrectly:2aferatic,2memarf, 2heiwhd, 2nampaigh.

Fig. 4. Scatterype challengesatedby subjectsasbeingof mediumdif culty (dif culty level 3
out of 5). Only oneof theseexampleswasreadcorrectly (correct/attempt)2ovorch®/°werch®,
awouwould®, 2adagerc/2atlageyeland®/°wejund®.
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Fig.5. Scatterpe challengesrated by subjectsas @lmpossible®(dif culty level 5 out of
5). None of these examples were read correctly (correct/attempt):2echaea®/?acchan®,
3gealthas®/°gualing®eadae®/°hothere®engaberse®/°caquired®

Dif culty Level
ALL 1 2 3 4/ 5
Total challengeg4275| 61010561105 962542
% correctanswerg 52.6|81.3 73.5 56.032.8 7.7,

Fig. 6. Humanreadingperformanceasa functionof thedif culty level thatthe subjectselected.

5 A Highly Legible Regime

We have systematicallyexploredthe improvementsin legibility that canbe expected
from judiciouschoicesof generatingparametergdistributionsthat control cuttingand
scattering).We began our projectwith 4275 ScatterVpe challengescollectedin the
humanlegibility trial. The overalllegibility of thatset(the fractionsof challengesead
andtypedcorrectly)was53%.

WeusedTin KamHo'sMirage(http://cm.bell-labs.com/who/tkh/miragndex.html)
dataanalysistool. For eachchallengewe loadedthe generatiorinput parametershe
typefaceused thetrue word, the word guessedby user the time taken by userto enter
the guess;andthe users rating of subjectve dif®culty. We examinedhistogramsand
scatterplots (colorcodedby subjectve dif®culty if readcorrectly with black indicat-
ing amistale) of mary singleandpairedfeaturesjooking for strongcorrelationswith
eitherobjectie or subjectve dif®culty.

Oneof the®rst featuresexaminedwasthe cutting fraction (setequalin bothx and
y directions),which had beencoarselydiscretizedas either 0.25,0.32, or 0.40. The
cutting fraction determineghe size of the rectangulamblocks eachof the characters
boundingboxesare cut into. Thereforea smallercutting fraction will resultin more
cutsandmoreboxeswhich would seemto imply the smallerthe cut fraction,the more
dif®cult the challengeshouldbe to read.We createda Mirage histogram(Figure ?7?)
with the vertical cut fractionon the X axis: our hypothesisvascon®rmedsincefor the
threedistributionsof vertical cut fraction 0.25wasthe only oneto have moreillegible
thanlegible samples.

We thencreateda scattemlot (Figure ??) with themeanhorizontalscattedistance
onthex-axisandthe meanvertical scatterdistanceon the y-axis. Thesefeaturesdeter
minehow fareachrow of fragmentgascreatedy the cuttingfractiondescribedabove)
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Fig. 7. Mirage histogramof dif culty levels (black marks mistales) as a function of the Cut-

FractionparameterThevalue0.25wastheonly oneto have moreillegible thanlegible samples.
Blackindicatesareadingmistale: for legible samplesthe colorsred,orange yellow, green,and

blueindicate ve subjectve dif culty levelsfrom @impossibleto 2easy®.



Wi

is displaced.The overall displacements a positive randomnumberthatis distributed
normallywith ameanandstandarcerror. In this experimentwe areconsideringustthe
meanswhich rangebetweerD.0and0.40horizontallyand0.0 and0.20vertically. The
scattemplot in Mirage stronglyindicatesa higherconcentratiorof legible challengesn
thelower left handpartof thegraphnearthe origin. Withoutnormalizingthe scalesye
initially estimatebestperformancewvould resultby classifyingall instanceswithin an
Euclideandistanceof 0.25from the origin aslegible.

Fig. 8. Mirage scattemlot of the MeanHorizontal Scatter(X-axis) versusMeanVertical Scatter
(Y-axis) parameterslegible samplesclusteredstrongly nearthe (0,0) origin. Black indicatesa
readingmistale: for legible samplesthe colorsred,orange yellow, green,andblueindicate ve
subjectve dif culty levelsfrom @impossiblefo 2easy®.

Furtherexplorationdid notrevealary otherfeaturesor pairsof featureswith strong
correlation(positive or negative) to legibility. Two other featuresthat we examined
closely (thoughnot within Mirage) are the font and charactersets.As shavn in an
earlieranalysigBR05], four fonts performsigni®cantlyworsethantherest,andsome
charactersvere confusedmore frequentlythan others.The ®rst stepwe took toward
locating a high-legibility regime wasto limit the meanscatterdistancegsincethose
parametergappearedo showv the strongestorrelationto legibility in our analysisusing
Mirage). Considermparameted, the Euclideandistanceof aninstancefrom the origin
of the scattemplot (Figure??) of meanhorizontalscatterdistanceversusmeanvertical
scatterdistance.Our initial estimateof settingd < 0.25 resultedin a 25% increase
(Figure??), while still correctlyclassifyingover onequarterof the challenges.
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We thenremoved all cut fraction valuesequalto 0.25 for the reasongdescribed
above. Theseresults,however, sharplyreducedthe setof challengeslassi®edwhile
improving legibility only slightly (Figure??). However the evidenceof worseningper
formancewhenit wasequalto 0.25corvincedusto omit this value of the parameter
Our next stepwasto begin removing fonts andcharactershatdid not performwell in
the trial. However, the analysisof font pruningin [BR0O5] shaved that removing the
four worst fonts resultedin positive but insigni®cantincreasesn performanceat all
subjectve dif®culty levels,especiallyfor thetwo easiestevels.We repeatedhe analy-
sisof removing fonts,in combinationwith the reductionof the cut fractionandscatter
distancesandveri®edthatit did not have ary correlationto improving legibility (Fig-
ure ??). Thuswe guessedhat pruningfontswasunlikely to help. (Later, after pruning
the worst performingcharactersthis hunchproved correct: pruning fonts in addition
caused lossof legibility of four percent.)

In the preliminaryanalysisin [BR0O5], remaving the ®ve charactersvith the highest
"confusability”('q’, 'c’, 'i', '0', and'u’) broughtus rapidly to abose 90%. Combined
with our new restrictionswe achieveda legibility closeto 93% (Figure??).

Fromthis analysisve concludedhatrestrictingmeanscatterdistancegndpruning
the worst performing charactersoth are strongly positively correlatedwith legibil-
ity, while usinglarger cut fraction canbe somevhatusefulwhencombinedwith other
policies.Remasing poorly performingfonts however seemto offer little bene®tin in-
creasindegibility (atleastin our"simpler” parametespace).

We continuedto experimentwith featureso seeif it would be possibleto drive the
legibility any higher First we removedthe next 3 worst performingcharacterg'z', '
and'h’) andsetd < 0.15andremovedcutfractions= 0.25andincreasedegibility to
94.26%for 115instancesRemawing the next threemostconfusedcharacterg'f ', 'n'
and'l) improvedlegibility to 95.00%,but for only 38 instances.

Taking anotherapproachwe returnto the original 5 charactersemoved and in-
steadcontinueto decreaséhed thresholdto 0.1 andmanageo increasdegibility even
further, and for more correctly classi®edinstanceghan above, reachinglegibility of
97.5

Obviously, a more systematicand careful study of the confusabilityof characters
is necessaryo determinewhich have the greatestdetrimentaleffect on legibility, but
we have showvn thatthroughremaoving a small subsetof easily confusablecharacters
andmanipulatingthe valuestwo parameterfrom theoriginal trials, legibility couldbe
raisedwith con®denceo abose 95%.

6 A Negatve Resulton Image Complexity

We alsoinvestigatedbneway to constructtlassi®erdgor legibility in spacesletermined
by featureghatcanbe extractedfrom theimagesof the challengesfter they aregen-
erated We testedthe 'Perimetric ImageCompleity' metric that hasbeenreportedto
be correlatednegatively with legibility in the BafeT ext trial [CB02]. But, aswe will
brie y report,thisimagemetricfailedto predictillegibility of Scatterypechallenges.
Perimetricimage Compleity is an easily computedfeatureof ary bilevel (black
andwhite) image,astheratio of the squareof the perimeteroverthe blackareawhere



d |CutFractiorFontsRemaed CharsRemaed|Legibility |Correctinstances

< 0.25 0.25-0.40 None None 0.697 1656
< 0.20 0.25-0.40 None None 0.755 1309
< 0.15 0.25-0.40 None None 0.815 809
< 0.25 0.32-0.40 None None 0.715 1278
< 0.20 0.32-0.40 None None 0.761 1001
< 0.15 0.32-0.40 None None 0.814 613
< 0.25 0.32-0.40 4 Worst None 0.744 1074
< 0.20 0.32-0.40 4 Worst None 0.780 893
< 0.15 0.32-0.40 4 Worst None 0.813 503
< 0.25 0.32-0.40 None Q,C,I,0o,U 0.788 305
< 0.20 0.32-0.40 None Q,C,I,0,U 0.840 226
< 0.15 0.32-0.40 None Q,C,I,0,U 0.929 143
< 0.1Q 0.32-0.40 None Q,C,I,0,U 0.975 78

Fig. 9. Parameterangesusedto locatea high-legibility regime. d = Euclideandistanceof an
instancefrom origin of plot of meanhorizontalscatterdistanceversusmeanvertical scatterdis-
tance.

the perimeteiis thelengthof the black/whiteboundaryin pixels.High valuescorrelate
positively with fragmentationln Scatterype we obsened mary casesvherea word

imagewascutinto agreathumberof piecesandyetremainedegible. Thesecasesere
numerougnoughto vitiate the utility of this metricto predictlegibility.

7 Generating New Trials

A ®rst steptoward conductinganotherexperimenton the humanlegibility of these
imagesis to generatenew trials with a parameterspaceconstrainedoy our ®ndings
from the ®rst experiment Wordscontainingthe ®ve mostconfuseccharactergrom the
®rst trial wereremoved andthe rangefor the cut fractionwasreducedo 0.32to 0.40.
This wasdonebecausehe smallerthe cut fraction, the more blockseachcharacteiis
cutinto, andin the ®rst experimentghis correspondetb increasinglif®culty. Also, all
parametershat had beencoarselydiscretizedin the ®rst experimentwere now more
®nely distributed(the numberof levelsfor eachparametersvasincreasedo 100).

We ®rst attemptedo createtrials of four differentcomplexity levels, differentiated
solely by the scatterdistancesThis createdfour classesf trials, labeledastoo hard,
hard,mediumandeasy Uponinspectingthe imagesgeneratedrom theseparameters,
aclear incrementalncreasean dif®culty wasobviousacrossall four classeshowever
all of the classeseemediniformly moredif®cult thananticipated The easyclasswas
expectedto be almosttrivial to read,yet from simply looking at thosetrials, it was
obviouswe would have to bevery optimisticto expectthelegibility of thosetrialsto be
over90

Realizingthatsimplylimiting thescattedistance$rom theoriginal experimentwas
simply notenoughto raiselegibility ashigh aswe hopedwe experimentedvith creat-
ing two moresimplerclasseslabeledassimpleandtrivial, by alteringthe parameters
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for expansionfractionandcut fraction.In generalthe largerthe cut fractionbecomes,
thefewer cutsthatare placedin the characterandthis shouldtypically resultin more
legibleimagesaslong asthe expansionfractionis alsonot too large. As expectedthe
resultingclasslabeledsimplewasmucheasietto read,primarily becausef fewer cuts
beingmadeto the characterandthe classlabeledtrivial, wasvery nearto the original
plaintext.

8 Discussionof Samplelmages

Thefollowing six imagesllustratethe six subrangesf parametershatwe choseafter
analysisof the ®rst experiment.We have namedtheseclasses‘trivial” (Figure ?7?),
“simple” (Figure??), easy(Figure??), “mediumhard” (Figure??), “hard” (Figure??)
and“too hard” (Figure??). Thesenamesareto someextentarbitrary but they capture
ourintuition aboutlegibility within eachsubrangeThisis a steptowardsunderstanding
the Scatterypeparametespacewell enoughto allow usto generatehallengesn real
time possessing speci®eddif®culty. In the following six examples the true word is
“telghby” andthefont is CourierNew Bold.

Fig. 10.A aTrivial® example generatedisingalarge cutfraction,asmallexpansiorfraction,and
no overlapdueto the characteseparatiorparameternt is indeedhighly legible, somuchsothat
somehumanreadersnight not suspecthatit wasatestof skill.

Fig. 11. A 28Simple%xample generatedavith a cutfractionvaluethatallows roughlytwo or three
cutsanda slightly larger expansionfractionthan?trivial® casesThe charactersirealsoslightly
lessseparated.

As theseFiguresillustrate,from caseto casethereis a gradualbut perceptiblen-
creasan dif®culty of theseimages.Onepotentialproblemwith all six of thesepartic-
ular examplesis thatit doesnot seemdif®cult to segmentthe charactersisingvertical
cutsin large white spacesof coursethis could make themmorevulnerableto attack,
regardlesof thedegradationof theindividual characters.
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Fig. 12. An 2Easy®xample generatedvith anexpansiorfractiongreatethanfor 2simpletases:
but it is still easyto sggmentcharactersisingvertical strokeswithin wide white spacechannels.
Notethatthe baseof theletter'h' is startingto meige sothatit beginsto resembleheletter'b':
but we believe thatfor mostreaderst will beobviousthatthey remaindistinctcharacters.

Fig. 13.A @MediumHard®example generatedisingnearlythe sameparameterasin the2easy®
casesTheprincipalchanges anincreasen the scattemistancewhich in this exampledegrades
legibility noticeablycomparedo Figure??.

Fig. 14. A @Hard%xample generatedisingthe sameparameteras®mediumhard®casesexcept
thatscattedistancehasbeenincreasedTheletter't' thatstartshewordis now nearlyobliterated.
We canstill distinguish'h' from'b' butit is now dif cult to tell whichis which.

Fig. 15.A @TooHard%xample generatedisinganevenlargerscattedistancehanfor the2hard®
casesAt this level of dif culty , wordsoften becomeillegible. Note thattheletter'b' nolonger
seemgo have anappropriateneight.

Fig. 16. The correctword is 2wexped®.This imagehasbeengeneratedising®easyparameters

butit' snothighly legible. The causeappearso be smallcharacteseparationgespeciallybetween
'e','x" and'p'. Withoutknowing theword, it seemdlif cult torecoverthe'x'. Thisillustratesthe

dif culty of achiezing 100%legibility within the currentScatterypeparametespace.
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Fig.17. The correctword is @veral®. As in Figure ?? above, it hasbeenscatteredising2easy®
parametershut in a differentfont. Despitesmall characteiseparatiorit isn't asdif cult to sey-
mentasthe prior example.This illustratesthe problematidactthatfont choicecandominatethe
effectsof the scatteringparametersandin amannetthatis hardto predict.

Fig. 18. The correctword is 2tpassed°This also was generatedising 2easyPparametersilt's
interestingto seetwo 's' charactersreatedsodifferentlywithin the sameword.

Fig. 19. Thecorrectword is 2spental°This wasalsogeneratedising®easyparametersyut this
casehappendo achieve the desirablecharacteristiof beingdif cult to segmentinto characters.
However, it is potentiallyambiguousn its lastthreeletters.

Fig. 20. Thecorrectword is 2neved®.It is generatedising?easy$arametershut charactersare
easierto segmentthanthe casein Figure??. Notethateach'e' is renderedyuite differently, and
'n' seemsmplausibly®mirrored?

Fig. 21. The correctword is @mempear°Generatedisingeasyparametersit is dif cult to seg-
ment,but not becausef smallor negative characteseparationHere,it's dueto large expansion
fractionandscatteristanceoperatingwithin eachcharacter

Fig. 22. The correctword is dwested®°Generatedising 2mediumhard®parametersthe larger
scatterdistancenearly destrys the legibility of the's'. Evensmallincreasesn parametergan
have large effects.
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Fig. 23. The correctword is 2ravame®.lt wasgeneratedisingonly 2mediumhard®parameters
however, dueto interactionswith the chosenfont, it is uncommonlydif cult to read(andto
segment). This is anotherillustration of the interactionsbetweenscatterparametersand font
which aredif cult to predictandcontrol.

Fig. 24. The correctword is 2wezre® Generatedising®too hard°parametersit is for the most
partsatistctorily illegible. However it would not perhapsedif cult to sggment.

We have alsoselectedexamplesthatillustrate instructive and problematicaspects
of ourapproachwe discusghembelow.

After generatingl00 sampleimagesfor eachclassandviewing them,we arecon-
vincedthatit will be necessaryo give morecarefulconsideratiorto therole thatfont
choiceplaysin legibility. After the ®rst experiment,we concludedhatthe effect that
theworstperformingfontshadwasgreatesbnthoseimagesgeneratedvith the highest
subjectve dif®culty andfor the morelegible trials, the choiceof font did not play as
largeapartin determiningsubjective dif®culty. While this still appearso hold, it is not
ohbviousthattheleastconfusedontsactuallydo enhancéegibility acrossll classe®of
parametersised,asseenin (Figure??), whereusinga subjectvely easyfont makesa
word generatedvith the “too hard” parameterslmostlegible.

We have seena greatdeal of evidencethat ScatterVpe is capableof generating
casesvhereautomaticsggmentatiorinto charactersvouldbehighly problematicwhile
theimagesremainlegible. This desirablepropertyis theresultof two factors:smallor
negative characteseparatiorof course put alsoimportantlylarge scatterdistancesand
expansiorfractions.By judiciouschoiceof parametersve now believe we cangenerate
a high fraction of caseswith this property but we do not yet fully understandow to
guarantedt in all cases.

Fig. 25. Thecorrectword s dthern® Generatedising®toohard®parameterst is indeeddif cult
to read,but easierthan most other words generatedvith sameparametersEven in the more
dif cult regionsof the parametespacethefont chosercanmale alargedifferencen legibility.
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9 Discussionand Futur e Work

A systemati@nalysisof the®rst Scatterypehumaniegibility trial datahasidenti®edan
operatingregimebacombinationof restrictionsplacedon generatingparametersind
pruning of the charactersetbwhichachieveslegibility betterthan 95%. Within that
regime we can pseudorandomlgeneratemary millions of distinct Scatterype chal-
lengesBut the correlationof the generatingparametersvith thesedesirableproperties
is weakandwe have nearly exhaustedour experimentaldatain locatingthis regime.
Futurework to re®nethe characterizatiorof this regime mustawait future legibility
trials, if only to replenishthe dataset.

We alsohopeto investigatearelatedquestionhow well canwe automaticallyselect
thosethatarelikely to possess givensubjectve dif®culty level?

ThefactthatScatterypeampli®escertaincharactepair confusionsandnot others
in anidiosyncratiovay mightbeexploitable.If furtherstudyrevealsthatthedistribution
of mistalesdiffer betweerhumanreadersandmachinevision systemsywe maybeable
to craft policiesthat forgive the mistalesthat humansare proneto while red- agging
machinemistales.

Onereviewer suggestedhat the Gestaltlaws of continuity (of, e.g., straightand
curvedlinespercevedascontinuosinspiteof breaksmaygo farto explainthepoint of
collapseof legibility. This deserescarefulanalysis.

Anotherreviewer suggestedhat sincecertaincharacterge.g. 'c’, 'e', and'o’) are
morevulnerableto ScatterVpe degradationsthey shouldbe generatedvith restricted
rangeof parametersThis techniquemight alleviate the problemof generatinga suf®-
cientnumberof nonsensevordswithin a prunedalphabet.

Of courseevery CAPTCHA including Scatterype mustbe testedsystematically
usingthebestavailableOCRenginesandshouldbe offeredto theresearclcommunity
for attackby experimentaimachinevision methods.
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