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Abstract--Network worms are a growing threat to today’ s Internet-connected networks and hosts.
Modern worms can spread very quickly and widely so automatic response is required to contain
worm outbreaks. In this paper, we propose a system that can automatically generate useful
signatures that can be used by intrusion detection systems such as bro and snort to filter out or
dow down the spread of the worm elsewhere in the network. Our system makes use of three
dliding window techniques coupled with the Rabin fingerprint digest algorithm. The first method,
the fixed partition diding window scheme (FPSW), uses a fixed window size and a one-byte
window dliding. The second method referred to as Variable-length Partition Sliding Window
(VPSW), uses a variable length window with a predetermined breakmark. The third method,
referred to as Variable-length Partition with multiple breakmarks (VPMB), is similar to VPSW
except that multiple breakmarks are used. Our results indicate that while FPSW and VPSW
methods are effective for detecting worms with mild changes in the worm code contents, VPMB
is suitable to detect fully polymorphic worms.

1 Introduction

In recent years, computer intrusion has been on the rise. The popularity of the
Internet and the widespread use of homogeneous software provides an idea climate for
infectious programs. The estimated cost of viruses and worms in 2002 was estimated to
be 45 billion dollars [1]. In 2003, this number jumped to 55 billion dollars [1]. Much
money has to be spent on researching techniques to fend off intrusion attempts such that
computer systems can operate effectively. A popular technology called the Intrusion
Detection System (IDS) has arisen in recent years to identify and block intrusion attempts.
Popular IDS systems such as Snort [2] and Bro [3] utilize a signature-based approach to
detect malicious network traffic. In these systems, static signatures of known attacks are
used to identify attack packets. A mgor drawback of this approach is that unknown
attacks cannot be detected — the ones, which conceivably will cause the most damage.
Typicaly, new worm attacks are detected in an ad hoc fashion by a combination between
intrusion detection systems alerting potential attack, and skilled security personnel
manually analyzing traffic to generate worm characterization. Such an approach is clearly
not sufficient since it may take hours to generate a new worm signature. In recent studies
[4], the authors suggest that an effective worm containment may require a reaction time
of well under sixty seconds.

In this paper, we describe a prototype system that we have built to automatically
generate new worm signatures. Our approach builds upon the previous work done in
[5],[6]. The approaches in [5],[6] are based on the facts that a certain portion of the
content in a worm packet is invariant and that the spreading of a worm is atypical of
Internet applications. In [5], a variable-length sliding window of size b bytes is used to
generate Rabin fingerprints of suspicious worm packets. The payload of the packet is
partitioned into multiple chunks when a chosen breakmark is detected. In [6], a fixed-
length dliding window is used instead. However, there is no comparison of whether a



fixed-length partition or a variable length partition is better in [5],[6]. In our work, we
compare both the fixed-length and variable-length partition approach. In addition, we
extend the work in [5] by using a set of breakmarks rather than just a single breakmark.

The rest of the paper is organized as follows: In Section 2, we describe related work and
how it motivates our work. In Section 3, we first describe the requirements of an effective
worm detection system. Then, we describe the worm signature generation scheme that we
use in our work. Specifically, we describe three sliding window based schemes that we
use to partition the payload of the packets for generating worm signatures. In Section 4,
we present some preliminary results that we have obtained using the 3 methods. Finaly,
we summarize our findings and discuss some future work that we intend to explore in
Section 5.

2 Related Work

Much research work has been devoted to intrusion detection in recent years. Two
enormously popular open source tools, Snort [2] and Bro [3], have shown that static
signature based IDSs can be quite successful in the face of known attacks. Combined
with automatic monitoring and incident response, system administrators have a powerful
tool against network attacks. In [12], the authors present the case for collaborative
intrusion detection system where intrusion detection nodes cooperate to determine if a
network attack is taking place and take corrective actionsiif it does. Others have sought to
use statistical approach to detect worm outbreaks e.g. in [8], the authors propose a
method to identify a worm victim by observing if the number of scans per second it
performs exceeds a certain threshold. The numbers of worm victims observed in
successive windows are then compared to the numbers predicted using a typical worm
spread model and if they match, then a worm outbreak is declared. In [5],[6],[10], the
authors show that byte-level analysis of packet payloads can yield useful signatures for
worm detection. Our work was motivated by these papers. A recent paper [12] we found
after we have done the research reported in this paper also addresses polymorphic worm
detection problem. They advocate using digjoint data signatures.

3  Worm Signature Detection System

A worm signature detection system should ideally generate signatures that match
only worms. However, we al know that this is tough to achieve in practice. There are
several tradeoffs that the designer should address when designing an effective worm
detection system. Therefore, before we describe our design in Section 3.2, wefirst briefly
describe the requirements of an effective worm detection system in Section 3.1.

3.1 Requirementsof Worm Signature Detection System

When one evaluates a worm detection system, one should discuss the sensitivity
and specificity of the system [2]. The sensitivity of the system refers to the false negative
rate of the system i.e. the fraction of the worm flows that is not matched by the generated
signature. The specificity of the system refers to the fase positives generated by a
signature i.e. the fraction of the non-worm flows that is matched by the signature. In



practice, one has to make some tradeoffs to achieve acceptable false positive and fase
negative rates. The automatic worm signature generation module should also generate a
minimal length signature since the cost of signature matching is a function of the length
of the signature. However, signature length affects specificity. So, again, there is another
tradeoff we have to deal with in designing such a system. A third requirement of such a
system is that it should be robust against polymorphic worms. A polymorphic worm is
one that changes its payload in successive infection attempts. One can still find short byte
subsequences that are common even in strongly polymorphic worms. However, such
short subsequences may not be specific enough to reduce the false positive rate. A good
worm signature generation and detection system will generate signatures that match the
invariant subsequences of polymorphic worms but minimize the number of signatures
that are required to match al the variants of the worms. In addition, an effective worm
detection system should allow new worms to be detected very quickly so that they can be
effectively stopped from propagating at the early stage of the worm outbreaks.

3.2 Our Worm Signature Detection System — DIAM OND

The first important question we need to address is. do we want to generate
signatures on all packets? This is one of the main differences between the work done in
[5] and [6]. In Autograph [5], the authors select suspicious traffic first before they
generate worm signatures. Currently, Autograph stores the source and destination
addresses of each inbound unsuccessful TCP connection it observes. Once an external
host has made unsuccessful connection attempts to more than s internal IP addresses, the
flow classifier considers it to be a scanner. All successful connections from an P address
flagged as a scanner are classified as suspicious, and their inbound packets written to the
suspicious flow pool until that IP address is removed after a timeout. Autograph
reassembles all TCP flows in the suspicious flow pool and considers signature generation
every r minutes if the suspicious flow pool contains more than a threshold number of
flows. In the Earlybird system [6], the authors generate signatures on al packets and later
filter out less likely signatures using the address dispersion techniques. This difference
means that Earlybird can detect email worms such as MyDoom, UDP-based worms such
as Slammer, or worms carried via IM or P2P clients. In our work, we tried the approach
in [6] and also tried using the address dispersion technique described in [6] to identify
suspicious flows before generating worm signatures, and hence was able to reduce the
number of packets that the signature generation module needs to process to generate
potential signatures. We call our system - distributed integrated automated worm
detection (DIAMOND) system.

DIAMOND selects the most frequently occurring byte sequences across the
packets in the suspicious packet pool as signatures. To do so, it divides each packet into
smaller content blocks, and counts the number of suspicious packets in which each
content block occurs. A series of Rabin fingerprints are generated over a dliding k-byte
window of the packet's payload. The Rabin fingerprint [14] is a one-way hashing
algorithm that produces a 64-bit digest output. Such fingerprints allow us to do clustering
easily. Figure 1 shows an example string and its corresponding fingerprint.



String Captured by Window:
“ULL.ida?X XXX XXX XXX XXX XXX
Corresponding Rabin Fingerprint:
{f1, 0d, 9c, 78, 79, 85, 1, 43}

Figure 1: Example of a Rabin Fingerprint for portion of an 11S ISAPI overflow exploit.

There are three methods that one can use to divide the payloads into shorter
blocks. We describe each method in subsequent subsections.

3.2.1 Method 1 — Fixed Partition Sliding Window (FPSW) Scheme

Method 1, the FPSW scheme, incorporates a fixed window size and a one-byte
window dliding. The premise is simple — a series (perhaps large, depending on window
size) of fingerprints is generated as the window slides down the payload of a packet. We
will see common signatures between different packet payloads if their contents are
identical or similar. If the window size is small enough, common data portions can be
isolated, despite the variation in the overall payloads. This is useful for the dynamic
detection of new worm variants (e.g. W32.Blaster versus W32.Blaster.H). Figure 2 shows
the operation of the sliding window using FPSW. The segmentsin fo, 1, and f, will all be
fingerprinted.

fo 00 44 17 2b 41 41 22 Oa |18 11 ee 10 9a 2b 2c 10

f 00 |44 17 2b 41 41 22 0Oa 18 |11 ee 10 9a 2b 2c 10

f, 00 44 (17 2b 41 41 22 0Oa 18 11 |ee 10 9a 2b 2c 10

Figure 2: Three instances of an 8-byte siding window, beginning at ‘00’ for the FPSW
scheme

One important decision related to this approach is choosing a proper window size.
If the window size is very small (just afew bytes), the false positive rates will be higher.
Certain short sequences are bound to appear in benigh traffic as well as in malicious code.
For example, “GET/” is typically at the beginning of a basic web request, but could aso
be followed by malicious exploit code. A 5 byte window would match both to the same
fingerprint. In addition, the amount of signatures generated is always related to the
window size. Smaller windows will produce more fingerprints, thus placing a higher
burden on storing and searching.

3.2.2 Method 2- Variable-length Partition Sliding Window Scheme
(VPSW)

Method two, the variable-length partition sliding window scheme (VPSW),
incorporates a one-byte sliding window approach until a predetermined breakmark is
reached. This is similar to FPSW, except now the window grows until it reaches a pre-
determined breakmark. When a breakmark match occurs, the fingerprint is generated, and
the window begins to grow again from the stopped position. VPSW is similar to the
scheme introduced in [5] except that we use a different breakmark. Figure 3 shows the



operation of VPSW’s dliding window. In this example, our breakmark is “22 0a 18”". f
displays a sliding window in progress, with the last three bytes ('41 22 0a') representing
the break-mark match attempt. It fails, so the window is shifted over one byte. At 4, the
last three bytes of the window match the breakmark, causing a fingerprint to be generated.
Following this, the window begins again in f;, one byte directly after the previous
breakmark match.

fo 00 44 17 2b 41 (41 22 Oa |18 11 ee 10 9a 2b 2c 10
f 00 44 17 2b 41 41 |22 Oa 18 (11 ee 10 9a 2b 2c 10
f, 00 44 (17 2b 41 41 22 Oa 18 (11 |ee 10 9a |[2b 2c 10

Figure 3: Example of VPSW operation with a breakmark of “22 0a 18".

In practice, this method turns out to be a poor performer. The variance of data
before the breakmark makes it much harder to produce repeatable signatures. Certain
worms such as Nimbda contain dynamic content, while different versions of the same
code also have variations — all of which may occur before a good static breakmark.
Another problem is in choosing an appropriate breakmark. Selecting a series of NOP
instructions (0x90 for x86) is a good choice for detecting specific types of overflow
exploits, but certainly it does not cover every type of malicious traffic. Thus, much effort
is required for selecting appropriate breakmarks. Despite these shortcomings, it is
important that we introduce the VPSW scheme because a dlight variation of this method
turns out to be excelent for detecting polymorphic exploits. This third method is
explained next.

3.2.3 Method 3- Variable-length Partition with multiple breakmarks
scheme (VPMB)

Method three, the variable-length partition with multiple break-marks scheme
(VPMB), isidentical to Method two, except that the breakmark is tuned to match a series
of NOP-like instructions. In a polymorphic exploit, we often see a static region initiating
a request (for example, a web based exploit may begin with a norma HTTP GET
request), followed by a region of instructions that function as NOP equivaents [7].
Figure 4 shows several examples of these instructions. By using an adjustable look-ahead
size to match these NOP-like instructions, we can reliably generate consistent fingerprints
for the static regions preceding the NOP-like instructions. In this method, using a look-
ahead window of size w bytes, we search and see if all the bytes in this window can be
found in a set of 76 breakmarks that we have identified. If they are, then we will generate
afingerprint using al the bytes that appear before this |ook-ahead window. After that, we
begin a new search using a new window that begins 1 byte after the previously matched
position.



0x99 cltd 0x96 xchg %eax esi
0xf8 clc 0x47 incr %edi "G"
Oxfc cld 0x42 incr %edx "B"
0x88 cwil Ox4a dec %edx "J"
0x27 daa 0x44 incr %esp "D"
0x2f das 0x43 incr %ebx "C"
0xf9 stc 0x45 incr %ebp "E"

Figure 4: Examples of 0x90 equivalent instructions

An appropriate choice of look-ahead size is required to reduce the false positives.
Similar to the FPSW® dilemma, choosing a smaller size will increase false positives. But
how small istoo small? Through testing (as will be shown later), we have determined that
a size of 20 bytes reduces false positives to a minimum. Tested cases with values greater
than 20 did not result in further reductions of false positive but incurred additional
processing cost.

4 Evaluation

To compare between the three approaches we described in Section 3 and to
evauate the fase positive/false negative rates of such a worm detection system, we
implemented these algorithms and applied them to two 20-minute traces that are
extracted from a whole day’s traffic trace that was kindly made available to us by the
WAIL research group [15]. In this whole-day trace, traffic was observed from two /19
subnets (16K addresses) on two adjacent class B networks. We only consider traffic from
one of these networks in this study. The total packet count for each 20-minute trace is
161,278 and 439,501 respectively. We further divide each 20-minute trace into 5-minute
intervals. Signature generation is performed on the traffic obtained in every 5-minute
interval. To minimize the number of packets that the signature generation module needs
to process, we perform some simple filtering on the trace: (i) only incoming packets
destined for the target network are considered, (ii) only TCP packets with the PUSH flag
set are taken for fingerprint generation. Our method, however, can be used for other
attack packets e.g. UDP-based attacks as well. To reduce the amount of data that needs to
be processed, a SNAPLEN of 512 bytes was used when examining each packet.

41 FPSW

4.1.1 Fingerprint Filtering and Clustering

As previously mentioned, because of the potential large number of fingerprints that can
be generated using the FPSW scheme, it is desirable to find ways to reduce the number of
signatures to be retained for future intrusion detection purposes. To accomplish this, we
have chosen to implement the simple IP address dispersion algorithm proposed in [6].
This algorithm is well suited for detecting rapidly spreading worms, by observing the
frequency of distinct source and destination |P addresses of packets carrying a particular
fingerprint. If a single fingerprint is sent from at least n distinct source IPs, and is
destined to at least n distinct destination IPs, then, it is retained. We perform a further



trimming of the fingerprint pool for each test by discarding fingerprints generated from
data chunks with a high prevalence of NULL bytes (i.e. {00, 00, 00, 00, 00, 00, 00, 80}).
These fingerprints are far too general, and have little value for detecting malicious traffic.
Figure 5 consists of two plots representing the application of the classification algorithm
to the two 20-minute traces. The fingerprint retention rate using these two techniques is
on the average 8.5% of the total for the first 20 minute trace, and 20.25% for the second
20-minute trace. With FPSW, we observe more fingerprints in our experiments than is
reported in [6] but we are using different traces and we also suspect that they report only
signatures that both meet the address dispersion threshold requirement and has a
prevalence of three.

Sigs. Retained via Address Dispersion (src & dest, t = 2) Sigs. Retained via Address Dispersion (src & dest, t = 2)
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Figure 5: The number of distinct signatures generated and retained with the address
dispersion threshold of 2.

In conjunction with retaining the fewest possible signatures, we want to maximize
the amount of useful signatures retained. To do so, we have chosen to use the
Levenshtein Edit Distance algorithm [12] to find similar fingerprints (amongst those that
have not been retained) to the ones that have been retained for each 5 minute interval.
The Levenshtein distance is a similarity score for two strings. For example, if we have
two strings, “text”, and “text,”, the score is 0, since they are identifal. But, if our two
strings are “text”, and “test,”, the score is 1 since one substitution is required to transform
the first string into the second. The larger the distance score, the more different the
strings will be. The results are promising: only a small number of additiona fingerprints
will be added to the retention pool (which does not push up the storage requirement
significantly) that would have otherwise been discarded. Such inclusion of fingerprints
allow us to identify some worm variants. Figure 6 plots the results when we apply such
clustering algorithm to the two traces. An average of 177 fingerprints are being added to



each five minute interval in the first 20-minute trace, and 478 for the second 20-minute
trace.

(@) Trace-1results (b) Trace-2 results
Figure 6: Number of distinct fingerprints retained after clustering.

4.1.2 FPSW - Breakdown by malicious activity

What we have just discussed in the previous section relates to all packets we
observe in the trace, but what are the effects of classification on specific types of
malicious traffic? To answer this question, we have selected five distinct forms of
malicious traffic that are prevalent in our sample data. These include the Blaster worm,
Nimda worm, Welchia worm, WebDAV Search exploit, and MyDoom backdoor traffic.
By using snort, we isolate each distinct flow relating to the aforementioned malware,
giving us a comparison data set. Then, we apply the FPSW scheme to the two 20-minute
traces to find out how many of these malicious flows are retained. Figure 7 shows the
number of flows retained for each 5-minute window of the two 20-minute traces. In
certain instances, we can see that even though the real worm flow counts are high e.g.
Nimbda, the number of flows retained using the fingerprints generated by the FPSW
scheme is quite low. For example, on the plot showing 14:10, 195 Nimbda flows are
observed, yet only 2 are retained - a mere 1% of the total. While examining this
discrepancy, it was noted that 193 of the flows originated from a single host, and were
destined to a single host, thus eluding classification. On the average, we see successful
flow identification rates hovering around at least 50%, and in some cases nearly 100%
(for Wechia worms). In the first twenty-minute trace, we see excellent retention of
Welchia and WebDAV packets, while in the second trace, MyDoom backdoor activity
leads the pack. From these results, it is clear that the retention patterns are highly
dependent on the nature of the traffic being examined.



(@) Trace-1results (b) Trace=2 results
Figure 7: Retained flow counts after traffic classification

4.2 VPMB - Ildentifying Polymorphic Traffic

VPSW, the breakmark identification scheme, faired poorly in our testing. Because
of the difficulty in isolating generally use breakmarks, and the variance of data before the
breakmarks, fingerprint retention rates were exceptionaly poor. Limited success was
achieved using a series of NOP instructions as a break-mark, with a few fingerprints from
the Blaster worm retained. However, the modified version i.e., VPMB, works extremely
well against polymorphic traffic. To test this method, we created multiple polymorphic
versions of the Blaster worm, Nimbda worm, Welchia worm, and WebDAV Search
exploit using the ADMmutate [9] kit. We conduct another experiment with two intents:
(@) to seeif consistent signatures are produced between different polymorphic versions
of the same exploit, and (b) to see if the false positive rate will increase if more
fingerprints are retained. In this experiment, two polymorphic worm packets of each type
were injected into every 5-minute interval of the two twenty minute traces and the VPMB
scheme is used to see how many signatures are retained and how many worm packets of
these 4 types are retained.

Figure 8 shows an example of two different polymorphic payloads for the Nimda
worm, both producing the same fingerprint. The first 14 bytes represent a static portion,
while the following 40 bytes are a series of NOP-like instructions that are matched by
VPMB. Depending on the size of the look-ahead window, the false positive rate varies.
Figure 9 presents the results for two different look-ahead window size values: 10 and 20
bytes. For each look-ahead window size, we report the number of signatures that is



generated by the VPMB scheme on each 20-minute trace using 5-minute window on each
trace as well as the number of signatures that will be generated if we only run the VPMB
scheme over those worm packets that belong to these four types. In the 10-byte case, we
see that 10 signatures are generated in the first 5-minute window of the first 20-minute
trace even though four signatures are expected. We aso observe that if we run the VPMB
scheme over al known worm packets that belong to these four types in this 5-minute
window, we can generate only three signatures instead of four. The number of signatures
that are generated on known worm packets within each 5-minute window is marked as
“real” in Figure 9.

[47 45 54 20 2f 4e 55 4c 4c 2 69 64 61 3f| 99 97 4a f9
4a 5 42 4a 27 98 4f 98 45 93 91 4d f9 42 fc f9 4a 98
fc f8 96 27 2f 44 2f 43 4c 44 37 91 99 96 37 47 97 91]

f {8d, 60, 8a, ef 63, le, 1d, 7d}

[47 45 54 20 2f 4e 55 4c 4c 2 69 64 61 3f| 96 87 43 40
27 f9 97 4a fc 4d 45 37 91 2f 4a 41 43 91 95 99 95 98
fc 46 3f 46 97 44 f5 99 99 96 f8 40 43 97 96 99 4de f9]

f,  {8d, 60, 8a, ef, 63, le, 1d, 7d}
Figure 8: The same fingerprints is derived from two polymorphic payloads.

Table 1 shows the number of worm packets that are present and detected using the
two different look-ahead window sizes with and without the additional 8 worm packets.
Using the 20-byte look-ahead window size, the VPMB scheme was able to identify al
the worm packets that belong to these four worm types. The table also shows that the
VPMB scheme can identify al the additional 8 polymorphic worm packets that were
injected into each 5-minute window using the 20-byte look-ahead window. The
performance is poorer with a 10-byte look-ahead window. More packets are classified as
“worm” packets because the generated signatures are not specific enough, and some
worm packets are not detected. For example, 64 packets are classified as worm packetsin
the first 5-minute window even though in reality there are only 6 worm packets in this
time window. Packets that do not belong to the selected four worm types are selected
because the signature generated using the 10-byte look-ahead window is not specific
enough e.g. we notice that in one case, the WebDav payload happens to match the 10-
bytes of the NOP-like instructions and hence an inappropriate signature is generated.
When the additional 8 polymorphic worm packets are added, only 6 (and hence a total of
70 packets are detected) of these can be identified using a 10-byte look-ahead window.
Through further testing, we establish that a look-ahead size of 20 bytes is appropriate for
reducing false positives to a minimum, while consistently generating all expected
fingerprints. Values greater than 20 were also evaluated (up to 40 bytes) resulting in
equivalent results but with higher computational cost. Note that ideally, we would like to
generate one unique signature per worm type but we found the VPMB scheme may not
be able to generate all signatures.



Figure 9: Number of signatures generated using VPMB over al traffic and over selected
worm packets.

200 205 210 215 1400 1405 1410 1415
Lodeaheat 10byes | 70 | 65 | 54 | 59 | 90 | 91 |112 |105

Addition of 8 worm
ets

Look-aheatt 10byies | 64 | 59 | 48 | 53 | 84 | 85 |106 | 99

No additional traffic

Lookahead 0bytes | 14 | 12 | 12 |13 |12 |12 |16 | 15

Addition of 8 worm
ets

Lokaead20bytes | 6 | 4 | 4 | 5 [ 4 | 4 |8 |7

No additional traffic

Table 1: Number of worm packets present/detected in each 5-minute window

5 Conclusion and Future Work

In this paper, we have introduced and evaluated three sliding-window based worm
signature generation schemes. Method one, the fixed partition siding window scheme
(FPSW), incorporates a fixed window size and a one-byte sliding across the payload of a
packet. FPSW generates a wealth of useful fingerprints that exhibit good retention
behavior following classification. In addition, we observed that the application of
fingerprint clustering added more useful signatures to the pool that would have been
discarded following classification. Method two, the variable-length partition dliding
window scheme (VPSW), incorporates an incrementa 1-byte slide until a predetermined
breakmark is reached. While not inherently useful on its own, we built upon VPSW to
create a third method that generates consistent fingerprints for polymorphic traffic.
Method three, the variable-length partition with multiple breakmarks scheme (VPMB), is
identical to Method two, except that a series of NOP-like instructions are used as the set
of breakmarks. Depending on the size of the look-ahead window for NOP-like instruction



matching, we achieved a low rate of false positives, and generated the expected
fingerprints for each polymorphic entity.

Dynamic intrusion detection is still in its infancy, thus, further work building on
what have done is needed. The classification scheme utilized in this paper is quite
primitive, thus, we are working on new ways to retain useful fingerprints in an accurate
and computationally efficient manner. Our preliminary results from the clustering
experiment are promising, and we will continue to pursue this approach in the future,
implementing data mining and machine learning techniques. The ability of the VPMB
scheme to detect polymorphic traffic is good, but the evolution of polymorphic
techniques continues. We will continue to evaluate further toolkits and methods that can
be used to obscure exploit code, and enhance our methods to combat them.
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