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Abstract-The burgeoning amount of textual data in distribded sources combined with the obstacles involved in
creating and maintaining central repositories motiates the need for effective distributed informationextraction and
mining techniques. Recently, as the need to mine fp@rns across distributed databases has grown, Di#ibuted Association
Rule Mining (D-ARM) algorithms have been developedThese algorithms, however, assume that the datalesare either
horizontally or vertically distributed. In the special case of databases populated from information esacted from textual
data, existing D-ARM algorithms cannot discover rués based on higher-order associations between itemsdistributed
textual documents that are neither vertically nor torizontally distributed, but rather a hybrid of the two. In this article we
present D-HOTM, a framework and system for Distribued Higher Order Text Mining. Unlike existing algorithms, those
encapsulated in D-HOTM require neither full knowledge of the global schema nor that the distribution bdata be
horizontal or vertical. D-HOTM discovers rules base on higher-order associations between distributedatabase records
containing the extracted entities. A theoretical famework for reasoning about record linkage is prouled to support the
discovery of higher-order associations. In order tchandle record linkage, the traditional evaluationmetrics employed in
ARM are extended. The implementation of D-HOTM is lased on the TMI and tested on a cluster at the Nathal Center
for Supercomputing Applications (NCSA). A sample maual run, results of experimental runs on the NCSAclusters, and
theoretical comparisons demonstrate the performancand relevance of D-HOTM in e-marketplaces, law ewifcement and
homeland defense.

Index Terms—Algorithms, Performance, Experimentation, Theory

|. INTRODUCTION
Association Rule Mining (ARM) is one of the mostdely used algorithms in data mining.

Generating rules based on statistics of item cahwence, ARM produces output in the form of
propositional rules. Co-occurrence refers to mstas where two or more items appear in the
same context, and is also calleddrder association. Much work has been done dpirejo
techniques for generating, analyzing and measutiigrder associations [1]-[6], but most
techniques do not support mining across transadimmdaries. Notable exceptions include
sequence mining and multi-relational ARM. These examples of approaches that discover

higher-orderassociations.
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Higher-order associations are formed by linkindedt#nt contexts (e.g., transactions) through
one or more common items. Consider the followingneple from traditional market-basket
analysis: if customer "A" purchases {computer, O8lstomer "B" buys {laptop, OS} and
customer "C" gets {laptop, mouse, battery}, thewesal higher-order associations can be
formed. These include computer-to-laptop throu@) OS-to-mouse through laptop, computer-
to-battery through OS and laptop, etc. The finst fissociations are termetf-®rder since they
each span two contexts, while the computer-to-hatassociation is "3order. Overall, any
association greater thari-trder (i.e., spanning at least two contexts) imé&sl a higher-order

association.

Higher-order associations are currently employedaimumber of real world applications
including medical research, marketing analysis, émforcement and homeland defense. In the
field of medicine, for example, Literature Baseds@ivery [7] has been used to uncover a
higher-order association between Fish Oil and Ragisadisease in medical literature, leading to
a potential new treatment [8]. An important laiceoement application that employ&-®rder
associations is COPLINK® Detect [9], which asslsis enforcement personnel through textual
entity extraction and link-generation through tlse wf a semantic network. Mooney et al. [10]
discusses a link discovery algorithm, as part & DARPA Evidence Extraction and Link
Discovery program that uses Inductive Logic Prograng (ILP) in its mining of multi-relational

data.

Several research efforts are also revealing proguisesults on the utility of higher-order
associations. Latent Semantic Indexing (LSI) idirae-intensive yet powerful document

indexing technique that can reveal hidden or latestationships between terms. In [1],



Kontostathis and Pottenger present experimentalleece suggesting a strong correlation
between P-order association of terms and the performandeStfin terms of F, the harmonic
mean of precision and recall. The authors confthis empirical evidence through a
mathematical proof that LSI is implicitly dependemon 2% and higher-order associations. In
related work, based on statistical comparisons isfridutions of higher-order association
frequencies, Ganiz and Pottenger report that daskastances in labeled training data may be

separable based on the characteristics of the hagder associations alone [11].

As noted, existing work in ARM also demonstrates diility of higher-order associations. In
the field of sequence mining, an example is sedgaigpattern mining algorithms that return all
frequent subsequences in a sequence databas¢l1[dR],This and subsequent work allows the
discovery of transactions that reference the sajeebthrough the use of2order associations.

In a related effort, Tan et al. [14], [15] presemt Apriori-based algorithm that discover¥-2
order associations between transactions, and ueepibrtray an association between the men’s
jewelry page and other jewelry pages from Web selggs. In a survey of this field,
Spiliopoulou et al. [16] suggest that there are ynanssible applications for higher-order
association (or link analysis) research, includngdels for ensemble learning and other time-
dependent phenomena that can only be appropriaigilained through such associations. A
final example from the field of distributed ARM I3 et al. [17], which provides a theoretical
framework, algorithm and initial empirical resuttsmonstrating the extension of the basic ARM

framework to the distributed higher-order ARM domai

In this article we present D-HOTM, a framework aydtem for Distributed Higher Order Text

Mining. Unlike existing algorithms, those encapseda in D-HOTM require neither full



knowledge of the global schema nor that the distidm of data be horizontal or vertical. D-
HOTM discovers rules based on higher-order assonmtetween distributed database records
containing extracted entities. A theoretical framewfor reasoning about record linkage is
provided to support the discovery of higher-ordesaziations. In order to handle record linkage,
the traditional evaluation metrics employed in ARIve extended. The implementation of D-
HOTM is based on the TMI and tested on a clustehatNational Center for Supercomputing
Applications (NCSA). A sample manual run, resulkexperimental runs on the NCSA clusters,
and theoretical comparisons demonstrate the peafocen and relevance of D-HOTM in e-

marketplaces, law enforcement and homeland defense.

. RELATEDWORK
Association rule mining (ARM) discovers associasidietween items [1], [2]. Let | be a set of

distinct items, or attribute-value pairs. Let D &@eset of records (or transactions), where each
record has a unique identifier and contains afsigé¢ims. A set of items is called an itemset. An
itemset with k items is called a k-itemset. Themrt for an itemset is the number of
transactions in D for which the itemset is a subs&he itemsets meeting the user defined
minimum support are referred as frequent items@&@s/en two distinct frequent itemsets X and
Y, association rules take the form "XY". The confidence of a rule is defined as thepsupof

XY divided by the support of X. As noted in tharbduction, most existing ARM algorithms
identify only T-order associations, i.e., co-occurrence in theeseomtext. On the other hand,
higher-order association occurs between differentexts, linking contexts through items such
as the value of an attribute in a database. Térer¢hree types of existing ARM algorithms that
identify higher-order associations: multi-relatibA&M, sequential pattern mining, and indirect

association. In what follows we deal with eachhafse in turn.



A. Multi-Relational ARM

Multi-relational ARM is a type of ARM algorithm digmed specifically to mine rules across
tables in a single database [18], [19]. In faaljtrrelational data mining in general (not limited
to ARM) is an emerging research area that enabkesmalysis of complex, structured types of
data such as sequences in genome analysis. dyiteare is a wealth of recent work concerned
with enhancing existing data mining approaches rtpley relational logic.  WARMR, for

example, is a multi-relational enhancement of Apipoesented by Dehaspe and Raedt [19].

WARMR [19] is an Apriori-based algorithm. The keyfference between WARMR and
Apriori is that WARMR uses sets of atoms based iest brder logic as an extension to the
itemsets used in Apriori. The atoms are also refeto as queries if all the variables are
guantified and the set is ordered. An example yquer Key(X) - Buys(X,Y,card),
Property(X,loyal). Here X is a variable that takesque customer IDs as its range of values.
Buys and Property are predicates, and can be thaefghs different tables in a relational
database. The Buys predicate records purchaseg.—castomer value(X) buys some item
value(Y) using a particular credit card. The Properedicate specifies that customer value(X)
has the property of being loyal. The key value¢®hnects the two predicates. In this example,
it is actually only the body of the Horn clausettisatermed a query. The support of the query is

defined as the number of variable bindings foritbad of the Horn clause Key(X).

Using atom sets in multi-relational ARM leads t@lenge in the relation used for counting
and evaluation. On the one hand, Apriori makesaigbe subset relation in itemset counting
and evaluation. In multi-relational ARM, howevdre subset relation cannot be used to express

the relations among atom sets. Instead, WARMR gsesumption. An atom set C subsumes



an atom set D, denoted as3CD, if there is a substitution such that Cq I D. Theg-
subsumption relation induces an equivalence ralatiovhich is defined as follows: C ~ D iff C
3 D and D3 C. For example, given the two queries Q1: Buys(X, Likes(X, cola) and Q2:
Buys(Z, Z), Likes(Z, cola), Q2 subsumes Q1 watk {X/Z, Y/Z}, while Q1 does not subsume

Q2.

Although WARMR provides a sound theoretical basis rhulti-relational ARM, it does not
seriously address the efficiency of computation.fdct, the runtime performance of WARMR
depends heavily on the implementationge$ubsumption, and becaugesubsumption is NP-

complete, performance is poor.

In addition, aside from these multi-relational aggmhes, ARM algorithms are generally based
on propositional logic. Practically speaking, pyspional rules are directly applicable due to the
perspicuity of a propositional representation. é’ugienerated using a multi-relational ARM
algorithm, however, must first be instantiated. @gesult, propositional rules are widely
employed in a variety of association rule mininglag@tions. In summary, although multi-
relational ARM has extended previous ARM algorithtasdiscover higher-order relations, it
suffers from high complexity and a non-propositiamgresentation that prevents scaling to real-

world data sets.

B. Sequence Mining

Sequential pattern mining is a data mining apprdaeh discovers frequent subsequences as
patterns in a sequence database. Almost all ofptbposed methods for mining sequential

patterns and other time-related frequent patterasAgriori-based; i.e., based on the Apriori



property proposed in association rule mining [2D][that states that any super-pattern of a non-

frequent pattern cannot be frequent.

Sequential pattern mining was introduced by Agraaval others in [12], [13]. Given a set of
sequences, where each sequence consists of &distneents and each element consists of a set
of items, and given a user-specified minimum supploreshold, sequential pattern mining
discovers all frequent subsequences, i.e., theegulesices whose occurrence frequency in the set
of sequences is no less than the minimum suppé&idr example, let the element be one
transaction made in supermarket, then one sequweliadntain all the transactions made by the
same customer, e.g., {customer_ID, (a, b), (d...e)}. In this case (a, d) is an example of a

subsequence.

In later work, Mannila et al. introduce an effidieolution to the discovery of frequent patterns
in a sequence database [21]. Chan et al. [22}sh&luse of wavelets in time-series matching
and Faloutsos et al. [23] and Keogh et al. [24]pps® indexing methods for fast sequence
matching using R* trees, the Discrete Fourier Tiams and the Discrete Wavelet Transform.
Toroslu et al. introduce the problem of mining ayally repeated patterns [25]. Han et al.
introduce the concept of partial periodic patteansl propose a data structure called the Max
Subpattern Tree for finding partial periodic pattein a time series [26]. To accommodate the
phenomenon that the system behavior may changetiover a flexible model of asynchronous
periodic patterns is proposed in [27]. In [28]stead of frequently occurring periodic patterns,
statistically significant patterns are mined. Amgf al. extend Han’'s work by introducing
algorithms for incremental, online and merge minifgpartial periodic patterns [29]. Bettini et

al. propose an algorithm to discover temporal pasten time sequences [30].



In summary, sequential pattern mining identifieghler-order associations by linking
transactions that reference a common object sucl asstomer. Although it employs a
propositional framework for rules, the higher-ordssociations mined (i.e., sequential patterns)

are limited to »-order.

C. LBD Using ARM

Literature Based Discovery (LBD) is a techniquet thimns to identify indirect relationships
between concepts in disjoint science literaturgs [Based originally on a manual technique,
LBD now generally refers to the study of more efitly, automatically or correctly determining
the intermediate concepts (B) that link a startceg (A) to a target concept (C) in such a way
that A B C. One prominent discovery made through this mede that the concept of "Fish
Oil" (and related literature discussing this) canlibked to the concept "Raynaud’s disease" (and
accompanying literature) through the concepts dbdth viscosity" and "blood cell rigidity"
(which are higher in Raynaud’s disease patientslawdred by treatment with fish oil). Since
none of the literature on fish oil mentioned Raytiauwlisease (and vice versa), after undergoing
clinical testing this Z-order association was considered a novel discovery

Pratt and Yetisgen-Yildiz [31] present an LBD systelLitLinker, which incorporates
association rule mining to find correlations betwemncepts. Beginning with a given start
concept (A), any correlated concepts found in #tep act as the linking concepts. The same
process is repeated using each linking conceptdéparate literature searches. The resulting
correlated concepts for each linking concept créagetotal set of target concepts. However,
LitLinker only uses ARM to discover 2-itemsets, ahe discovered associations are limited to

2"%order only.



D. Indirect Association

More recently, methods that addre§&&der associations have been discussed in thextont
of the e-Marketplace. Tan et al. [14] propose ahoat of discovering indirect {2order)
associations between items in a database of trtimssc The proposed INDIRECT algorithm is
introduced in [14] and uses Apriori to link two e that are both highly dependent on a
mediator set. The algorithm consists of two majoases: (1) extract all frequent itemsets using
Apriori and (2) discover all indirect associatiobg candidate generation and pruning. For
example, two frequent itemsets, {b, ¢, d and {a, b, d, & can be joined together to produce a
candidate indirect associationg,<e,{a, b, d¢>. In this example the candidate association
betweenc and e satisfies the mediator support condition becauss itreated by joining a
frequent itemset that occurs in multiple recordsis approach has similarities with sequence
mining; in effect, the mediator set replaces tleenitheld in common that is used to create the

sequence (e.g., customer_ID).

Tan et al. follow up this work by evaluating thelityt of the INDIRECT algorithm in [21].
The dataset consisted of Web server logs from aonsamerce organization. The authors
successfully derived an association between thésn@nelry page and other jewelry pages (e.g.,
anniversary page, ladies page) through the medigaelry.” This suggested that users looking
for male jewelry are rarely interested in other ggy. In summary, although [21] discovers

higher-order associations, like sequence minidgés not extend beyon&®rder.

Also in this field, Spiliopoulou et al. perform argey of research in higher-order association
mining [16]. The authors suggest that there isiant potential for the application of higher-

order association including: (1) facilitation ofrabining data mining strategies and (2) modeling
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many every-day phenomena, particularly over timieictv require higher-order explanations and

(3) a higher-order algorithm could be used to nwraind describe changes in rule sets.

E. Higher Order Co-Occurrence

In our previous work in [1], we prove mathematigadtat Latent Semantic Indexing (LSI), a
well-known approach to information retrieval, ingily depends on higher-order co-
occurrences. We also demonstrate empirically ltiigtter-order co-occurrences play a key role
in the effectiveness of systems based on LSI. d&8l reveal hidden or latent relationships
among terms, as terms semantically similar lieaslds each other in the LSI vector space. This
can be demonstrated using the LSI term-term cofoecce matrix. Assume a simple document
collection where D1 is {human, interface} and D2 {isterface, user}. Clearly the terms
"human" and "user" do not co-occur in the co-oaauce matrix of this simple two-document
collection. After applying LSI, however, the re@dcrepresentation co-occurrence matrix may
have a non-zero entry for "human” and "user"” timglying a similarity between the two terms.
This is an example of second-order co-occurrent®ther words, there is a second-order path
between "human" and "user" through "interface.” almelated effort in [32], Edmonds uses
higher order co-occurrence to solve a componenthef problem of lexical choice, which
identifies synonyms in a given context. In anotéort, Zhang et al. [33] use second-order co-
occurrence to improve the runtime performance df LScond- and higher-order co-occurrence
has also been used in a number of other appliGatmriuding word sense disambiguation [34]

and in a stemming algorithm [35].
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F. Objectlsomerism

In the D-HOTM system we employ techniques to liekards based on identifying the same
entities in multiple (distributed) records. Thigjueres matching techniques known as object
isomerism. Among other techniques developed foeabjsomerism, Fellegi and Sunter [36]
employed string comparisons, and provided a fommathematical model for estimating optimal
parameters (i.e., probabilities of matching recprdsing the likelihood ratio. Jaro [37]
introduces a string comparator measure that giwges of partial agreement between two
strings. The string comparator accounts for lermgtstrings and partially accounts for the types
of errors typically made in alphanumeric stringshiojynan beings. Tucker [38] uses Hamming
Distance taneasure the number of positions with different abtars between two words of the
same length combined with a shift, or algorithmctmpute an array with ones and zeros that
maps matches and mismatches in letters. Many a@iproaches have been taken, including
several not based on string comparators such astlzochcited in Winkler [39], that employs a
neural network to separate records that match fitewse that do not. This approach has the
benefit of not requiring a conversion process @&rahters to numerical values that have a well-
defined meaning of true distance. Canopy Cluggenith TFIDF (Term Frequency/Inverse
Document Frequency) [40], [41] forms blocks of netsobased on the subset of records placed in
the same canopy cluster. A canopy cluster is fdrimg choosing a record at random from a
candidate set of records (initially, all recordepiahen populating its cluster with records within
a certain threshold distance. The record choseraratom and any records within a certain

threshold distance are then removed from the cameligkt of records.
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This related work demonstrates the efforts andlteduving further research into higher-order
links. Across many of these sub-fields, this rese@&ncounters the challenges of poor practical
performance and limitations td%rder links. Encouraged by the potential demanestt for the
use of 29 and higher order links, the next section discusesarchitecture of the Distributed
Higher Order Text Mining (D-HOTM) System — a linkalytics system which provides solutions

for many of the challenges in this field.

. D-HOTM ARCHITECTURE

The D-HOTM System can be conceptually divided ititeee subsystems: Mining, Controls,
and Post-Processing. The Mining subsystem incatpsrall aspects of the computations relating
to data preparation, processing, transformatiorisjngy linking and other computations. The
Controls subsystem provides an interface to spebdyparameters of all actions performed by
the Mining subsystem, and the Post-Processing stémyprovides tools and mechanisms to
assist in the analysis and exploration of outputegated by the Mining subsystem. Fig. 1
provides a conceptual architectural overview ofdystem.

The Mining subsystem forms the core of the D-HOTydtem. One of the components of this
subsystem is Entity Extraction and XML Parsing.isTétomponent is used to generate input for
mining by extracting entities from raw documentsl avriting them into an XML format. An
XML parser then reads these files and forms recosgsl in the association rule mining process.
The Data Distributor component is responsible fechange of Global Identifiers and sharable
records among the multiple D-HOTM sites working andistributed environment. Other
computations in this subsystem are discovering medging linkable records and generating

itemsets or association rules that span multipterds. This functionality is achieved through
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different components of the subsystem, working tlogle Each of these components will be

discussed in more detail in the following sections.
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Fig. 1. D-HOTM Architecture

The Control and Post-Processing subsystems aremapited using Java and the Java Swing
framework. The communication between these andviimng subsystem is achieved through
text files. The Control subsystem creates a pammnfike (based on those parameters chosen by
the user) that is read by a component in the Misinlgsystem before it starts operating on the
data. As operations complete, the Mining subsystemponent writes the final and intermediate
states of operation to XML files. These files #ren used by the Post-Processing subsystem for
further analysis by the user.

The Analysis component in this subsystem is regptaor providing the user with the ability

to reason about the results generated by the sysiéms component receives as input the mined
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results produced by the D-HOTM system, discoveiomships in the results and provides the
user with the ability to filter and browse throutfiem. It also allows the user to save/transport

results in various formats.

IV. CONTROLSCOMPONENT

The Controls component is the heart of the Contsolssystem in Fig. 1. This component
provides the user with a GUI and writes the paraméle for the Mining subsystem. This
component currently applies a very simple desigsiséing in parameter file generation by
allowing the user to type in text boxes or seleotrf drop-down boxes. The user can specify
three location parameters: where the input docusnarg located, where the entity extraction
should output the XML files after extraction, andieh directory should be used as a temporary
directory when communicating with internal compaisesf the system. In addition, the Controls
component allows the user the ability to selecspcify a number of other system parameters,
such as different methods for record linkage, dbjesomerism techniques, approaches for
merging of linked records, which linkage items dddee used in record linkage, what should be
the maximum order of association, and minimum suppalues used in itemset and rule
generation. Plus, since this system is designeldet@a research development platform, this
component lets the user specify scaling factorgdst input data and the number of nodes on
which the system should execute in a distributechpding environment. Fig. 2 depicts a

screenshot of the Controls GUI.

V. ENTITY EXTRACTION AND XML PARSING

The entity extraction phase is the first procedstap in the Mining subsystem in Fig. 1, and

applies an extraction technique based on [20]. s Tiechnique, termed Reduced Regular
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Expression (RRE) Discovery, discovers RREs for msextraction of named entities. The

algorithm discovers sequences of words and/or gfaspeech tags that, for a given entity, have
high frequency in the labeled instances of thaingi data (i.e., true set) and low frequency in the
unlabeled instances (i.e., false set). The algoritirst ascertains the most frequently appearing
element of a reduced regular expression, calleddbeof the RRE. It then broadens the scope

of the RRE in ‘AND’, ‘GAP’, and ‘Start/End’ learnghphases (see Fig. 3 adapted from [20]).

& DHOTRCo ]

AT Corfd Panel

Iopurt Evrechany (Rupot )
eyt Diracdeny (GO
TempEc el Drechone

Hem Teas

oafec o Eiimoe
Fasze Liasgn ‘W"‘
Laage Hems.

P G k=

Favcrel R ing e

Fascomt Guzbation [

Femel Sienealion : Suspert

T G - Sam

SralnaFae |

Frmiiay of Finfee.

Fig. 2. Controls GUI

The approach uses a covering algorithm, implementgdg RREs. Each RRE covers a
portion of the true set for the particular featbeeng extracted. In the next step, the segments
covered by the RRE are removed. This processnedtin Fig. 3, repeats until all of the RREs
are discovered that cover as many of the true seignas possible. A single RRE is discovered
each time the process in Fig. 3 is completed, antbnsidered a sub-rule of the current entity.
Finally, after all the processes have completed, @ll possible RREs have been discovered and

all instances covered), the system uses an “ORfabmeto combine the sub-rule RREs into a
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single rule that is also an RRE. This single mde be used to extract the desired information

from previously unseen data.
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Fig. 3. Discovering Reduced Regular Expressions

The output from this Entity Extractor is Global tiee XML Data Model (GJXDM) formatted
XML files. GJXDM aims to provide a consistent, emsible, maintainable XML schema
reference specification for data elements and typhgh represents the data requirements of the
general justice and public safety communitiesaldb aims to provide a baseline model for the
data dictionary, which can be represented in ade@mnechnologies beyond XML Schemas. The
GJXDM vision is to significantly advance justicdammation sharing by providing a common

language and vocabulary that reduces cost anditatharriers [42].

This output is also compatible with the Nationdbhmation Exchange Model (NIEM). The
purpose of NIEM is to provide the foundation anddng blocks for interoperable information
sharing and data exchange at the national levee NIEM project was formally announced at
the GJXDM Executive Briefing on February 28, 200B.is a joint venture between the U.S.
Department of Homeland Security (DHS) and the WD@partment of Justice (DOJ) with

outreach to other departments and agencies. GJXONEe base technology for NIEM. NIEM
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will leverage both the extensive GJXDM referencedeioand the comprehensive GJXDM

XML-based framework and support infrastructure [43]

The D-HOTM system currently utilizes a subset oKGM and NIEM consisting of five basic
entity types: Person, Location, Property, Orgamratand Activity. Each basic entity type
contains many sub-entities; for example, Persotaoasm Person Name, Phone Number, Weight,
Height, ID, and Date of Birth. Similarly, Property divided into several sub-types such as
Vehicle, Aircraft, Boat, etc., each sub-type witls iown identification number and value
information. In our system to date, we have mapeight types of named entities into the
GJXDM format, including weight, height, date ofthirdrugs, street address, person name, social

security number, and phone number.

Processing

The input to the Entity Extractor is a directonhieh contains all the local textual data files
(raw data) from which entities will be extracte@his directory is input by user in the Controls
GUI, which is in the Controls subsystem, depictedrig. 1. The DHOTMDriver component in
the Mining subsystem reads the input directory fitbmn parameter file and sends it to the Entity
Extraction component. The output from the Entitgtrictor is a collection of GJXDM format
files, one for each textual input file. The Entixtractor first uses a part of speech taggerdo ta
the textual data, and then applies a series of RIS on the tagged data. These RRE rules are
drawn from another training module, discussed 0].[2After applying the RRE rules, the named
entities are extracted and written into a GJXDMnfat file. The D-HOTM system currently
uses Perl to implement this Entity Extractor, butiufe development will employ a compiled

language, to enhance execution speed and scajabilit
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The XML Parser component performs a data-formatstedion between the Entity Extractor
and the following D-HOTM components, built upon fhext Mining Infrastructure (TMI) [44].
The TMI is an open-source framework designed fghtend, scalable text mining, and aims to
provide a robust software core for research an@ldpment of text mining applicationddany
data storage and retrieval classes available iTMeare based on an Item-Feature framework
(where an Item is defined as a collection of FesturThe XML Parser parses the GJXDM data
hierarchy, transforming sub-tags and values irgmgle attribute-value pair: the attribute being a
concatenation of all sub-tags, and the value b#irgdata at the leaf of the GIJXDM hierarchy
tree. These newly created GIJXDM files are then 8ethe next component in the system, the

Global ID (GID) Generator.

VI. GLOBAL ID GENERATION

One of the strengths of the D-HOTM system is thatides not require establishment or
knowledge of a global schema a priori. Still, maspects of data mining require that some form
of unique identifier be provided for various obgcespecially when working with distributed
sources. The role of the Global ID (GID) Generatmmponent is to establish such identifiers.

One central aspect to ID assignment is the isswbjeict isomerism, determining whether or
not two objects are the same. This issue is impbih several steps of the Mining subsystem,
including ensuring that distinct objects are givbstinct identifiers (whereas the same objects
should be assigned the same identifiers, evendiff@rent locations), and also preventing “false
positive” linkages between records. The recor@tdge process assumes that records can be
linked through linkage items, or entities, by matghthe items. Exact matching of linkage items

(i.e., entities) is not possible in a variety oplgations including those that involve, for instan
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the use of names. For example, JonesandIndiana Jonesnay actually represent the same
person. In this case, we need to identify uniguiealge items to perform record linkage.

Although we have not developed our own method fapping object identifiers, much work
has been accomplished in a related research addidnally referred to as record linkage.
Record linkage is the process of comparing rectyais two or more data sources in an effort to
determine which pairs of records represent the sajext, and is most often applied to discover
duplicate records [45]. This definition is somewtiferent from the definition provided for the
term “record linkage” in the D-HOTM theoretical in@work (presented in Section VII below).
In essence, the record linkage process in the DM@&mework links two records when they
contain an item or items that serve to uniquelynid the same real world entity, while the
traditional linkage process links two records wkiggy represent the same real world entity. The
difference, further elucidated in Section VII, lsodown to the distinction between a record and
an object. In the D-HOTM framework, objects areafed by the subset of items used as a
global identifier (e.g., SSN or a combination dtetiand authors), while records contain items, or
entities, extracted from documents (e.g., investiggpolice reports). The traditional definition
of record linkage does not distinguish betweenaibjand records in this sense — rather, records
and objects are one and the same. As a resultetoed linkage process in this framework is
able to discover higher-order links between recaisiag object identifiers, while the traditional
linkage process aims only to discover duplicateoms. To differentiate between these two
definitions, in what follows record linkage reféhe linkage process defined in Section VII, and
we refer to the traditional record linkage procesisng the term object isomerism.

One widely studied approach to object isomeristvased on string comparison, and this is the

approach taken in D-HOTM. An early string comparats the Damerau-Levenstein (D-L)
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Metric [46], [47], which is only one particular cgarator metric from the class of edit distance
metrics. The basic idea is that any string cartrbesformed into another string through a
sequence of substitutions, deletions, insertiots, éhe smallest number of such operations
required to change one string into another is asomesof the difference between them.

In general, the object isomerism process comptigee steps: candidate generation, similarity
calculation, linkage and closure. The candidateeggion step involves discovery of record
pairs that are loosely similar (e.g., share comrield values) so that evaluating all possible
record pairs can be avoided. Similarity is thempated for every candidate pair of records
identified in the candidate generation step. Tihalfstep — linkage and closure — links the
candidate pairs with similarity higher than a tlwa@d and forms the final equivalence classes
using transitive closure.

Processing

The GID Generator begins by reading in the filesrfrthe XML Parser on a given local node
in the distributed environment, storing the enditieto a TMI Item Feature Set (IFS) for easy
retrieval. Next, the IFS is traversed and entitiess added to a GIDManager class, which stores
regular and inverted indices relating objects teirttassigned Global ID (GID). GIDs are
currently created simply by taking the entity’s et and appending an additional ID tag, yet
this may become more complex in future versionsith\&ll local entities indexed, each local
GIDGenerator in the distributed environment theapgres a GID list to be transmitted to all
other distributed D-HOTM nodes, currently via MHAbrary calls. The GID lists are
communicated to other nodes, each of which thergendrese incoming lists with their own.
Once all communication is complete, each distridbutede then contains the same mapping of

GIDs and their respective entities, thereby estabylg a global ID schema for the current mining
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job. Also, the GIDGenerator shares records (c@lections of entities) in a similar manner to

facilitate the record linking and merging by thexheomponent.

VIl. RECORDLINKAGE AND MERGING

As their respective names imply, the Record Link@nponent is responsible for determining
which records possess higher-order links, and teeoRl Merger combines multiple linkable
records into one. These are depicted in the Mirsnlgsystem in Fig. 1. The link discovery
process of the D-HOTM system provides its abilay¢cognize and harness the information in
distributed higher-order links. Therefore, thisctgen discusses in detail the theoretical
framework underlying these link discovery algorigim

Although much work has been done to explore higinder associations in ARM, no effort has
been devoted to a propositional higher-order AREMework. This section will first define
higher order links, and then present two algorithmsliscover higher order itemsets based on

different approaches to link analysis. A compariebthe two algorithms is also presented.

A. Higher Order Associations

ARM generates rules based on item co-occurrendistata. Co-occurrence, also called- 1
order association, captures the fact that two arentems appear in the same context. Orders of
association higher thartbrder are termed higher-order associations. Highaer association
refers to association among items that come froffierdnt contexts. The higher-order
associations are formed by linking different cotgethrough common item(s). For example, if
one customer buys {milk, eggs}, and another buyedl, eggs}, then {milk, bread} is 2'“
order association linked through "eggs". It is o that the P-order association is reflexive,

symmetric and transitive. Without loss of geneyalte simplify the discussion in what follows
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by dealing only with transitive associations (ivee ignore reflexive and symmetric ones).

Definition 1: If item a and itemb from different transactions can be associatedsacrdistinct
records, then itema andb aren™order associated, denoted @s" i, ~i,~ ~"'i _,~"b

where ~ represents the co-occurrence relationiaadermed a linkage item. The order of a
higher-order association is determined by the nurabdistinct records.

This framework allows each record to occur at nooste in a given transitive link. Otherwise,
cyclical links are possible such as-" i, ~" i, ~* a, which allows an item to be linked to itself
at any orderThis constraint is also necessary to be consistghtthe original ARM framework.
For example, given a higher-order associatof* i, ~2 i, ~" b, based on definition 5 andb

are 2%order associated because there are two distiootds in the link. This conflicts however
with the fact that andb actually are T-order associated since they both come fram

The following theorem shows that higher-order limkigh repeated records can be transformed
into a higher-order link per definition 1.

Theorem 1 For any higher-order link between two items, éharust exist at least one link

between those two items with no repeated records.

r

Proof: Suppose in higher order linek~" i, ~2i,~ ~"ti _~"b recordr, =r,, then the
1 2 n-1

higher order link could be written aga~"i, ~..i, , ~"

i ~Tun ~j ~Wj ~ ~"n
| by =" lye.~i,~" Db,

Tu

thereforeiy.s, iu, iv-1 @andiy, come from the same record. Thas;" i, ~% ..i,, ~*i,...~i ,~"b

A n-

is a valid higher order link with no repeated relsobetween itera andb.

B. Latent Higher Order Itemset Mining (LHOIM)

This subsection presents an algorithm to discatent itemsets.
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1) Definitions
Latent itemsetare itemsets in which item pairs may be associayeorders of one or higher.
For example, the itemsabk formed from the higher order link~"b~>c¢c~ ~"t f ~" k,is

latent higher orderssociatedab is 1°-order associatedk is n-1"-order associated, arak is

n"-order associated. Due to these associatahigs a latent itemset.
A link groupis a group of higher order links written gs~"r, ~'>  ~'"r 1, =r,Cr;,,.To

simplify this notation, henceforth ~r, ~ r_, ~r, is used to represent a link group. Clearly,

n

the latent itemsets generated from the higher dndlera~"b~>c~ ~™* f ~" k could also
be discovered from the link group~r, ~ r,_, ~r,. Theorder of a link group is the number
of records it contains. The&zeof a link group can be calculated by taking thedoict of the sizes

of I;. For example, given d%order link group kr, ~*r, ~* r,, the number of links in is

size( g)=[acd*|ef|=6. Thesizeof the link group is therefore defined e@ (|ri Cr,

i=L.n-1

).

Link groups aid in the discovery of higher ordemitsets because for a given higher order link

a~"b~?c~ ~" f~"k,there may exist many higher order links that shlhe same record

sequence. The number of such Iinks@ (|ri C ri+1|). All these links will result in the same set
i=L.n-1

of latent itemsets. Thus, instead of dealing Wfb (|ri Cr,
i=L.n-1

) higher order links, a single link

group accomplishes the same goal.
Having defined the context of latent itemsets mk Igroups, the next issue is generating those
contexts. If each record is mapped to a node, dgdsare mapped to common shared items,

then the problem of finding all link groups redudesfinding all simple paths between two
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vertices in a graph. Finding simple paths betweem vertices is solved using a backtracking
technique whose pseudocode is shown in Fig. 5.

Suppose latent itemsét is generated from link group, ~r, ~ 1., ~r,. Following the
Apriori method would provide the support Afas the number of its appearances in the link

group. The link grougontains (~) (|ri C ri+1|) links, each of which can generate the latent iesgms
i=l.n-1

A, and thus the support éfis (~) (|ri C fi+1|)- This method presents two challenges: it resalts i

i=L.n-1
very large numbers for the support of the latesrhgets, and it ignores the effect of the order. To
address these issues, in what follows a metricasgmted to calculate support for latent itemsets
which leverages the size of the link group as aglthe effect of the order.
Let L(A) be the set of link groups which contain the latemsetA. We define thesupportof

a latent itemseA as:

max_order
log,,( l.size+1)/m (Equation 1)

m=1 I1 L(A),l order=m
The sum in Equation 1 results from the fact thatesithe same latent itemset can be generated
at different orders, thglobal support for a given latent itemgaust include théocal support at

each ordem. Thus |.size form thelocal component of support for an itemset at a specific
IT L(A),l.order=m

orderm. The idea behind global support is simply to actdar both the number of higher-order
links supporting a given latent itemset as welltlas order of the itemset. As order grows,
intuition suggests that support ought to decreasleus the denominatan. This reflects the

assumption that the longer the link between recotitls weaker the itemset association. In
contrast, intuition also suggests that the mor& fnoups that contain a given itemset, the

stronger the support should be. These two intustiame just that — certainly, extensive
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experimentation is required to ascertain the wtitit this definition of support. The challenge

arises when one considers the exponential growtheolink groups’ sizes given that order grows

linearly. Again, intuition suggests that both oés$k factors are equally important. Thus, in order

to constrain.sizeto grow linearly with order, the Iqgis taken. Also, one is addedlisizein the

numerator to ensure that the argument tegltggnon-zero.

2) Algorithm

Based on the framework discussed in previous stibsge@n algorithm to discover latent-

order itemsets in presented herein.

TABLE I.

NOTATION FORLATENT ITEMSETMINING ALGORITHM

MR

Set of merged records.
Each member of this set has three fields: i) reddrdize and iii) order.

Lk

Set of largek-itemsets.
Each member of this set has two fields: i) itenaset ii)support count.

C«

Set of candidatk-itemsets.
Each member of this set has two fields: i) itenaset ii)support count.

Latent Itemset Mining
Input:D, L, max_order, minsup
Output: latent itemsets

1. form adjacency list

2. foreach G

3. Enumpath(Gmax_orde)

4. for eachn™order linkgrougdg: r, ~r,~ r _ ~r

n- n

n L1

5 r= r,rsize= 6 (r. Cr.yl) ,rorder=n
i=1 i=i

6 addr to MR

7. L;={large 1-itemsets};

8. for (k=2; L1!=null; k++)

9. G = apriori-gen(k.1);

10. for eacRdo

11. G = subset(@ R)

12. for all candidates! oC;

13. cR.order].count+=Rsize
14. for all candidatesl aC,

logl0(c[order].count+1)
order order

15. c.sup =
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16. Lg={cl C¢|c.sup minsup }
17. Answer = L, ;
Fig. 4. Latent Itemset Mining Algorithm

The first step is to form a connected undirectegphrfrom the records, where each vertex
represents a record, an edge between two vertigsets eavhen two records share at least one
common item, and the weight of the edge represdmsnumber of common items. The
generated graph may contain more than one connsateptaph.

Step 3 — Enumpath — discovers all the higher didkrgroups for orders up tmax_orderfor
the connected subgraph G. Enumpath, describedyirbFemploys the algorithm in [48] to find
all simple paths (i.e., link groups) between twaetices. The worst case time complexity of this
stepis O(V E ) for a given path where V is the set of verticed & the edges in G [48].

Enumpath
Input: G, L, max_order
Output: higher-order link groups

for t=r; to 1
for j=0 to AdjacencylList[i].size
v=AdjacenyList[i].at[j]
enupath(t, v, max_order)
Fig. 5. Enumpath Algorithm

Steps 4 to step 6 in Fig. 4 generate the mergextddmom each link group. The size and order
of each link group are passed with the merged decdteps 7 to 17 of Fig. 4 discover the
frequent latent itemsets. The level-wise processmilar to Apriori, except for the calculation of
support. The support calculation for a given lai@rset comprises two steps: first, the sizes of
the merged record supporting the latent itemsekepé per order, as shown in step 13; then, the
final support count is calculated based on theeaf@ntioned metric, as shown in step 15. Those
latent itemsets which meet the threshold becomdrétpient latenk-itemsets and are used to

generate the latekt1-itemsets.
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C. Higher Order Itemset Mining (HOIM)

This subsection discusses Higher Order ltemsetrgifiHOIM) which is based on a different
definition for higher order itemsets.
1) Definitions

In HOIM, a higher-order itemseis defined in a different manner. In effect, thghter order
associations in itemsets are not latent, but explic

Definition 2: An n™-order k-itemset is a-itemset for which each pair of items n¥-order
associated. For exampleaibcis a 3%-order itemset, then there must exist at leasetBfeorder
associations betweem and b, b and ¢ anda and ¢ respectively. Definition 3 introduces the
concept of digher-order recordsetwhich is the context of higher-order itemsets.

Definition 3: An n™-orderk-recordset is &-recordset where there exists at least wherder
link group between each record pair.

A n-order itemsetisi,...in is supported by a-order recordsetir,...r, if no two items
originate from the same record. For example, givenfollowing three recordsrg abc>, <r,

adef, <rs, bfgh>, thenryrors is a2"-order recordset due tq ~r,, r,~r,and r, ~r,. Since

bl ry, e r, andgl rs, begis a2"-order itemset supported by ti#%order recordset rrs.

Similar to link groups, theizeof a recordset is calculated by taking the proddi¢he sizes of
each link group. It is important to note that aegivecordset might be composed of different link
group combinations. This may happen f8karder recordsets when n is greater than two. For
example, Fig. 6.a and Fig. 6.b represent the sdfvarder 3-recordsetrrs formed in two ways
using different link groups. The total sizeraf,rs must incorporate both recordsets. Generalizing

from this example, giverj instances ofn™-order k-recordsetrs, its size is defined as:
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i k(k/2
sizg (rs)= ( QOlg, sizg.

A A
) (b)

®

(a

Fig. 6. Two forms of Recordsetr,rs

Given the sizes for all recordsets, the suppodloeitemsetis is defined as:

max_order [0, \/ sizg (rs)+1

t=1 t

sup, (is) = (Equation 2)

This metric is similar to Equatioln 1 — the globabport is calculated by adding the local
support at each level. The local support is alsogied based on the intuition that the size of the
recordsets should be of same importance as the. ofdeconstrairsize.(rs) to grow linearly
with order, first the square root size.(rs) is taken and then the lgg The square root accounts
for the O(?) growth of number of edges in a recordset as ayo®ws; the logyaccounts for the
exponential growth ofize.(rs). As before, one is added $@e.(rs) in the numerator to ensure
that the argument to legis non-zero.

2) Algorithm

This section presents the Higher Order Iltemset hjralgorithm, which discovers higher order
itemsets. HOIM is structured in an order-first lewése manner. Level-wise means that the size
of k-itemsets increases in each iteration (as is the fra Apriori), while order-first means that at

each level, itemsets are generated across allsordetation used in the algorithm is provided in

Table II, followed by the algorithm itself.

TABLE Il

NOTATION FORHIGHER ORDERITEMSETMINING ALGORITHM
RS Set ofk-recordsets.
Each member has: i) recordset; ii) order; iii) s9f¢he recordset.
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RS « Set ofn™orderk-recordsets.

Each member has: i) recordsets; ii) size.
1S Set ofk-itemsets.

Each member has: i) itemset; ii) global suppothefitemset.
IS, x  Set ofn™-orderk-temsets.

Each member has: i) itemsets; ii) local support.

Higher Order Itemset Mining

Input: D, L, max_order, minsup
Output:higher order itemsets

form Adjacency List

2. for each connected subgraph G
3.  Enumpath(G, max_order)
4

. for eachn™order linkgroug: r,~r,~ r_, ~T

=

n

ol
rp=(r1, 1), rp.size=Q(|r; Gr,y) ,rp.order = n

RS(rp, rp.order).sizet=rp.size
elseRS(rp,order)=size
9. for (k=3;R&: f; k++) /lk: size of the recordset
10. for (n=2;n< max_ordern++) // n: order
11. RS _k=Gen_RSRS k1);
12.  for each recordsesl RS, «
13. Enum_IS(s, n);
14. for each itemsas whereig|=k

max_order

15. 1S(is).sup= log,, /1S, (is).sup-1/u

t=2

5
6. if RS(rp, rp.order)is valid
7
8

16. Answer = AnsweE { is | I1S(is).sup >=min_sup}
Fig. 7. Higher Order Itemset Mining Algorithm

The first three steps ¢OIM are the same dsHOIM — to generate all possible link groups.
For each link group, step 5 generates the correspgr2-recordsets with the size and order
information. Steps 6 to 8 calculate the size 2fracordsets at a given order and store R§

Steps 9 through 16 of tHeOIM algorithm in Fig. 7 comprise one outer and two mioeps.
The outer loop proceeds in a level-wise manner leeeps track of the sizes of recordsets.
Although the k+1)-recordsets are generated in an Apriori-like fashbased ork-recordsets
from the previous iteration, no pruning is perfodhfer recordsets. The first inner loop, from

steps 3 through 6, proceeds order-first and geserdifferent order itemsets from the
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recordsets, and calculates their correspondingstpplues. Fig. 9 depicts the order-first level-

wise structure of our higher order itemset minitggpathm.

2-itemset 3-itemset 4-itemset n-itemset

Fig. 9. Order-First Level-wise Structure

In more detail, step 11 in Fig. 7 generatesrifi@rder k-recordsetdased on the™-order (k-
1)-recordsetausing Apriori’s candidate generation ability. Thegess is shown in Fig. 8. The
size of the recordset is calculated based on thatien forsize.(rs) above in Section VII. C.

Gen_RSRS, ¥

1. RS k+1 =apriori_genRS, ¥

2. for each recordsesl RS, k1

3. for eachpinrs

4 rs.size” = RS(rp,n).size
Fig. 8. Generate Recordset

For eachn™-order k-recordsegenerated, step 13 of Fig. 7 enumerates all pessiborder k-

itemsetdrom the recordset. Fig. 10 provides the pseudedodthis step.

Enum_ I19rs, n)

1. k=number of records in the

2. pick one item from each record
3. if the items are different

4. 1S, is).sup+=rs.size

Fig. 10. Enumerating Itemsets from a Recordset

Steps 14 and 15 of Fig. 7 calculate the global sudpr a singlek-itemsetacross orders from
two to max_orderbased on the support in Equation 2. If the glchglport meets the threshold,

thek-itemsetis added to the final output in step 16.
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D. Comparison of Two Approaches, LHOIM and HOIM

LHOIM generates latent higher order itemsets wii@IM generates explicit higher order

itemsets. This subsection theoretically and emgdisicompares these two approaches.

Latent itemsets are formed from link groups thandb contain repeated records. On the other
hand, explicit itemsets are formed from recordsetsich are composed of same-order link
groups. Before comparing the two kinds of itemsets issue needs to be addressed: for a
recordset composed of link groups, should we atlwsvlink groups to share common records? If
the sharing of common records amongst link groapisallowed, then one can claim that for the
same input, the latent itemsets generated from MH®Ill be a superset of the explicit itemsets

generated from HOIM. This is proven in Theoremalpiving Lemma 1 below.
Lemma 1For am-<lique, there arent-1)!/2 Hamiltonian cycles aneh!/2 Hamiltonian paths.

Proof: (1)m=3: a triangle with one Hamiltonian cycle. (2) asguthat for anym, lemma 1 is
true; (3) for themt+1 case: take the graph including one additionekxeadded to the previons
vertices. Form vertices, all the Hamiltonian cycles have alreda@gn found. Any singlen
Hamiltonian cycle, saw(, v2, ...., Vi, V1), containam edges. Randomly select any edge, say (
Vi+1), and break it to bevi( Vm+1, Vi+1). The cycle now becomes @{1)-Hamiltonian cycle. This
can be done for each edge of theycle. Thus, for eachh-Hamiltonian cycle, there arg(m+1)
Hamiltonian cycles. Thug(nt+1)=m*f(m)=m*(m-1)!/2=((m+1)-1)!/2. For any Hamiltonian cycle
with n nodes,n Hamiltonian paths can be generated. Thus, rfecliques with (-1)!/2

Hamiltonian cyclesm!/2 Hamiltonian paths can be generated.



32

Theorem 2 Using the same input data, the itemsets genefrfated the LHOIM will be a
superset of the itemsets generated from HOIM, wieenommon records are allowed in the link
groups composing the recordset.

Proof: Since the link groups in a recordset doghaire any common records, the recordset thus
forms a clique. Per Lemma 1, for akyecordset, there exi$t/2 link groups, covering alk
records in the recordset. Thus, any explicitemset generated from tHerecordset will be
generated from the link group as well. On the otieerd, the latent itemsets generated from link
groups might not exist in the explicit itemsetanfirthek-recordset, since the explicit itemsets are
limited to one item from each record only.

However, if link groups in a given recordset armwaed to share common records, then the
claim of Theorem 2 does not hold. For example, eappthe %-order 3-recordsetrirars is
formed based on the following link groups~r, ~r,, r, ~r, ~r; andr, ~r, ~ ry, all containing
ro. The recordset can be represented as in Fig.ntilclaarly there is no Hamiltonian path in this

graph. In this situation, it not possible to forrrk group coverings, roandrstogether.

Fig. 11. A Sample Recordset

In order to explore different types of higher ordemsets, the current implementation of the
HOIM algorithm allows the link groups in a givercogdset to share common records.
As different support metrics in two algorithms agplied, it is interesting to consider whether

any theoretical conclusions can be drawn in terhsipport. For example, given a recordset and
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those link groups covering the same records, whenrécordset has four or less records, the
support in HOIM is always less than the suppoitHfOIM. However, as the number of records
increases, the support in HOIM scales faster than in LHOIM. Continued exploration and

evaluation of these and other support metrics fqrars of the future work.

E. Sample Run

To further illustrate this algorithm, this sectipnovides a simple example simulating a real
problem: buying computer parts and a book aboudimg computers from an e-Marketplace.
There are four records in the database and fiveyats. The five products are: Microsoft Wheel
Optical Mouse (b); Building a PC for Dummies, Fifdition (c); Microsoft Internet Keyboard
(d); Build the Ultimate Custom PC (e) and AMD Athlé4 X2 (f). In Tables IlI-X these items
are referred to using their letter designatiorc(lal, e and f). Table Il summarizes the input.

First the transaction database is converted toaphgrepresentation and passed to the two
algorithms. The simple paths (or link groups) disred byEnumpathare shown in Table IV

with the corresponding size values.

In the HOIM algorithm, the recordsets and corresiiog itemsets of different sizes are
generated per Fig. 7. As portrayed below, 2-reaisdare directly obtained from tlgumpath
output, and 2-itemsets are generated from thesed@dsets. Recordsets are generated in a level-
wise manner, similar to Apriori as shown in Table-order k-itemsets are generated from
corresponding™-orderk-recordsets. For each itemset generated, the $oggdort is calculated
using the formula derived in Section VII. C, at eawrder. After generating all orders kf
itemsets and their local support (see Tables VI}Vthe global support is calculated for each

itemset per Equation 2 in Section VII. C.
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Instead of generating recordsets in a level-wisermag LHOIM merges the records in the link
groups directly. For each merged record, the oadersize of the corresponding link groups are
retained to calculate the support for the itemsesfzown in the LHOIM algorithm in Fig. 4.

Table IX shows the support for each itemset as agethe support at each order.

Table X compares the itemsets and the support sétweApriori, HOIM and LHOIM.

After all itemsets are collected, association rudes discovered using a standard ARM
algorithm such as Apriori. This example demonssrdateat both LHOIM and HOIM discover
novel information. For example, both approachesadisr the rulece f, which means if a
person buys the two books “Building a PC for Dunsnigifth Edition” and “Build the Ultimate
Custom PC,” they may very well be interested in “BMthlon 64 X2.” As the original database
does not have any record containing the higherratdensetcef traditional ARM algorithms

cannot discover this rule.

In the following section we describe the Analyssnponent of the D-HOTM system, and

then proceed to discuss our experimental results.

TABLE III.

SAMPLE DATA
ReclID Iltemsets
1 b,c
2 cde
3 c,f
4 d,ef
TABLE IV.
LINK GROUPS GENERATED FROM THE SAMPLE DATA
2nd-order paths | Size | 3rd-order | Size | 4th-order | Size
1-2 1]1-3-2 1]1-3-4-2 2
1-3 1]1-2-3 1]1-2-4-3 2
2-3 1]1-2-4 2| 1-2-3-4 2
2-4 2|1-34 1]1-3-24 2




3-4 1| 2-1-3 1]|2-1-3-4
2-4-3 2 | 3-1-2-4
2-3-4 2
3-2-4 2
TABLE V.
THE NTH-ORDER K-RECORDSETS GENERATED BHOIM
k=2, n=2 k=3,n=2
1,2 | bcde 1 1,2,3 | bedef 1
1,3 | bcf 1 2,3,4 | cdef 2
2,3 | cdef 1
2,4 | cdef 2
3,4 | cdef 1
k=2, n=3 k=3,n=3 k=4,n=3
1,2 | bcde 1 1,2,3 | bedef 3 1,2,3,4 18
1,3 | bcf 1 1,2,4 | bedef 3
1,4 | bcdef 3 2,3,4 | cdef 6
2,3 | cdef 3 1,3,4 | bcdef 6
2,4 | cdef 1
3,4 | cdef 2
k=2, n=4 k=3,n=4
1,2 | bcde 2 1,2,4 | bcdef 6
1,3 | bcf 2 1,3,4 | bedef 12
1,4 | bcdef 3
2,4 | cdef 1
3,4 | cdef 2
TABLE VI.
2-TEMSETS INHOIM
k=2
order =2 3 4 | Total
bc 0.12 0.08 0.09 | 0.29
bd 0.08 0.12 0.10 | 0.29
be 0.08 0.12 0.10 | 0.29
bf 0.08 0.12 0.10 | 0.29
cd 0.19 0.17 0.12 | 0.49
ce 0.19 0.17 0.12 | 0.49
cf 0.19 0.17 0.12 | 0.49
de 0.12 0.05 0.04 | 0.21
df 0.17 0.14 0.08 | 0.39
ef 0.17 0.14 0.08 | 0.39
TABLE VL.
3-ITEMSETS INHOIM
k=3
order =2 3 4 | Total
bcd 0.08 | 0.19 0.16 0.42
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bce 0.08 | 0.19 0.16 0.42
bcf 0.08 | 0.19 0.16 0.42
bde 0.00 | 0.10 0.11 0.21
bdf 0.08 | 0.19 0.16 0.42
bef 0.08 | 0.19 0.16 0.42
cde 0.12 | 0.17 0.11 0.39
cdf 0.15| 0.21 0.16 0.52
cef 0.15| 0.21 0.16 0.52
def 0.12 | 0.14 0.00 0.26
TABLE VIII.
4-ITEMSETS INHOIM
k=4
order =2 3 4 | Total
bcde 0.21 0.21
bcdf 0.21 0.21
bcef 0.21 0.21
bdef 0.21 0.21
cdef 0.21 0.21
TABLE IX.
ITEMSETS INLHOIM
2nd-order | 3rd-order | 4th-order | Total
b 0.24 0.28 0.28 0.80
C 0.42 0.37 0.28 1.07
d 0.39 0.37 0.28 1.04
e 0.39 0.37 0.28 1.04
f 0.39 0.37 0.28 1.04
bc 0.24 0.28 0.28 0.80
bd 0.15 0.28 0.28 0.71
be 0.15 0.28 0.28 0.71
bf 0.15 0.28 0.28 0.71
cd 0.39 0.37 0.28 1.04
ce 0.39 0.37 0.28 1.04
cf 0.39 0.37 0.28 1.04
de 0.39 0.37 0.28 1.04
df 0.35 0.37 0.28 1.00
ef 0.35 0.37 0.28 1.00
bcd 0.15 0.28 0.28 0.71
bce 0.15 0.28 0.28 0.71
bcf 0.15 0.28 0.28 0.71
bde 0.15 0.28 0.28 0.71
bdf 0.00 0.28 0.28 0.56
bef 0.00 0.28 0.28 0.56
cde 0.39 0.37 0.28 1.04
cdf 0.35 0.37 0.28 1.00
cef 0.35 0.37 0.28 1.00
def 0.35 0.37 0.28 1.00
bcde 0.15 0.28 0.28 0.71
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bcdf 0.00 0.28 0.28 0.56
bcef 0.00 0.28 0.28 0.56
bdef 0.00 0.28 0.28 0.56
cdef 0.35 0.37 0.28 1.00
bcdef 0.00 0.28 0.28 0.56
TABLE X.
COMPARISON
Apriori HOIM LHOIM

b 1 0.8

C 3 1.07

d 2 1.04

e 2 1.04

f 2 1.04

bc 1 0.29 0.8

bd 0.29 0.71

be 0.29 0.71

bf 0.29 0.71

cd 1 0.49 1.04

ce 1 0.49 1.04

cf 1 0.49 1.04

de 2 0.21 1.04

df 1 0.29 1

ef 1 0.29 1

bcd 0.42 0.71

bce 0.42 0.71

bcf 0.42 0.71

bde 0.21 0.71

bdf 0.42 0.56

bef 0.42 0.56

cde 1 0.29 1.04

cdf 0.49 1

cef 0.49 1

def 1 0.26 1

bcde 0.21 0.71

bcdf 0.21 0.56

bcef 0.21 0.56

bdef 0.21 0.56

cdef 0.21 1

bcdef 0.56

VIII.  ANALYSIS

The Analysis component serves to assist the usaaimaging, exploring and experimenting with
the wealth of information (comprised of itemsees;ardsets, association rules and other data)

generated by the D-HOTM system. A component betantp the Post-Processing subsystem,
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the Analysis component is a collection of a sevgraphical user interface (GUI) classes and a
number of Java classes to support the GUI. Thgsaost classes include a set of Reader classes.
The specialized Reader classes read in the stateedD-HOTM objects from the XML-style
files output by the Mining subsystem. Each objagie in the C++ mining code has a
corresponding Java object in this component, wittliteonal attributes and functionality. The
Readers are used by a set of corresponding Mar@dgeses, which are responsible for the

storage and management of D-HOTM objects.

RuleReader DbjectReader Link GroupReader
i o b g N
Fule | Record RecordReader LinkGroup [
\ | \\ 7 \ ||
RuleManager Recordhanager LinkGrouphianager
=
o M o
A e s H’]\
II e w—
" ey
FuleRecordLinker e oWot RecordMenger
i
DHatmGui

Fig. 12. UML Class Diagram of the Analysis Compon#

The Mining subsystem discovers linkable records rmedges them based on link groups. The
merged records are then used to derive rules plaat ultiple records. However, the processing
components do not maintain the details of the geleeration process. To be able to provide the
user the ability to analyze every aspect of the @M process, the Analysis component needs
functionality to help put the different pieces ttg.

The Analysis component generates a graph struttome the information provided from the
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D-HOTM XML output files. In the Mining subsystem,ulRs are the final output, while Link
Groups and Merged Records are intermediate resultsthe graph structure, the Analysis
component incorporates the concept of SuccessarsPagdecessors. Although rules have no
successors in this graph, they do have Recordgirfalior merged) as their predecessors, and a
Merged Record has a LinkGroup as its predecestbese relationships are recovered by the
Java classes LinkGroup, RecordMerger and RuleRerdker. The intention is to generate links
of Rule Record LinkGroup, to be able to reach back to the origfira particular rule. In
such manner, the user can understand how a partinle was generated and how its support
value was assigned.

The GUI of this component thus provides the userahility to traverse the directed graph of
rules, records, merged records and link groupse ihkeraction with the user begins with the
system asking the user to provide the type of mdgsired and other filter parameters of interest.
With this information, this component reads theuresfl set of rules and creates the graph.

The GUI also provides the user with the functidiyadf moving to a predecessor or successor
of a graph element, similar to the Columns viewhef Finder application in Mac OS X. Graph
elements of a given type are presented to theingbe form of a list. The user is also provided
a view of two additional lists, the predecessar disd successor list. When the user selects a
particular element in a list, a description of #iement shows up. The user can then choose to
either move to a predecessor or successor of ¢hested element. With any such move, the
predecessor and successor lists are appropriafshpulated.

Moving arbitrarily in a directed graph can be caifig to a user. The user might take an

undesired route and want to retrace a path. Afsspme cases, the user might want to explore
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several different routes in the graph. The GUIlitates these common activities by providing

“Back” and “Front” buttons, similar to the ones ya&ent in modern-day browsers.

[ D-HOTM Analysis Tool 7
Record #1
Record #3 = |Rule 541
Record #4 Rule #42
Record #6

Record #7

Record #8

Record #10
Record #11
Merged Record #1
Merued Record #2 [ |
IF phone =n202 THEN name= b1 fus
Support= 0.470588 - Confidence = 0.875

| Go hack H Predecessors H Successors || Go Forward ‘

(&) Rule Filer (b) Displaying Filtered Rules

[ D-HOTHM Analysis Tool ] [} D-HOTM Analysis Tool )
LinkGroup #1 : #1 =] inkGroup #1 ¥ COr o]
“Record #3 = Record #3 =
-[Record #4 Record #4
[Record #6 Record #6
“IRecord #7 Record #7
:[Record #8 Record #8
[record #10 Record #10
Record #11 Record #11
:|Merged Record #1 = hMerged Record #1 e
IMered Record #2 = Record £2 =
= =
F==pvP=name = bl namefhl-ID=IAVP=<AYP=addr = a2 : addra2-1D=iav| = | order= 2 { Record #1 ~ Record #3 }: Strength =05 =]
P==AvP=name = b1 . name/b1-|ID=iAWP=<AvP=phone = n201 : phonem20/
1-ID=/AvP==AvP=name = b1 Tnameit1-ID=/AYP=<AYP=phone = n202  p
honem202-ID=/AVF=<AVP=name = m2 : nameim2-1D=AyvP=<AVF=addr=
a2 - addria2-ID=/AVP = =AVP=phone = n5 : phongin5-1D=iAVP==AYP=name
=h1: name/1-1D=AYP==AVP=addr = a2 - addria2-ID=/AVP==AVP=name
= b1 tnamefbl-ID<AVP=<AVP=addr = a2 taddriaZ-ID=IAVR-<AVP=name —
= bl namef-1D=AVP==AVP=phone = n201 : phone/n201-1D<iAVP=<aY|
P=name = b1 : name/b1-|D=/AYP=<AWP=phone = n202 : phone/n202-1D=f
AVP= = =
‘ Go back ‘ ‘ Predecessors || Successors || Go Forward | | 6o back || Predecessors ‘ ‘ Successors ‘ ‘ Go Forward ‘
(c) Displaying Contents of a Record (d) Displaying Contents of a Link Group

Fig. 13. Filtering Rules using the Analysis GUI

Fig. 13.a shows the filtering process achieved H®y Analysis component. Here, the user
selects Higher-Order rules for analysis, and can apecify the entity (specified as an attribute-
value pair, or AVP) of interest, support and coefide levels. Based on these parameters, the
Analysis component displays only those rules satigfthese constraints, shown in Fig. 13.b.
Specifically, these rules are higher-order assoriatules containing {number=b1} and have

support and confidence greater than or equal t6 &l 0.8 respectively. When the user clicks
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on Rule#41 the GUI shows the content of the rulthentext-area located at the bottom of Fig.
13.b. Clicking on Rule#41 and the “Predecessorgtoby the left column of the GUI is now
populated with a number of record identifiers. #&lese records contain Rule#41 and hence
serve as predecessors of this rule. Clicking gnadithese records displays their contents in the
text-area located at the bottom of the GUI, as shimwFig. 13.c. The GUI provides information
on both kinds of records: original records, ideeatif with text starting with "Record#", and
merged records, identified with text prefaced byetyedRecord#".

Clicking on MergedRecord#1 and the “Predecessoustoh displays the link group used to
generate this merged record. In the case of @ligecords, no predecessors would appear on the
left column in the GUIL.

Information regarding link groups is also availatde shown in Fig. 13.d, the result of clicking
on LinkGroup#l. The text appearing in the lowext{#rea states which records are linked

together to form this link group along with theestgth of the link group.

IX. EXPERIMENTAL RESULTS

Experiments were conducted to further evaluateDtH¢OTM system on the National Center
for Supercomputing Applications (NCSA) Tungsten &uwfuster (Xeon Linux). Tungsten is
composed of Intel 3.06GHz Xeon DP processor-bagsterms running Red Hat 9.0, with
Myrinet 2000 interconnects, and an I/O subclusti&h ywmore than 120 terabytes of DataDirect
storage. Tungsten provides Intel 8.0 icc and GNU 3.2 for compilation, the Load Sharing
Facility (LSF) batch system for job control and GH&on/Pro for the MPI runtime environment.

The aforementioned methamphetamine case data vemk tascompare the two algorithms,

LHOIM and HOIM. The sample dataset included 16 rds@ontaining 24 total items. Using this
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data, LHOIM generated 6809 latent itemsets whildMiQenerated 4334 explicit itemsets based
on 2045 link groups up to order ten. For the sanpaiti data, Apriori generated 75 itemsets
including 24 1-itemsets. Table XI compares the neindf itemsets generated at each level for
Apriori, HOIM and LHOIM, while Table Xl comparefi¢ average support at each level for the

three algorithms.

TABLE XI.
NUMBER OFITEMSETSGENERATED AT EACHLEVEL K
k Apriori HOIM LHOIM
2 32 139 141
3 14 402 593
4 6 903 1830
5 N/A 1254 4245
6 N/A 1052 N/A
7 N/A 488 N/A
8 N/A 96 N/A
TABLE XIl.
AVERAGE SUPPORTCOUNT AT EACH LEVEL K
k Apriori HOIM LHOIM
2] 1.03125 | 0.512368 | 1.622969
3 1] 1.192939 | 1.302798
4 1| 1.883378 | 1.044705
5 N/A | 2.584516 0.84219
6 N/A | 3.217012 N/A
7 N/A | 3.668064 N/A
8 N/A | 3.861208 N/A

As depicted in Table Xl, in Apriori the number ¢émsets generated decreased after reaching a
peak for lower levels of k. Also, in Table XII tlsepport decreased with the increase in level. It
is notable in Table XI that HOIM similarly sees dessing numbers of itemsets after an early
peak, although support for HOIM itemsets increas@t increasing k (Table XII). In contrast,
the number of latent itemsets discovered in LHORdréased with increasing k (Table XI), but

support decreased (Table Xll). Because HOIM gersri¢msets based on recordsets that are in
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turn formed in an Apriori-like manner, the numbéitemsets generated using HOIM generally
followed Apriori’s pattern. LHOIM, on the other hdyndiscovered itemsets based on link groups,
which grow as the order increases. The longerittkedroups, the larger the merged records as
well as their corresponding size. Since LHOIM meérgecords contain more items, the level
designating the peak of the number of itemsetsas®d as well. For example, for a total of 23
items, the maximum possible combinations of 2-itetsiss 253 while the potential maximum for
5-itemsets is 33649. This is one explanation aw/tg the number of itemsets generated by
LHOIM continue to increase.

Another interesting pattern in Table XII demongsathat support for HOIM tended to increase
with the level, while the support for LHOIM tendé¢al gently decrease. Increasing support in
HOIM indicates that the sizes of recordsets comtittuscale slightly faster than the order, despite
the application of the square root andi{od his suggests that more experimentation is requir
to refine and explore suitable metrics. In LHOIMe tsupport stayed relatively stable, potentially
due to repeatedly generating small itemsets aanaks's. In other words, for any link group, the
sub-link groups are also used in LHOIM, the res@ilivhich is that the itemsets supported by the
sub-link groups will be generated by all the sulpgc-groups.

From this preliminary example, one can see that MGnd HOIM capture different
characteristics of the data. For example, {"Deldate "John Deer", "Smith Robert"} is a latent
higher order itemset generated from the ¥ Green~24° Sth Memorial Dr. W. gty Robert 242-548-
%38 John Deerusing LHOIM by linking records containing “Del Gae.” On the other hand,
{"Robert Gio", "Del Green", "John Davison", "Reu Ruis"} is an explicit higher order itemset

discovered by HOIM because the four records &rerder linked to each other. Although these



44

four entities never appear together in any singledgroup, this higher order itemset suggests that
they are closely coupled together.

In addition to empirical comparisons between the adgorithms, experiments evaluating the
scalability of a higher order itemset generatiogoathm were performed. These tests used the
cluster at NCSA and scaled up to approximately@@@ords on each of up to 128 processes on
64 nodes. The input again was the aforementionethamghetamine case data. The output
generated was higher-order itemsets. Correctnesgragram execution was determined by
comparing the itemsets produced by each MPI protessder to validate the system, the input
data was designed such that each local MPI prquesisiced identical itemsets. Although this is
not the expected mode of operation, it serves lidate the system. Therefore, the algorithm was

validated simply by recognizing identical localuks across different nodes.

TABLE XIII.
PROCESSINGTIMES WITH 4,096RECORDS PERNODE
Processes (Nodes Total Records User (s€ec) Systs
2(1) 8,192 0.64 0.14
4(2) 16,384 0.53 0.14
8 (4) 32,768 1.1 0.39
16 (8) 65,536 1.59 0.39
32 (16) 131,072 3.64 1.0
64(32) 262,144 5.14 1.13
128(64) 524,288 14.33 3.1

The user and system execution times of the systendepicted in Table XIIl. Higher-order
itemsets generated by each MPI process were idgkntitthough these results are preliminary in

nature, they serve to validate the higher ordensest mining algorithm.

X. CONCLUSIONS

This article presented the Distributed Higher Orfiext Mining (D-HOTM) framework, a novel

association rule mining algorithm that discoverspamsitional rules based on higher order
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associations in a distributed environment. D-HOTidvides a solution to distributed association

rule mining of textual data from raw data pre-pssieg through post-processing analysis. The
theoretical foundation of the mining and linkingopesses provided herein addresses many
difficult challenges posed by heterogeneous disteith databases that cannot be easily

centralized.

This work developed a framework to extend assamiatule mining from T-order to all
possible orders. Definitions for higher order ismts were given and the context for such
itemsets defined. Two novel approaches to discogdrigher order itemsets were presented and
evaluated, including mechanisms to calculate suppoA software system was designed,
implemented and tested, and preliminary experinheasalts were presented and discussed. The
results indicate that distributed higher order esdmn rule mining provides valuable insight

into item relations that is unavailable with traatial algorithms.

Xl. FUTUREWORK

The future work of this project aims to extend gviarcet of the D-HOTM system. First, the
system will be formally described and designedetwves as a computational service. Second, the
object isomerism component will be extended to iake account more sophisticated metrics in
determining object similarity. Third, to becomewddely-usable and extensible service (by
experts and novices alike), new metaphors, modgtraction and visualization techniques will
be introduced across many aspects of this systenally, while the basic theoretical framework
is presented here, much work is needed to enhaatabdity, establish and verify metrics, etc.

The first objective is to provide the D-HOTM syste® a resource to the network (for many

data extractors and sharing services to use), ghrabhe use of open-source standards and
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software. Adopting the Service Oriented Architeet(SOA) approach will enable the system to
be available as an on-demand service to the nefwoelatly simplifying adoption and usage by
law enforcement personnel, systems and services.

The SOA model is a powerful choice for the enharidddOTM system, as more of the link
analysis can be rooted in distributed computatiomats, feeding the results to more lightweight
clients as needed. Using this model, end-usery aeked platforms able to handle the
visualizations and interface (which any current 4giidde computer system will provide). In
addition, as data storage and transferal is bas@dlBM and GJXDM, this system will be easily
interconnected with other projects resulting fromrrent and future DHS/DOJ initiatives.
Scalability and stability are thus also key elerseat any system that aims to provide a
ubiquitous resource across the law enforcementidftestructure.

A second direction of future work extrapolates éxgloration of simple edit distance metrics
for identifiers such as title concatenated withhaus, and will continue to explore more
sophisticated techniques based on a hybrid FeSagier neural-network model currently under
development in the TMI [44]. Evaluation of the &y will be based on the standard techniques
used in object isomerism research including, f@aneple, the use of the Fetric on testing data.

A third direction of future work deals specificallyith the extensibility and applicability of the
D-HOTM system, from the position of the end-usensl aevelopers. Issues of scalability,
computational steering, interactive mining, digitéx development standards, techniques and
interfaces for different users will need to be added before data mining becomes widely
utilized. With the D-HOTM system as a central fuioal core, various scaling and distribution
mechanisms are being examined, including additioaaimunication libraries (other than MPI),

computing mechanisms (e.g., Condor and Xgrid), @nid-enabling technologies (such as the
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Globus toolkit). Moving data mining applicationr the traditional batch-style to a more
interactive experience is a related aspect of éutvork, as there are few systems that provide
distributed monitoring and steering capabilities fimining systems. Visualizing and analyzing
textual-based results is also challenging, as migsial analytics systems are heavily domain-
dependent on Cartesian positional data (such #seiBiomedical and mechanical engineering
domains). Even with solutions to these issuedangy much work remains to be done involving
the number, kind, and definition of metrics forardactive, distributed, text mining systems.

Tackling these and other issues, while providingfuisand effective solutions for users, is one
of our long-term goals. Our present approach tiregking these questions is to provide a visual
programming mechanism (facilitating component-deen design) based on one or more
description languages — languages that will proadaeta/semantic-level standard facilitating
data transmission and transformation, software @omapt requirements and products, message
passing, metrics description and other aspecisalrfor large-scale distributed systems.

Fourthly and finally, in future work we plan to adds both theoretical and practical aspects of
these algorithms. First, we plan to apply thesgporihms on real world data including e-
Marketplace, law enforcement and public health@at as part of our ongoing NSF-funded
work in distributed higher-order ARM developmerih. terms of algorithmic evaluation, we plan
to develop methods for comparing high-confidendgh{support rules generated using both
HOIM and LHOIM with the rules generated by Apriolso, as noted further work is needed in
evaluating metrics for support. The current suppwatrics were developed empirically, and we
need to further explore whether there is a themakhasis for calculating support in this way, and

also what other factors must be considered in tatiag support.



48

D-HOTM has been developed using the Text Miningdstiructure (TMI) [44], and along with
the existing TMI release available at hddi.csedbtedu, we also plan to release D-HOTM as a
platform for research and development of distridutext mining and association rule mining
algorithms. Finally, we plan to address issuestedl@ao scalability of the algorithm. Although
the current algorithm rests on a firm theoreticalirfdation, much of value remains to be

accomplished in terms of improving the performance.
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