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Abstract

The Web today includes many pages intended to deceive seagihes, in
which content or links are created to attain an unwarrangésdlt ranking. Since
the links among web pages are used to calculate authoritying systems would
benefit from knowing which pages contain content to be tduated which do not.

In this paper, we propose and compare various trust projpegatethods to
estimate the trustworthiness of each page. Unlike existiok that uses trust to
identify or demote spam pages, we additionally propose lodncorporate a given
trust estimate into the process of calculating authorityafcautious surfer

We find that a non-trust-preserving propagation methodles@mbachieve close
to 50% improvement over TrustRank in separating spam fromspam pages.
Furthermore, we show that a cautious surfer utilizing testmates can improve
PageRank’s precision at 10 by 11-22%. Thus we demonstraterttorporating
trust into authority calculation can improve web search.

1 Introduction

No longer is the Web primarily a means for people to share amaingunicate knowl-
edge, as it now incorporates the efforts of many individaals organizations with their
own varied interests at heart. Most content providers t@taynot satisfied to wait for
a visit to their pages, but instead will do what they can tacento convince, even to
trick surfers into visiting.

By luring a visitor into a web site, an organization has gditfee opportunity to
advertise, to proselytize, to present a business offeng exploit vulnerabilities in the
visitor's browser or operating system to install malwaresofe kind. Such opportu-
nities are valuable, and thus many organizations are ndihgito simply advertise.
They have recognized that one of the best ways to affect wastefer will go is to
influence the results of queries submitted to web searcmengi

*Technical Report LU-CSE-06-034, Department of Computéer®e and Engineering, Lehigh Univer-
sity, Bethlehem, PA, 18015.



In the early days of the Web, a web search engine was abspalgctive, exam-
ining only the content of a page and returning those pages&bontent best matched
the query. However, the growth of the Web meant that thousandhillions of pages
were considered relevant, necessitating some other meassist in ranking those re-
sults. A major factor incorporated in today’s search engiisea measure of authority
or importance to help determine query result rankings,aifiitks as votes or recom-
mendations for the target.

Thus in general, to improve the ranking of a page for a pddrcguery, one can
improve the content with respect to the query, or one canadwgthe authority of the
page. With some knowledge of how search engines functias pibssible to manip-
ulate the results of a search engine by adding keywords tadhtent or by creating
links from other pages to the target page [37, 16, 17, 3]. Teeaf such techniques,
called search engine spam [29, 18], can lead to inapprepyihtgh rankings for the
target pages (degrading the query results). While the obwigner benefits from the
increased traffic, searchers and search engine operagirs denore objective ranking
of search engine results.

The traditional PageRank [28] approach to authority calitoh generally says that
the importance of a page is dependent on the number andyqoélitages that link
to it. Similarly, under HITS [23], a page is important if it imked from hubs that
also link to other important pages. Both of these models,dvewy assume that the
content and links of a page can be trusted. Some suggestwessince been made,
e.g., to discount or eliminate intra-site links [23], toweight extra links from one site
to another [5], to identify nepotistic links [10], to weighased on placement of link in
page [7], and to re-weight based on spamming behavior [37, 38

However, given the adversarial nature of today’s web, it \ddie advantageous to
be able to know which pages contain content and links thatraséworthy, and then
emphasize such pages in authority calculations.

TrustRank [19] was one of the first mechanisms to calculateasuore of trust for
Web pages. It uses a human-selected seed set of trustwaidleg rand then calculates
a personalized PageRank [6] in which all jump probabilitgistributed only to the
seed set. Thus, those pages that are reachable via theedigraph from a seed node
accumulate some trust; the better linked a page is to thesstethe higher the trust
score calculated. TrustRank promotes trustworthy pagesdamotes untrustworthy
pages (e.g., spam pages). In other work we have expande@@pgroach to consider
the representativeness of the members of the seed set aarolisction of topics and
so we re-weight them to form a better performing Topical TRak [40].

TrustRank and Topical TrustRank use essentially the sanchanésm to calculate
trust as PageRank uses to calculate authority. Howevemibt clear that trust should
flow in the same way as authority. Guha et al. [15] demonstrateumber of propaga-
tion schemes across a person-to-person trust networkelpréfsent work we compare
and evaluate alternative trust propagation mechanisnthéeb.

However, intuition suggests that estimates of trust (alastRank and the other
methods we explore in Section 3) cannot be used directlydtraity rankings. The
main reason is that algorithms based on propagation ofdestnd critically on large,
representative starting seed sets to propagate trust (@sglbby distrust) across the
remaining pages. In practice, selecting (and labelingh suset optimally is not likely



to be feasible, and so labeled seed sets are expected toya tny portion of the
whole web. As a result, many pages may not have any trust tnuslisvalue just
because there is no path from the seed pages. Thus, we aagestimates of trust are
better used as hints to guide the calculation of authordyyeplace such calculations.

The appropriate integration of trust into the calculatidraathority has been an
open question: recent work about trust-based approachstynfimcus on the applica-
tion of spam identification, while how to use them for curre@arch engines remains
unstudied. In this paper we will explore mechanisms to combiuthority calculation
with trust information so that spam pages are penalizedenthi2 good quality pages
remain unharmed. More importantly, we will ask and answerghestion of how such
approaches affect the quality of the rankings generated.

The contributions of this paper include:

e The creation and use of an improved trust evaluation metat¢ incorporates
spam and non-spam page measures;

e The developmentand comparison of novel propagation mésmarior trust and
distrust, and their combination in a unified model;

e The study of the various ways to utilize trust hints to cohtAargeRank’s random
surfer into a cautious surfer; and,

e The demonstration of significantly improved performancemiitiple real-world
datasets based on the incorporation of trust estimate®geRank.

Notably, we also provide the first evaluation of TrustRanlaabrect ranking method
as well as how it and Gyongyi et al.'s spam mass [16] perfam@ source of trust hints.

The remainder of the paper proceeds as follows: the backgrand related work
are introduced in Section 2. Different choices for trust aligtrust propagation are
proposed in Section 3 with the experimental results show®eiation 4. Models that
incorporate trust into authority calculation are detailedbection 5; experimental re-
sults about their performance on both spam demotion andyepparcific retrieval are
presented in Section 6. We conclude with a discussion andefutork.

2 Background and Related Work

In this section, we introduce related work and backgrounskewveral categories. First,
we briefly introduce the most popular authority based athor-PageRank. Then we
introduce the work that use trust in web system to demotekeargine spam. Thirdly,

we introduce the work that use trust in other systems. Bina introduce the work

that proposes different random models for a surfer.

2.1 PageRank

PageRank is a well-known random surfer model [28] propose&dge and Brin to
calculate page authority. In that model, a surfer on a givagep, will have two
actions. One is that with probabilityhe selects uniformly one of its outlink3(7) to



follow, and the other is that with probability— d he chooses to jump to a random page
on the entire wehd is called damping factor. The formulation of PageRank is

PR(j) 1

00) +(1-d)= (1)

PR(i) = ~

PageRank is a topic-independent measure of the importdraceveb page, and must
be combined with one or more measures of query relevancamdimg the results of a
search.

2.2 Trust propagation for demoting spam

Search engine spam is any attempt to deceive search engaméfrig algorithms. It
is one of the challenges for search engines [20]. Researdrmn both academia
and industry have presented a variety of algorithms to figffer@nt kinds of spam
[12, 4,1, 26, 11, 13].

In order to combat web spam, Gyodngyi et al. [19] introducadsiRank. Itis based
on the idea that good sites seldom point to spam sites andepteogt these good sites.
This trust can be propagated through the link structure enfieb. So, a list of highly
trustworthy sites are selected to form the seed set and ddbbse sites is assigned a
non-zero initial trust score, while all the other sites oa Web have initial values of
0. Then a biased PageRank algorithm is used to propagateittislietrust scores to
their outgoing sites. After convergence, good sites witl@eecent trust score, while
spam sites are likely to get lower trust scores. The formbiErastRank is:

TR(i) =

TR(j) {(1—d)l ifier o

O(j) 0 " ifi ¢ 7
whereT R(i) is the TrustRank score for pageandr is the seed setT'R(:) will be
initialized asﬁ if 7is in the seed set and 0 otherwise. Gyongyi et al. iteraten2€st
with d set to 0.15.

In their more recent paper [16], the concept of “spam mas#iti®duced to es-
timate a page’s likelihood to be spam. The relative spam roassgiven page is
calculated in the form of
PR(i) — TR(4)

PR(7)

which indicates the fraction afs PageRank that is due to contribution from link spam.
Pages benefiting significantly from link spamming are exgpa¢d have a high spam
mass value. In contrast, authoritative non-spam pagessevhigh PageRank values
are accumulated from other reputable pages’ votes, wiletaemall relative spam
mass.

In some SEO discussion boards, one approach, called BadRatelieved to be
used by a commercial engine to combat link fafmBadRank is based on propagating

SP(i) = 3

10ne description of BadRank can be found at [30].
2See, for examplét t p: / / ww. webrmast er wor | d. cont f or un8/ 20281- 22- 15. ht m



negative value among pages starting from known spam padsrebult of BadRank
is that a page will get high BadRank value if it points to sorages with high BadRank
value.

Wu and Davison [37] publicly describe a simple but effectivethod to detect link
farms. They initially select a seed set by calculating thersection of incoming and
outgoing link sets. Then controlled reverse propagatiobasfness from the seed set
is performed. Similarly, Metaxas and DeStefano [25] andsKmian and Raj [24] also
propagate from a seed set of spam pages along incoming Mikbree methods focus
on the identification of search engine spam, and not trusse@e

In preliminary work, Wu et al. [39] first proposed using di#at mechanisms to
propagate trust among pages. In addition, they also prajpthee incorporation of
distrust into the model. The present paper more carefulbluates these ideas and
how such estimates of trust can be utilized in result ranking

All of these focus on demoting search engine spam. In canwas main goal in
this paper is to improve search engines’ ranking perforraanc

Bar-Yossef et al. [2] described a random surfer model toutate a page’s decay
score, which is an indication of how well the page is mairgdior that it has decayed.
This model fundamentally utilizes the same idea of propagatome type of badness
value backwards.

2.3 Trust in other systems

Actually, before trust was introduced into the effort of fily web spam, it was used
in other system, such as reputation systems and peer-t&ysems.

Kamvar et al. [22] proposed a trust-based method to deterneiputation in peer-
to-peer systems. Similar to PageRank, this model utiliigsneector calculations to
generate a global trust score for each node in the system.

Guha et al. [15] study how to propagate trust scores among@exbed network of
people. Different propagation schemes for both trust astiulit are studied based on
a network from a real social community website.

Richardson et al. [32] propose a model to build trust for seticaveb. This trust
can tell the credence of each information source in the sémagb.

With the increasing popularity of reputation systems, ey for online trans-
action systems, different models [35, 31] have been praptzsacorporate trust into
reputation systems.

Compared to the research summarized above, we focus onvmpreearch engine
ranking performance by estimating trust scores and usiamtas hints for authority
calculation.

2.4 Different surfer models

PageRank uses a fixed damping factor and equal probabilignwhoosing a link to
follow or jump, some researchers have modified differeneatgpin order to get better
ranking performance.



Richardson and Domingos [33] proposed using different pbdties for different
outgoing links for a term-specific PageRank. The probakisibased on the relevance
of the child page and a given term.

Wang et al. [36] introduce Dirichlet PageRank, in which th@amic setting of
an interpolation parameter is better able to model the Pagke®Riarkov matrix than
with a fixed jump probability. In Dirichlet PageRank, a suiemore likely to follow
an outlink if the page has many outlinks, and when testedopes 4-5% better than
traditional PageRank. In contrast, we use the trust scotieeofurrent page to change
the parameter.

3 Trust and Distrust Propagation

TrustRank propagates trust among web pages in the same mastiee PageRank
algorithm propagates authority among web pages. The bdsiis that during each
iteration, pages propagate their trust to the children withbability d, or retreat back
to the seed sets with probability— d. We agree with the idea to bias good pages in
seed set; however, in the part of propagating trust to thendowam pages, it is not
clear that whether trust should flow in the same way as aughori

Two key steps in trust propagation may be explored. One isdoh parent, how
to divide its score amongst its children; we name this théittasp” step. The other is,
for each child, how to calculate the overall scores giverstiares from all its parents;
we name this the “accumulation” step. In the case of TrustRamarent’s trust score
is equally distributed among its children, and a child’srallerust score is the sum of
the shares from all its parents.

With respect to trust splitting, we raise a question: Givewo tequally trusted
friends, why should the recommendations made by one friendidighted less than
the other, simply because the first made more recommendga&tidrsimilar argument
has been made by Guha [14]. A straightforward solution hete igrant each of its
children the whole amount of trust it has rather than equadlitting. Or, we can take
a compromise between them. In this paper, we will study thheéces:

e Equal Splitting: a nodei with O(#) outgoing links and trust scofBrust () will

give Trg(sf)(i) to each child.

e Constant Splitting: a node: with trust scoreTrust(¢) will give Trust(i) to

each child;
e Logarithmic Splitting: a nodei with O(¢) outgoing links and trust score
Trust(i) will give % to each child.

In either case, a child’s trust may not just be the sum of thems trust. An
alternative is to use the maximum trust sent by any one pakenwill study investigate
both of them for the accumulation step:

e Simple Summation: Sum the trust values from each parent.

e Maximum Share: Use the maximum of the trust values sent by the parents.



Each of these propagation policies is applicable to bott tiad distrust. The only
difference is that distrust is propagating in the reversezb\raph from spam seed
sets. By using the above choices, the equation for calaglatust (or distrust) will
incorporate modifications to the Equation 2. For examplesifg “Constant Splitting”
and “Simple Summation” for trust propagation, the equatidlhbecome:

{ (1—d)ﬁ ifier

Trust(i) =d Z Trust(j) + 0 itidr 4

7]
On propagating trust and distrust to the pages on the weh,ge ends up to be
associated with two scores, a trust score and a distrust s§orce trust score indicates
how likely a page to be good page while distrust score indghbw likely it to be
spam page, an overall trust score can be generated by dirigréiee distrust score
from the trust score, in the form of

Total(i) = Trust(i) — a x Distrust(i) (5)

whereTotal(i) represents the overall trustworthiness for pag®istrust(i) is the
calculated distrust for pageanda is the weighting factor.

As a result, pages with trust scores near one are highlyeyugtages with trust
scores near negative one are highly distrusted and pagksudtes near zero are of
unknown status.

4 Evaluating Trust and Distrust Propagation

In this section, we show the results of using different medtras discussed in the
previous section.

4.1 Dataset

The data set used for the experiments is UK-2006, a crawleofith top-level domain
[41] downloaded in May 2006 by the Laboratory of Web Algonitics, Universita
degli Studi di Milano. There are 77M pages in this crawl. Tdhpages are from 11,392
different hosts. The page level graph contains around 3&Jiwhile the host graph
contains more than 732K links.

A labeled host list is also provided with the above data sbe dombined dataset
(crawl and host labels), called WEBSPAM-UK2006, is pulyliaVailable for research
usage from Yahoo! Research Barcelona [8]. Within the lieré¢ are 767 hosts marked
as spam, 7,472 hosts as normal and 176 hosts marked as wedtle€ide remaining
2977 hosts are unknown.

The details of the above four different categories are:

e spam: the site is deemed to be a spam site.
e normal: the site is a good site.

¢ undecided: the site is along the borderline between spamamaal sites.
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Figure 1: Distribution of UK-2006 hosts within the twentyedly-weighted PageRank
buckets.

e unknown: the site has not been labeled.

We test our proposed mechanisms in the labeled UK-2006 haghg

4.2 Experimental Procedure

We use PageRank (actually HostRank since it is calculatddnithe host graph) as
our baseline reference system. According to the TrustRapgers description, we
generate the list of sites in decreasing order of their PagkRalues and segmented
them into 20 buckets, with each bucket containing hosts wiRageRank values sum
to 1/20th of the total. For each proposed appro&ctwe can also calculate a corre-
sponding ranking listist p. The list is then divided into 20 buckets so that each bucket
has an identical number of elements as the correspondingRendk bucket. The dis-
tribution of hosts within these 20 buckets is shown in FigureThe first 10 buckets
contain close to 10% of all hosts.

We find this method useful as it tends to place many low perifiagmages in the
same bottom bucket(s), while allowing the top buckets todmaidated by many fewer
high-scoring pages, which are intuitively the ones likelype ranked among the top-10
results for a particular query.

We perform ten-fold cross-validation to compare the perfance of different prop-
agating mechanisms. We first equally partitioning the 7 l&b2led normal hosts and
767 spam hosts into 10 folds so that each fold contains 10%edbtal good hosts and
10% of the total bad hosts. For each trial, 9 out of the 10 faldsselected and merged
as the seed sets (with normal hosts in the trust seed set andlspsts in the distrust
seed set), leaving the remaining one fold together with aknown and undecided
hosts to form the test set. We then apply different trust pgagpion methods based on
the seed sets and check their performances on the test setcrdhs-validation pro-
cess is repeated ten times and we present the average fabdten trials as the final
result.



4.3 Measurement

Our goal is to simultaneously demote spam sites and boostal@ites. This means
that when evaluating performance, we need to track the mewésrof both normal
and spam sites: the further they move away from another,dtiefthe overall perfor-
mance.

Assume thatS and NV represent the normal hosts and spam hosts in the test set,
by usingPOS,(S) andPOS,(NN) to denote the average bucket positionSoand N
within the rank list generated by approgghwve can measure the movementénd
N compared to the reference system PageRank as follows:

]\/[V;D(S) = POSp(S) - POSPageRank(S)
MV;D(N) = POSp(N) - POSPageRank(N)
Dy = MV, (S) = MV,(N) (6)

On one hand}/V,,(S) is proportional the demotion degree of the spam h&stm
the other hand, if the normal hosts are promofdd/» (V') should be a negative value,
and its absolute value is proportional to the promotion degf the normal hosts. As
we know, with the existence of undecided pages and unknogesdéhese two values
are not exactly supplementary (consider the case wheredmit pages and spam
pages are demoted since borderline pages are promotetlis s@cessary to take both
metrics into consideration. An overall performance carsthelgenerated by taking the
difference between the two metrics. The resulting sdogectually reflects the change
of the gap between normal hosts and spam hosts, from thengah&i of PageRank to
the list generated by.

Besides the overall scot®,, it is reasonable to pay more attention to those high
ranking hosts. To achieve this, we record the number of spastsiB'OP,(S) and
good hostd’OP,(N) within the top 10 buckets.

4.4 Different choices of propagation

As introduced in Section 3, we explore three choices in thittisg step: “Constant
Splitting”, “Logarithmic Splitting” and “Equal Splitting while we have two options

in the accumulation step: “Simple Summation” and “Maximuha&”. So there are
six different choices for either trust or distrust propagaf and the total combination
options for combining trust and distrust will be 36. For egadssible combination,
we tune the weighting factar from 0 to 1 and output the best result. The results are
shown in Table 1 and 2.

We find that by using “Logarithmic Splitting” with “Simple Sumation” for trust
propagation and “Equal Splitting” with “Maximum Share” fdistrust propagation will
achieve the best performance, by which the normal bucketsgaim buckets will move
4.21 buckets further away compared to PageRank. We deristegtimal trust propa-
gation mechanism by OTR in the following discussion. Froistable, we can tell that
using “Simple Summation” rather than “Maximum Share” focamulating trust will
greatly improve the performance; in addition, using eitf@onstant splitting” and
“Logarithmic Splitting” to propagate trust outperformsetidefault “Equal Splitting”,



Distrust

Trust Algorithm

Algorithm |[ Const-Sum [ Log-Sum [ Equal-Sum [ ConstMax | Log-Max [ Equal-Max |
ConstMax 4.00 4.17 2.90 -0.34 0.59 0.12
ConstSum 4.00 4.17 2.84 -0.54 0.55 0.12
Log_Max 4.00 4.19 2.94 -0.28 0.62 0.22
Log-Sum 4.10 4.17 2.83 -0.54 0.55 0.12
EqualMax 4.13 421 2.93 -0.34 0.64 0.27
EqualSum 4,12 4.20 2.94 -0.38 0.63 0.26

Table 1: Overall performance for the combination of diffgrenethods of propagating

trust and distrust

Trust Algorithm

Distrust Const_.Sum | Log-Sum [ Equal Sum [ ConstMax ]| LogMax | Equal_-Max

Algorithm Norm | Spam [ Norm [ Spam [ Norm [ Spam [ Norm [ Spam [ Norm [ Spam | Norm [ Spam
ConstMax 23.3 5.7 22.9 -5.7 2.4 -5.7 | -109.8 5.7 ] -689 -3.5 [ -98.8 -4.9
ConstSum 23.3 -5.7 22.9 -5.7 -2.0 -5.7 | -109.8 -5.7 | -685 -3.4 | -98.8 -4.9
Log-Max 23.3 5.7 231 -5.7 2.4 5.7 | -109.8 5.7 | -69.0 -3.6 | -99.6 -4.9
Log-Sum 23.4 5.7 229 -5.7 2.2 5.7 | -109.8 5.7 | -685 -3.4 | -98.8 -4.9
EqualMax 23.4 5.7 22.9 -5.7 2.4 5.7 109.8 5.7 | -66.6 -3.5 | -98.8 -5.0
EqualSum 23.4 5.7 22.9 -5.7 1.9 5.7 109.8 57 | -66.7 -3.5 | -98.9 5.0

Table 2: Change of the number of spam and normal pages withitop 10 buckets

which verifies our intuition to reduce the influence that dagree has on the value of
Trust to a child. In contrast to the greedy manner of propagdtust, distrust flows
in a much more cautious way. The reason may be that spam isfofted in tightly
connected clusters with short diameters, while good pagesam a long chain of
recommendations. Based on these characteristics, digrost as transitive as trust
and decays more quickly.

Table 2 give more details of the distribution’s change intibyg 10 buckets com-
pared to PageRank. By applying the optimal combination GZR3 more normal
hosts are included in the top 10 buckets while 5.7 spam hostaaved out (originally
5.7 spam, which suggests that all spam are moved out). Imaginthe worst approach
will push 109.8 normal hosts and 5.7 spam hosts out of the togdis, which means
that although this approach demotes some spam, it alsorhartg normal hosts.

45 Combination of Trust and Distrust

In Figure 2, we show how the incorporation of distrust infloes performance. We
test two kinds of combination here; the left curve corregfsatio the optimal combina-
tion (OTR) as concluded above, and the right curve repreghatdefault combination
(based on the definition of TrustRank), where both the trastdistrust propagation
will adopt the “Equal Splitting” with “Simple Summation”. fie « is the linear factor
to incorporate distrust into trust. Sodfis set to 0, the default combination will reduce
to the original TrustRank, which has the performance of di&ets of increased sep-
aration. From the figure we can tell that, for both curvespimporation of distrust can
slightly boosts the overall performance, and the peak iseaeld wheny is set to 0.4.
We can also conclude that OTR outperformed TrustRank byedm50%.
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Figure 3: OTR’s performance with different size of seed.sets

4.6 Sizeof Seed Sets

In this section, we test OTR'’s sensitivity to the size of thedsset. Given a randomly
sampled distrust seed set containing 100 sites, we varyizheoftrust seed set from
50 to 2000 and report OTR’s performance. To make the resule mepresentative, we
repeated the above process by 5 times and output the av&iagigar experiments are
done to test OTR’s sensitivity to distrust seed set’s siglectwhere the size of distrust
seed set varies from 50 to 500 (since we only have 700 spas) siith a specific
trust seed set containing 100 sites. As the result showngnr€i3 demonstrates,
performance is stable for different sizes of seed sets;ahge of performance variance
is within [-0.1,0.1] buckets for both cases.

5 Incorporating Trust into Web Authority Calculations

Traditional link analysis approaches like PageRank gédlyeaasess the importance
of a page based on the number and quality of pages connectihgtw However,
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they assume that the content and links of a page can be trustetionly are the
pages trusted, but they are trusted equally. Unfortunathly assumption does not
always hold given the adversarial nature of today’s wehuiitively, votes from highly
trusted pages should be more valuable; In addition, pagesnare likely vote for
trusted targets than to untrustworthy ones. By differeimippages based on their
trustworthiness, authority is more likely to flow into goodges while staying away
from spam pages.

In this section, we describe our idea to direct the web sigrBehavior by utilizing
the knowledge regarding trust so that users can stay away drgrustworthy content
when browsing and searching on the Web, which makes more seas pure authority
based ranking algorithm.

5.1 Why not TrustRank

One may raise a question like “why not use TrustRank sconextly to represent
the authority”. As introduced previously, trust-basedogithms can demote spam and
bring trustworthy non-spam pages visible to user searchyelieve that this will im-
prove search performance, especially for those “spamisgegueries whose results
are previously contaminated by spam.

However, the goal of search engine is to find good qualityltestspam-free” is a
necessary but not sufficient condition for high-qualitystlike the most faithful friend
is not necessary to be famous, the most trustworthy pagesaaways those having
highest authority. If we use a trust-based algorithm alongmply replace PageRank
for ranking purposes, some good quality pages will be ulyfdiemoted, for example,
by pages within the trust seed sets, although they may be fesstauthoritative. An-
other problem raised by trust-based algorithms is that pgrepagate trust throughout
paths originating from the seed set, as a result, some gaalitygpages may get low
value if they are not well-connected to those seeds.

In conclusion, trust can not be regarded as authority; hewewust information
can assist us to calculate authority in a safer way by pravgmontamination from
spam. Instead of using TrustRank alone to calculate auyh@re incorporate it into
PageRank so that spam are penalized while highly autheetaages (not trustworthy
pages) remain unharmed.

5.2 The Cautious Surfer

In this section, we describe our ideas to direct the web sareehavior by utilizing
trust information. Different from the random surfer debed in PageRank model, we
introduce a cautious surfer behaves in a more careful wajetpawvay from untrust-
worthy pages. Basically we can modify the surfer’'s behawidawo different aspects.

5.2.1 Change damping factor

PageRank uses a constant damping fadtevhich is usually set to be.85, for all the
pages when deciding whether to follow a children link or jutmja random page on the
web. Our idea is that this damping factor can be altered basdtie trustworthiness
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of the current page. If the current page is trustworthy, wg aqgaply a higher damping

factor, i.e., the surfer is more likely to follow the outggitinks. If the current page is

untrustworthy, its recommendation will also be valuelessuspicious, in this case, we
may apply a low damping factor, i.e., the surfer is more ljikel leave the current page
and jump to a random page on the web.

5.2.2 Biasthe probability of following a particular link.

PageRank treats each link equally, however, links may leadrgets with different
trustworthiness. In our calculation, we will break this afaplitting policy, i.e., the
random jumping or following outgoing links behavior will hbave equal probabil-
ity for every page. For the random jumping behavior, the eawdill jump to a more
trustworthy page on the web with a higher probability thamjing to a less trust-
worthy page. Similarly, for the following outgoing links bavior, the surfer will give
preference to more trustworthy child page than to a lessvirshy child.

5.2.3 Representing trust

Pages’ trust information can be calculated using some pggbagation algorithm,
i.e., TrustRank or any of our proposed propagation mechaabove (i.e., OTR).
However, this score may not directly apply for the cautioudes model, since we are
talking about biasing the probabilities, while the scorbtamed by these approaches
may be negative after incorporating distrust.

We suggest two ways to map the trust score into the repragentd a probability
within [0,1]. One is score based and the other is rank based.s¢ore based, the
probability¢(j) can be calculated in the form as

H7) — (1—-08) x Trust(j) + B if Trust(j) >0
() = B8 x Trust(j) + otherwise

while for the rank based, the form is
t(j) =1 —rank(Trust(j))/N

whereT'rust(j) represents the trust score (can be calculated by differettiods) of
pagej, 5 is the delimiter for positive and negative trust sco®sis the total number
of pages andank(Trust(j)) is the rank of pagg amongN pages when ordered by
decreasing trust score.

In this way, a given pagg¢s authority in our cautious surfer model'R(j)) can be
calculated as

2men (1 = t(m))CR(m)
ZmEN t(m)

CR(k)t(k)
kik—j Zlk—n t(z) + t(])

The Equation 7 applies changes to both the jumping or follgwiehavior. Actu-
ally, different choices could be taken. In the following e, we evaluate the perfor-
mance of these different combinations.

CR(j) = t(j) (7)
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6 Evaluating the combination of trust and authority

In this section, we report the performance of different nethto incorporate trust
into authority calculation. Experiments show that we caeadfy improve ranking
performance.

To clarify different algorithms, we use CR to represent owmntbinedRank, PR
to represent PageRank, TR to represent TrustRank and OTéptesent the Optimal
TrustRank discussed in Section 4.

6.1 Dataset

Two large scale data sets are used for this experiment. T8tadithe same UK-2006
dataset used in Section 4. Since page contents are necémsgeyerating responses
URLSs for given queries, we use a sample of 4M web pages witkecwout of the the
77M pages in the full dataset. This 4M pages set was gendrgitertracting the first
400 crawled pages for each site (in crawl order).

The second data set is a 2005 crawl from WebBase [21, 9] Rrdfjeontains 58M
pages and around 900M links.

6.2 Selection of Queries

In order to show the ranking performance, we need some ggegific search re-
sults to test the retrieval performance for different aitfons. Since trust is related to
demoting spam, in this paper we want to show that the rankarfppmance for hot

queries will be improved when combining trust and authoritere hot queries mean
the queries that are more likely to be spammed. Intuitiyedypular queries or money-
related queries are more likely to be spammed. In order teigea such a hot query
list, we applied following steps.

e Extract the terms within the meta-keyword field from all thegps within the
sites that are labeled as spam in the UK-2006 data set.

e Calculate the number of occurrences for all the non-stapserom the above
list and select the top 200 most popular terms.

e Get the top 500 most popular queries from an 1999 Excite doery
e Select any popular query that contains at least one poyariar. t

e Drop nonsensical and porn related queries.

The above steps give us a list of 157 queries. We randomlgtsglefor our rele-
vance evaluation (shown in Table 3). Four members in our éatigipated this manual
evaluation. The evaluation is a black-box one in which eaemiver will give queries
and some URLs without knowing which algorithm generatese¢hgRLs. For each
query and URL pair, the evaluator decides the relevanceyusiive level scale: quite
relevant, relevant, not sure, irrelevant and totally evelnt. These five levels will trans-
late into integer values from 2 to -2 for later calculation.
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christmas pictures | ove poens chat room

driving directions airline ticket Wi ne
greeting cards digital canera sof tware
free screensavers bl ue book t oys
airline tickets cooki e reci pes weddi ng
consuner reports backst reet boys di sney
onl i ne ganes star wars weat her
radi o stations stock quotes m crosoft
anerican airlines sout h park auctions
christms nusic j anes bond el ectronics

Table 3: Set of thirty queries used for relevance evaludtidsK-2006.

For the WebBase dataset, there is no labeled spam pagésdisthose 15 queries
(shown in Table 4) from the popular query list for performamsaluation.

6.3 Measurement

We have two methods for measuring performance.

6.3.1 Automatic evaluation

Since the UK-2006 data set provides us a labeled list for gpaomon-spam sites, we
can use the distribution of these labeled sites as a measnterhiranking algorithm
performance. Intuitively, a better algorithm will move necpam sites to lower ranking
positions while move more non-spam sites to higher postatrthe same time. Since
this an automatic process without human evaluation, weus#! the results for all 157
queries when calculating this measurement.

6.3.2 Manual evaluation

For each ranking algorithm that is applied for the selectedrigs, we use two mea-
surement scores to show the performance. One is the Scora@l@e other is Preci-
sion@10.

harry potter col | ege footbal | di abet es
music lyrics george bush | exus
online dictionary britney spear noor e

ol sen tw ns super bow madonna
wei ght wat chers wi ndshi el d wi per brad pitt

Table 4: Set of fifteen queries used for relevance evaluatidebBase.
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Method | Score@10 | P@10
PageRank| 0.16 32.3%
TrustRank| 0.20 30.7%

Table 5: Baseline results.

Score@10: For the five levels in relevance assessment, we assign imtelyes 2,
1,0, -1, -2 to them respectively. Then for a ranking alganthkve will use the average
for all the values from the pairs generated from the rankiggr@thm as Score@10.

Precision@10: For a given query and URL pair, if the average score for this pa
is more than 0.5, we will mark this URL as relevant to this qud@ihe average number
of relevant URLs within top 10 URLSs for the 30 queries is defims Precision@10.

6.4 Combining relevance and authority scores

We first calculate authority/importance score for each gagapplying different rank-
ing algorithms. Most approaches tested in our experimesgaire preselected seed
sets. Since labels in UK-2006 dataset are site-based, wputerauthority in the host
graph instead of using the page level graph. Then we appbutti®rity score of a cer-
tain host to all the pages within that host. Thus, our appiboeof PageRank is really
the calculation of HostRank (a fairly common experimenbalggification [19, 37]).
For WebBase, we label as seeds all the pages in this datasetlsh appear within
the list of URLs referenced by the dmoz Open Directory Prigj2€]. Note that these
labels are page-based, so we can compute authority in thel@ag) graph directly.

We are interested to see whether rankings on different l@eél graph will result
in qualitatively different results.

For each query, we rank all documents using the combinafitmadifferent kinds
of scores. One is the query-specific relevance score andfieeis the authority score
calculated as above. The relevance score is calculatediva@t®KAPI BM2500 [34]
weighting function, and the parameters are set the same iast@h [7]. We then
select the top results from the combined list as the finalustprhe combination can
be score-based, where a page’s final score is a weighted sionnod its authority
score and relevance score; it also can be order-based, vamdiag positions based on
importance score and relevance score are combined togétheur implementation,
we choose the order-based option and weight relevance d@ndray equally.

6.5 Experimental results
6.5.1 Basdineresults

In order to demonstrate performance for our algorithms, eedsome baseline results
with which to compare. The Score@10 and Precision@10 offRaigieand TrustRank
(used directly for ranking) are shown in Table 5. Interggynthe results show that
TrustRank and PageRank are roughly similar.
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Method | Damping | Splitting | Jumping | S@10 | P@10
CR1 Yes Equal Biased | 0.29 | 35.9%
CR2 Yes Equal Equal | 0.27 | 34%
CR3 Yes Biased Equal | 0.25 | 32.4%
CR4 Yes Biased Biased | 0.28 | 34.7%

Table 6: Ranking performance for our different ideas.

6.5.2 Different choices

The first experiment is to test which policy based on the disimn in Section 5.2 is
better. We tried the following methods. The trust score urdtis experiment is the
OTR approach.

e CR1: The damping factor is changed. For the following outgoimid step,
equal splitting is used; while for the random jump step, &ibgimping proba-
bility is used.

e CR2: The damping factor is changed. For the following outgoiimis step,
equal splitting is used; while for the random jump step, ¢éguaping probabil-
ity is used.

e CR3: The damping factor is changed. For the following outgoings step, bi-
ased splitting is used; while for the random jump step, efumaping probability
is used.

e CR4: The damping factor is changed. For the following outgoiimid step,
biased splitting is used; while for the random jump stepsd&ibjumping proba-
bility is used.

Table 6 presents the results, all of which are better thabaiseline results in Table
5. Thus we conclude that the combination of trust and authogn help to improve
ranking performance for hot queries.

In addition, these results in show that changing the damfantpr can help to
improve the performance. Also, the biased jumping is aldpfbe Hence, we apply
these changes in the following experiments when doing coatiain.

6.5.3 Different trust scores

The calculation of CR needs trust scores for each page. Wadamthree methods to
generate trust scores: scores generated by TrustRantiyeéedpam mass estimation as
introduced in the Equation 3 and the scores generated by BRrapproach discussed
in Section 4. We tried to represent the trust score in bothesbased and rank-based
forms as discussed in section 5.2.3, it turned out that kzaded representation will
lead better results. In our experiments, we adopt the radedhtrust representation for
our CombinedRank.

In order to investigate using which trust score can geneyptinal performance,
our next experiment is to compare the performances by usingtRank, SpamMass or
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Method Score@10 | P@10
CR(TR+PR) | 0.22 33%
CR(Mass+PR) 0.21 30%
CR(OTR+PR)| 0.29 35.9%

Table 7: Ranking performance for different trust infornoati

Label TR OTR PR | CR(PR+0OTR)

spam 127.5| 1159 | 189 | 118.7

normal | 968.1| 1026.4 | 774 | 1007.1
undecided| 36.4 | 37.6 50 | 36.7
unknown | 424.2| 376.6 | 543 | 396.6

Table 8: Distribution in Top 10 results for 157 queries.

OTR as trust scores when doing combination. We denotes dlifésent combinations
by CR(TR+PR), CR(Mass+PR) and CR(OTR+PR).

Results in Table 7 show that using the trust estimates gesteby OTR achieves
the best performance, corresponding to the top placemedT& in the separation of
spam and good pages from Section 4.

6.6 Experimental Resultson UK-2006 dataset

In this section, we present experimental results in UK-208&set. Results demon-
strate that by introducing trust into authority, we can pdevmore accurate search
results by demoting spam while keeping good quality pagésumed.

6.6.1 Resultsfor Labeled sitesdistribution by automatic evaluation

One measurement method is to automatically calculate gighdition of labeled spam
pages and good pages within the the top rankings generateddbyalgorithm. Here
we choose the top 10 pages for each of all 157 queries to foop sesponse list for
a given ranking algorithm. Intuitively, a better algorithaill typically demote spam
pages while promoting good (normal) pages at the same time.

The four different categories have already been introdune8lection 4.1. The
distribution of these four categories for different algbms are shown in Figure 4 and
Table 8. Obviously, our OTR and CR (where we use OTR for tmfgtrmation) have
smallest number of spam pages within the top response & §¢bam or so versus
PR'’s 189 spam) while having biggest number of normal pag#smthe top response
list.

6.6.2 Resultsfor Retrieval Performance

In this section, the comparison of retrieval performanceagvarious approaches
are conducted. We compare three of our CombinedRank apmeacintegrated
with different kinds of trust score as discussed above), @RR+PR), CR(TR+PR)

18
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TR OTR PR CR(TR+PR)

Figure 4: Distribution of different label pages in the topr&8ults of 157 queries.

Metric OTR | TR PR CR(TR+PR)| CR(Mass+PR)
Score@10| 0.034| 0.061| 0.018| 0.04 0.08
P@10 | 0.23 | 0.056| 0.095| 0.09 0.061

Table 9: P-values for the Wilcoxon signed-rank test for rhattpairs showing signifi-
cance of CR(OTR+TR) versus other approaches.

and CR(Mass+PR) with PR, OTR and TR. The overall performaonoeparisons us-
ing precision and score are shown in Figure 5(a). We can ltell bur approach
CR(OTR+PR) outperforms all other approaches on both poecsnd quality. Par-
ticularly, CR(OTR+PR) improves PageRank by 11.14% on P@id &1.25% on
score@10; and exceeds TrustRank by 16.93% on P@10 and 4586re@s10.

To determine whether these improvements are statisticidjgificant, we per-
formed Wilcoxon signed-rank test to compare our optimalrapph, CR(OTR+PR)
with all the other approaches. As Table 9 shows that our agmbreignificantly exceeds
almost all the other approaches at a 90% confidence level tmrbetrics, except for
the OTR approach on the P@10 metric.

Note that the all the approaches except PageRank requisefeted seed sets; in
the above experiments, we randomly sample 10% of the lalneledal sites and spam
sites to form the trust seed set and distrust seed set rasgecio neutralize the bias
that may be brought by the random selection, we repeatedthe=aseed selection five
times. Then, we use the average results of the 5 trials asthladisults.

We also conduct one trial by using the full set of normal/sgeages in the dataset
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(a) Performance on small seed sets
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(b) Performance on large seed sets.

Figure 5: Overall performance comparison.

as our seed sets. The result is shown in Figure 5(b). We chth&tlincreasing the
seed sets boosts the performances a little bit, but thewelpérformance ordering of
different approaches doesn’t change too much comparedrteesult on small seed
sets.
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Figure 6: Performance for WebBase data set.

6.7 Experimental resultson WebBase

In WebBase second data set, we compare the retrieval paafamenof PageRank(PR),
TrustRank(TR) and our CombinedRank CR(TR+PR) for 15 qsefide performance
for Precision@10 and Score@10 is shown in Figure 6. AgainCaumbinedRank out-

performs both PageRank and TrustRank, which demonstteestir approach retains
its level of performance in both page-level and site-levebwraphs.

7 Discussion

While the results presented are quite promising, a numbissags remain unresolved
for future work:

e Only popular queries are used for performance evaluatioris &lso possible
that the combination of trust and authority can help to imprperformance for
general queries.

e We tested several methods to combine PageRank and TrusitR#mk paper.
It is possible that better methods of incorporating truth suthority calculation
may exist but either have not been tested, or rank poorlyHerintermediate
evaluation function used in Section 4.

¢ In the UK-2006 data set, there are some unknown sites. WHeulating the
performance, we generally ignore these unknown sites atydfocus on spam
and normal sites. How to handle these unknown sites morésgigds an unan-
swered question.
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e In this paper, we only incorporate trust into PageRank. HiE &nother well-
known algorithm for generating authority scores for webgm@nd is an obvious
potential extension to this work.

e We proposed a few different algorithms in addition to TrumtR to calculate
trust scores in this papers. All of these algorithms are thasethe initial seed
sets. There are other sources of trust scores including thoknawledge such
as that expressed by Castillo et al. [8] in marking hostsregnéi .gov.uk and
.police.uk as non-spam, and by Gydngyi et al. [16] in addjogernment and
educational sites to the seed set. Such information is bldsnce human la-
beling is expensive and a larger seed set will improve peréorce.

In addition, as we have mentioned in Section 2, Bar-Yossaf.¢2] described

a random surfer model to calculate a page’s decay scorehvidin indication

of how well the page is maintained or that it has decayed. d&ézy score can
be an excellent good hint of how trustworthy each page is.réhson is that the
content within a well-maintained page is more trustworthart the one from a
decayed page. Use of this technique requires extensivd oribsmation as it

builds on errors from crawling attempts.

8 Conclusion

In this paper, we have proposed and detailed a methodologydorporating trust into
the calculation of authority. The results on two real-wdddje scale data sets show
that our model will significantly improve search enginesikang quality and demote
web spam as well.

In addition, we demonstrate mechanisms other than Tru&tReat more success-
fully propagate trust to demote spam sites and promote gteslsmultaneously.
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