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Abstract—Handwriting has been a popular biometric modality a query input and a claimed identity, tells if this input iede
for decades in the elds of forensics and security. In foren& comes from the identity as claimed [10], [11]. Therefore,

analysis, criminal justice usually relies on a writer identer —\jier jdenti cation is a 1:N problem and writer veri catio
in conjunction with an expert to determine the authorship . .
is a 1:1 problem.

of handwritten materials, for example, threat letters. While S . ) . . .
in security applications, handwriting veri cation systems are  Although writer identi cation and veri cation are inheréy

expected to verify whether a user is indeed the one as he ordifferent problems, they are similar in data acquisitioatad
she claims. For security purposes, it is a relatively new ideto nterpretation, and solution methodologies. For examipdgh
use handwriting for biometric key generation (BKG). BKG uses \yyitar jdenti cation and veri cation could be conducted on

error-corrected feature values to generate cryptographickeys. . o . .
It has stronger security requirements than veri cation sysems line [19]’ [11], [3], V\_/here spatial |nf0rmat|qn, 'Fempo_ra1-|
in that it assumes the internal information to be exposed to formation and sometimes pressure information is availairie
adversaries while leaking no useful information about uses' off-line [4], [5], [6], [7], [8], where only spatial inform@on
biometric. In this paper, we rst describe several techniquesinthe js available. In addition, if any text content has been used f
eld of writer identi cation and veri cation since 1993 [1] . Then identity establishment, this task of identi cation or ved-

we explain the common ways of evaluating writer identi cation .~ . TR
systems and writer veri cation systems. Next, we discuss seral tion is usually called text-dependeritotherwise it is ‘text-

biometric cryptographic key generation schemes and techgiues  independent. Plamondon and Lorette have a classic survey
on how they are usually evaluated. Finally, we discuss some paper on writer identi cation and veri cation techniquep to

papers addressing the shortcomings in considering the rotsiness 1989 [12]. Later on, Leclerc and Plamondon updated on this
in the context of BKG systems. In these papers, the authors topic with some applications of neural network classi 3. [

propose several new techniques in evaluating the robustneof Partial f thi is t lect tectas
the handwritten biometric systems and show that adversarig artial purpose ot this paper is to collect some new tecrasqu

might be more destructive than they are usually reported in he  for the problems of writer identi cation and writer veri ¢&n
literature. since that time.

Index Terms—Handwritten biometric, writer identi cation, 1 he traditional approach to evaluate the robustness oémrit
writer veri cation, biometric key generation, adversary identi cation systems is to compute the recognition rates
from Top-n candidate names of the output name list. As an
ambitious target, researchers strive for a nearly 100%lIreta
the correct writer in a candidate list of 100 writers, geteula

ANDWRITING has widely been used in forensics foffrom a database in an order b8 samples, the size of search

authorship testimony and security applications. Hovéets in the current European forensic database [8]. As for
ever, the underlying hypothesis of the individuality of Han writer veri cation, in addition to considering the recogion
writing across the population is still open to debate. Siiharate of genuine users, writer veri cation systems alwaysche
et.al., investigated into this issue and observed positieefs to consider the situation when adversaries such as forgers
to support the hypothesis [2]. In their experiment, the atgh try to fool the system. Therefore, there is always a tradeoff
collected 1500 samples from a wide range of populations fjetweenfalse rejection rateFRRs), where genuine users
terms of gender, age, ethnic groups, geographic condjtiogge incorrectly declined, arfdlse accept rate§FARs) where
etc. Characteristics such as line separation, slant, am@cter adversaries are incorrectly authenticated. Thus, thetsiiu
shapes were validated with a high degree of con dence Ryhen FRR equals to FARe(ual error ratesEERS) is used
machine learning approaches. These results serve asvposis a standard metric in evaluations. The lower the EER,
proofs to aid the community of forensics and security. the more secure the verication system is. As a general

Writer identi cation is a task that given a query input and guideline, researchers usually consider “unskilled” &gy
database of identi ed writers, the system outputs the itientwhose enrollment samples are used as forgery attempts, and
of the handwriting. However, for practical reasons in faies, “skilled” forgers who are instructed to intentionally farg
this task is not fully automatic. In general, the result givethe target samples given static rendering (off-line form) o
by an identier is a list of identied names with associatedynamic rendering (on-line form) [12]. Intuitively, skeli
con dence scores in a descending order [3], [4], [5], [6]}, [7 forgers usually outperform unskilled forgers in terms oé th
[8]. Sometimes, a rejection option is available as well [9talse accept rates.

Writer veri cation, on the other hand, is a task which given A relatively new idea of using handwriting for security

_ _ _ applications is théiometric key generatio(BKG). BKG uses
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user's inputs and store them with the user ID in an error;
correction data structure calledemplate’ Later, if a user's (a) Identification > Writer 1
input is “close” enough to the genuine user's enrollmenadat query sample System | —— \Writer n
the output key should be the same. Some BKG systems usin T
handwriting could be found here [13], [14], [15], [16]. [ Database with %
f

Note that verication systems and BKG systems differ samples/templates
fundamentally. In general, handwriting veri cation syste identified writers
assume the existence of a supervision scheme, for examq
a reference monitor, which can turn off login access when (b) [ Database with %f

it observes too many failure login attempts. As so, several Sar\?eﬁliﬁzgevr\xﬁﬁfs
veri cation systems store the original enrollment datanfro T
genuine users and conduct the veri cation based on the rap  query sample___ Verification
data directly. In contrast, BKG assumes there is no restrict claimed ID ——]|  System
on the number of accessing attempts. The BKG schenie

models those situations where adversaries might take alont
of the whole system (e.g. by stealing a PDA, etc.). Therefor
the security requirements for BKG are more demanding |
that storage of raw enrollment data becomes inappropriate

and the template should not leak any information about theajthough writer identi cation and writer veri cation are

enrolliment handwritten biometric of genuine users. On thg,y gistinct application domains, they share several comm
other hand, BKG designers cannot avoid the situation whesg,cedures. First, both of them maintain a database of iden-
adversaries might be intelligent algorithm-based adv&san  aqjveri ed writers in the enrollment phase. Secondhatd

addition to human forgers. Under this scenario, it is pdesibycqyisition can be the same format: on-line form and of-lin
for adversaries to generate more delicate forgeries thavahu ¢5,m. Thirdly, the content of the handwriting could be used

forgers. for writer identi cation and writer veri cation.

Less work has been done to evaluate BKG schemes thafrherefore, researchers sometimes design the same classi e
to design them. By motivating capable forgers with incegiv 4 feature extraction approaches for both of these two-prob
and training them with system-wise information, Ballarda€  jems, Table | summarizes common classi ers used in the eld
found that human forgers could be much more destructiyg yriter identi cation and/or writer veri cation. Tabelllis a
than they are usually reported in the literature [17], [18hreakdown of different types of feature extraction apphesc
As for algorithm-based adversary attacks, Lopresti ananRaj,sed for these two problems. In the following, we focus on
proposed a generative attack model that rst built up anio@-l gitferent classi ers in Section 1I-A. Then we describe fea
handwriting dictionary for the target writer, segmente@tea extraction approaches and also discuss the performance in
word in the dictionary inta-grams then generated forgerieSsection 11-B. Section 11-C makes some discussion on the

by concatenating appropriate n-grams in the dictionary.[1Qyajuation of writer veri cation systems.
As a follow-up work, Ballard, et.al., changed the assumptio

of on-line handwriting corpus of the target writer. Instead )
they assumed only an off-line dictionary and some auxiliafy C!2SSi ers
information such as population statistics. They derived th
on-line information of the target sample with a rather high 1) Neural Network: The Neural Network classi ers were
probability from the population statistics [17], [18], [RO quite popular during 1989 to 1993, as mentioned in [1].
The rest of the paper is organized as follows: Section $abourin and Drouhard used this classier for off-line sig-
surveys some mainstream techniques in the eld of writérature veri cation purpose [21]. In their work, the veri tan
identi cation and veri cation since 1993. Section Ill defimes System was based on a completely connected feed-forward
an automatic forgery attack technique that is effectiveeti@dt neural network classi er. This classi er used a classicatk-
a writer veri cation system. Next, we focus on BKG systemgropagation learning algorithm [29]. One NN classier for
in Section IV describing several techniques, and then discieach writer was used for training. Each classi er id= 30
several techniques in evaluating one specic BKG systerin the input layerN, = 2 on the output layer, antlp = 15
Finally, we discuss some future work directions and corelu@n the hidden layer. Note tha,, was de ned empirically.
with Section V. Meanwhile, to accelerate the rate of convergence, they used
only the sigmoid activation function and scaled up the input
value X; by 20x. For feature extraction, they rst used
standard Sobel operator for gradient evaluation and then th
directional probability distribution function was compdt
Writer identi cation is a task of determining the identit§ o Finally, the feature vectors were computed and then resainpl
a query sample from a set of writers. Writer veri cation is tdo 30-D vectors for classi cation.
determine if a handwritten sample is indeed from the claimedZois and Anastassopoulos investigated the problem of off-
writer [12]. The difference is highlighted in Figure 1. line writer identi cation using neural network classi ersa

—> Yes/No

ig. 1. Difference between writer identi cation and writeeri cation.

Il. WRITER IDENTIFICATION AND VERIFICATION



TABLE |
AN OVERVIEW OF CLASSIFIERS FOR THE PROBLEM OF WRITER IDENTIEATION AND VERIFICATION.

Reference Classi er On-line / Text-Dependent / Public DB Adversary Identi cation ~ Veri cation Database Scale
Off-line Independent Test (subjects, samples)
Sabourin [21] NN Off-line Text-Independent No No No No 20080
Zois [5] NN Off-line Text-Dependent [22] No Yes No 50, 4500
Said [4] KNN Off-line Text-Independent No No Yes No 40, 1440
Hertel [23] 5-NN Off-line Text-Independent [24] No Yes No 50185
Li [3] KNN On-line Text-Independent [25] No Yes No 242, 1500
Said [4] WED Off-line Text-Independent No No Yes No 40, 1440
Schlap- HMM Off-line Text-Independent [24] Yes Yes Yes 100, 4103
bach [9]
Ya- HMM On-line Text-Dependent No No No Yes 20, 2402
mazaki [11]
Schlap- GMM Off-line Text-Independent [24] No Yes No 100, 4103
bach [26]
Schlap- GMM Off-line Text-Independent [24] Yes Yes Yes 120, 8438
bach [27]
Justino [28] SVM Off-line Text-Independent No Yes No Yes 1@000

well [5]. Their work rst performed the morphological op-and recognition in an implicit simultaneous way, as chanact
eration on the input text line and then extracted horizosegmentation in handwritten text lines is still an open aese
tal projection proles for further classication. They ude problem. For more details about HMM fundamentals, refer to
20 neurons for both input layer and hidden layer, and sRabiner's classic tutorial [32]. Since HMM for handwriting
neurons for the output layer indicating one of 50 writergsecognition usually outputs a log-likelihood score alonighw
Also, they compared the classi er performance with Bayesighe transcription of an input text line, the score could bedus
Network approach and found that neural network classi o identify writers.
outperformed Bayesian Network approach. The idea of using HMM for writer identi cation is rst

2) K-Nearest Neighbor:K-Nearest Neighbor classi er is proposed, to the best of our knowledge, by Schlapbach and
also investigated in the eld of both writer identi cation Bunke [33], [34]. The underlying assumption is that given a
and writer veri cation. Said, et.al., compared KNN with thewriter's HMM and an input, the HMM scores should be high
weighted Euclidean distance classi €WED) [4]. In KNN, if the input comes from the same writer as the HMM modeled.
the classi cation was done according to the following equédror their con guration on HMM, they used a linear topology
with 14 states in each individual HMM. Then the Baum-Welch

tion: 2 3.
o algorithm [32] was applied with a strategy proposed in [35].
R=argmin,4 (U f,)* 1) In a more extensive work [9], the authors investigated both
j=1 identi cation and veri cation problems. For identi catio,

where U represents a feature vector from the query samgfeey used a con dence measure de ned on the HMM scores
andf, represents the feature vector from an identi ed writel® implement a rejection rule. If the con dence score was
in the database. However, the choice I6f value in their lower than a prede ned threshold, the recognizer rejected t

implementation is unclear. On the other hand, WED classi dfPut. Thus this identi cation problem turned into an nsa

used the following to perform identi cation: classi cation with a rejection option. Two con dence meassi
@ . were de ned:
R = argmin ‘ (f n fn) (2) le(t) = ISl (3)
n=1 (Vl'li)2 |S]_ |Sa\/
cmy(t) = =229 (4)
wheref X and vk are the sample mean and sample standard It
deviation of then-th feature of writerk, respectively. wherejtj was the length of the text line in pixels amghyg

Hertel _and Bunl_<e a_llso gsec_i Euclidean distance ba_sedv\;ids computed as:
NN classi er for writer identi cation problem [23]. LatelyLi,
et.al., proposed a novel hierarchical classi cation stoe for 1 X
on-line text-independent writer identi cation [3]. Withieach ISavg = N Is; ®)
layer, the underlying classi er is a KNN. In their work, they 1=2
investigated several distance measurements: L1, L2, €osky. 3 is simply the HMM scords, while Eq. 4 uses the
Angle (CA), Chi-Square (CS) and Diffusion-Function (DF}op N ranks in the hit list to compute the con dence score.
distances [30], [31] and found that DF gave the best perfdfer veri cation purpose, they used similar two measures to
mance. perform veri cation.

3) Hidden Markov Model:HMM was rst applied in the Yamazaki, et.al., investigated the problem of on-line erit
eld of speech recognition and then it transferred to thed el veri cation using HMM as well [11]. In their prototype
of handwritten character recognition (HCR). In the eld ofsystem, the text to input is usually different each time sSs it
HCR, HMM is a suitable model of conducting segmentatiodif cult for forgers to steal the genuine user's enrolimefata



to perform forgery attacks. The veri cation process has two
steps: text veri cation and writer veri cation. Text vertation
ensured that the input text from the query writer matched wit
the indicated text by the system. Otherwise, the writer was O /
rejected. Next, a HMM for the claimed writer was used to d s
verify if the input is from the claimed writer. The processsva
also done by computing the HMM scores and comparing therm
with a prede ned threshold. For their HMM con guration,
they used linear topology with four states. In addition,ythe
speci ed four Gaussian mixture components in each state.
4) Gaussian Mixture Model:iln general, HMM requires
large amount of data for training. Based on this concern,
Schlapbach and Bunke proposed a simpler technique calle
Gaussian Mixture ModelfGMMs) to address the off-line
writer identi cation problem [26], [27]. The motivation fdts
usage is again from the community of speech recognition [3§lg. 2. An example of non-linearly separable case. Figusenfr[28].
[37].
GMMs could be viewed as a single state HMM with a
Gaussian mixture observation density. In other words, atestof the rst-ranked writer, it normalized scores by geneargti
transition probability needs to be estimated during traini a global score (a world score) using a separate set of data.
phase. This modi cation simplies the modeling and thus _
leads to signicantly less training time and better trampin CMs = 151 ISworlamodel (10)
results. In addition, GMMs model directly on writers, inste Note that in a separate comparison work done by Schlapbach
of characters or words in HMMs. and Bunke [40], they used con dence measures of Eq. 3,
Schlapbach and Bunke modeled writers' handwriting on th&q. 4, and Eg. 10 to conduct the performance comparison
Gaussian Mixture Model [27]. For each D-dimensional featubetween HMM and GMM. In their experiment on the I1AM

margin

vectorx, the model is expressed as follows: database [24], they found that using cohort model as con-
¥ dence measure, HMM outperformed GMM under skilled
Fy = PR forgery test set (EER of 2.6% v.s. 8.2%), while they were
Xj )= i N (Xjui; Cj 6 o2 .
P(xi ) - &N (xjui; Ci) © similar under unskilled forgery test set (EER of 0.9% v.s.
1.5%).

The mixture density was actually a linear combination of 5) Support Vector MachinesSupport Vector Machines
weightsc; and each uni-modal Gaussian den$itgxjui; Ci). (SvVMs) are a relatively new technique in the statisticatea
The parameters of a GMM were denoted as (Gi;ui;Ci) ing theory [41], [42]. SVMs construct a hyperplane with
foralli=1;:::;M. maximum margin in higher dimensional space, where a non-
Its training was done by the standarBixpectation- |inearly separable classi cation problem in the originphse
Maximization(EM) algorithm [32]. Based oMaximum Like- might be linearly separable after projection into higher di
lihood criterion, the EM algorithm iteratively re ned the mensional space by different mapping functions. The mappin
parameters to monotonically increase the likelihaddj! ):  functions are calledkernels” in the literature. For a non-
_ ) _ linear separable case as in Figure 2, the hyperplane- nding
LCit)=Inp(j)= In p(xij ) (") problem becomes an optimization problem under constaints
xi2! given linear penalty functioh( )= =, i:
1 xX
Several con dence measures were designed to convert like- argmir(ékwk2 +C i) (12)

lihood scores from the HMM classi er to con dence values i
fOI‘ |dent| Cation or Veri Cation deCiSion. The Simp|est enwas In generaL SVM users should Specify the pena|ty constant
based on the likelihood scores directly: C and select a suitable kernel. The optimal penalty con&ant
must be found by experiments using a validation set. Kernels
are of great importance because they determine how to perfor
The next con dence measure was derived from tohort the projection into higher dimensior_lal space. Comm_on_lyjuse
model [38], which was computed as the difference of thgemels are linear, polynomial, radial basis, Gaussianidkad
likelihood scores of the rst ranked and the second rankdfSiS: €tc.

writer:
© K(Gy)=(x ) (12)
K(gy)=(x y+1)¢ (13)

cmy = sy 8

cmy = 1Is; sy

The nal one was called thevorld model[39]. Instead of
normalizing the score of query sample with respect to theesco Kxy)= exf kx yk?); >0 (24)



contour nding procedure, they rst computed a codebook
of connected-component contoulS@>s) in the upper-case
handwriting. Then they trained ttself organizing magSOM)
of 33 33 nodes proposed by Kohonem [49] with 26k
samples ofCOSs. After training, they acquired a codebook
with 33 33 = 1089 nodes, as Figure 3 shows. Then for
each writer's handwriting, a histogram was generated from
the frequencies of the nodes that were determined by the Eu-
clidean nearest neighbor search. Finally the histogrameder
as feature vectors describing the shape emission likeditioo
each writer. This feature is denotpCQO3) (f 1) in Table II.
They also developed edge direction based features. The
computation ofp( ) (f0) andp( 1; 2) (f 2) was based on
edge detection and thresholding. For each fragment alang th
contour, the angle against horizontal linewas computed
Fig. 3. A Kohonen self organizing map wi8 33 nodes. Figure from (Figure 4) and all these fragments were counted in a histogra
(8l that was later on normalized to be a probability distribatio
function (PDF)p( ). Likewise, to computep( 1; »2), two
neighbor fragments were considered at the central position
then the joint probability distribution of the orientatiof two
u fragmentsp( 1; 2) were computed.
To compare the performance of difference feature sets, they
used a nearest-neighbor classi er to conduct writer ideai
tion under the distance [50]:

:

H P
N
ﬁ E 2= X M (16)
o INK wg n=t  Pan * Pin
wherepy andp; represent the PDF entries of the query sample
, and the identi ed sample in the database respectively.
T For the task of writer identi cation, they used a simple

1-NN classi er which searched the nearest sample decided
by Eq. 16 from the training set. In an evaluation involving
150 writers and two paragraph samples for each writer, the
authors conducted “leave-one-out” test and “half-and=hal

, test. “Leave-one-out” has a priori hit probability &£299and
L kx yk “half-and-half” has one ofl=150.

K(Gy) = expl 2 2 ) (15) The latter case usually gave better performance so we report

Justino, et.al., made a performance comparison betwe¥Hne results on this strategy here. Edge direction features
SVM and HMM classi ers in the off-line signature veri ca- (fO) hagl an identi cation rate of 90% given a Top-10 hit list.
tion [28]. In their experiment, polynomial kernels at disat Edge-hinge featured ) had 98% and connected-component
degreesd) did not improve the classi cation performance in ontour featuresf(l) had 99% given a Top-10 hit list. They
validation database. For this reason, a linear kernel wed.us2!S0 achieved 94% for a Top-1 list and 100% for a Top-10 list
In addition, they also observed that differ&tvalues did not BY combiningf 1 andf 2.
help signi cantly with the learning procedure. Therefoes As an extension, they designed several other features for
intermediate value was use@ & 1000). both off-line writer identi cation and veri cation [44]. 8ice

So far, we have described several classi ers used in the effiting pen types in uenced black runs signi cantly, theply
of writer identi cation and veri cation. In the next sectip counted the white run lengths to capture regions within a

we focus on the feature extraction approaches for these tlg§er in both directions. In addition, they modi eu( 1; »)
problems. to consider horizontap( 1; 2)h and vertical information

p( 1; 2)v separately. Also, to compute autocorrelation fea-
turesACF , each row of the grey-level image was shifted to
the left with a given offset, then they computed the nornealiz
dot product between the original image and the shifted one.

1) Connected-Component Contour Based: Using the same 1-NN classi er and the distance measure

Schomaker and Bulacu designed some features based(leg. 16), they evaluated proposed features in a large dsgaba
allograph based analysis for off-line writer identi catig8]. (900 writers) by combining the 1AM database [24] and the
In their work, after preprocessing and performing the M&oreFiremaker database [43], [45]. For writer identi catiomely

® BACKGROUND

Fig. 4. A diagram of computing( ) andp( 1; 2). Figure from [8].

B. Feature Extraction



TABLE Il
AN OVERVIEW ON THE PERFORMANCE OF FEATURE EXTRACTION APPROAES IN WRITER IDENTIFICATION AND WRITER VERIFICATION.

Reference Dim Public DB DB Scale Explanation Identi cation Veri cation
Performance Performance
Schomaker [8] 1089 [43] 150, 150 p(CO3): histograms describing Topl: 85% Topl0:
shape-emission probability 99%
16 p( ): edge-directions Topl: 55% Top10:
90%
464 p( 1; 2): edge-hinge angles Topl: 91% Topl0:
98%
Bulacu [44] 144 [43], [24], [45] 900, 1800 p( 1; 3)h: horizontal co-occurrence PDFs Topl: 65% Top10: EER: 5.9%
84%
p( 1; 3)v: vertical co-occurrence PDFs Topl: 59% Top10: EER: 9.1%
82%
400 p(g): grapheme emission PDFs Topl: 76% Topl0: EER: 5.8%
92%
60 p(rl)h: horizontal run-length Topl: 8% Topl0: EER: 16.6%
29%
60 p(rl)v: vertical run-length Topl: 10% Topl0: EER: 12.1%
34%
60 ACF : autocorrelation in horizontal raster Topl: 12% Top10: EER: 14.7%
35%
Said [4] 32 No 40, 1000  Gabor bank in 4 directions and 4 freqiesn 96% (no hit list EER: 0.57%
mentioned)
60 Grey-Scale Co-occrrence Matrices 64% (no hit list EER: 2.32%
mentioned)
Zois [5] 20 [22] 50, 4500 morphological process on projetto les 96% (no hit list
mentioned)
Bense a [46] N/A [24] 150, 150 grapheme based features T& % ToplO:
98%
N/A PSI 88, 88 Topl: 93% Topl0:
100%
Justino [28] 2420 No 100, 4000 grid-segmentation basedifest 13% (HMM) 19%
(SVM)
Li [3] 256 [25] 242, 1500 shape primitives Topl: 83% Top5:
91%
100 dynamic shape primitive Topl: 40% Top5:
65%
144 statistics on dynamic attributes Topl: 65% Top5:
81%
Siddiqi [47] 8 [24], [48] 150, 150 chain code histograms Ti3&Pb ToplO: IAM 7.2% RIMES
74% 11.0%
7 1st order differential chain code histograms Topl: 34%10op IAM 6.9% RIMES
76% 12.1%
8 2nd order differential chain code histograms Topl: 42%10op |AM 6.6% RIMES
81% 14.3%
11 curvature index histograms Topl: 43% Topl0: 1AM 7.0% RIMES
7% 12.7%
80 local chain code histograms Topl: 77% Topl0: IAM 3.9% RIMES
93% 6.7%
70 local 1st order differential chain code Topl: 46% Topl0: IAM 7.1% RIMES
histograms 83% 12.7%
80 local 2nd order differential chain code Topl: 42% Top10: IAM 8.0% RIMES
histograms 79% 14.2%

achieved a Top-10 hit rate of 72% for edge direction featurésg, such as word, character, or sub-character shapes. This

91% for edge-hinge features (the former two are not showngnapheme based approach segments at the minima positions

Table 1), 84% for horizontal edge-hinge features and 82% the lower contour [44] or the minima of the upper contour

for vertical edge-hinge features. However, performance of the handwriting [51].

run length based features and the ACF features were not aBense a, etal., published a series of papers on writer

promising as the other features (30%). While for V\_/rlter_ identi cation and veri cation using similar techniques ][6

veri cation, they got an EER of 7.1% for edge directio 52], [51], [46]. To generate the graphemes, they rst com-

features, 4.8% for edge-hinge features, 5.9% for horizton%‘lted the outer contours of the handwriting, then segmented

edge-hinge features and 9.1% for vertical edge-hinge féstu y,o contours by analyzing the minima positions. After the

In addition, performance of run length based features aad {fynheme extraction, a clustering procedure was carriéd ou

ACF features were not as promising as the other featufggyq ¢ specifying the number of clusters. After clusteria

(> 10%. set of binary features based on the clusters was constructed
2) Grapheme Based: Graphemégsometimes referred for further writer identi cation and writer veri cation tsks. In

as allographg are characteristic shapes of user's handwritheir experiment with thé® SI_DataBase data, they found



two groups with 20 people in each who contributed 25 non-
overlapping handwriting blocks, Gabor Itering outpenfoed
GSCM on both the WED classi er and the K-NN classi er in
the off-line writer identi cation. They achieved a recoton

of 96% using Gabor ltering and about 64% using GSCM
features. While for off-line writer veri cation, they repted a
EER of about 0.6% using Gabor ltering and about 2% for
GSCM features, both were under the WED classi er.

4) Projection and Morphology BasedZois and Anas-
tassopoulos proposed a feature extraction method based on
morphologically processing horizontal projection prcsléor
the off-line writer identi cation [5]. After binarizationand
thinning, each input image was projected to the horizomtal |
and followed by a resampling to ensure each projection pro |
has the same length. Then, an Opening operation was carried
Fig. 5. Some main clusters from tiS| DataBase. Figure from [51]. out with different lengths of structure element. Figure 6vsh
the operation on the projection proles. Next, the feature
vectors were constructed by segmenting the projectionleso

the number of clusters could vary from 150 to 400. The components of the feature veciprwere computed as
On the performance of writer identi cation on the PSKollows:

database, they achieved 93% for Top-1 and 100% for Top- Mes(f) Mes(f gs) .

10. While for the IAM database, they got 87% and 98% [46]. Pi = Mes() | fori=1;::0;m (17)

As for writer veri cation, they evaluated in the IAM dataleas
and found that the FAR was around 3% and the correspond

FRR was around 5%. ~_ Mes(f g3) Mes(f o) fori=1::::
Bulacu and Schomaker also developped similar techniquepé*m - Mes(f) i' ort L
to construct a grapheme codebook by clustering [44]. The (18)

difference is that they segmented the handwriting at the miwhere Mes(.) was the area unclosed by the fundtipg, and
ima positions of the lower contour. Then for each graphemevas thei-th segment.
generated from each sample of testing handwriting, a nearesThe authors found that the best performance was achieved
codebook node was searched based on the Euclidean distdnycausing compressed projection (removing blanks in the
and counted in the corresponding histogram bin. Next, a n@ro le) and trapezoidal windows in the feature extraction
malization procedure on the histogram made the histogranpmcedure. They evaluated the performance of features on a
probability distribution function (PDF) that served as attee neural network classi er and a Bayesian Network classi er,
set. In their evaluation with a big database (900 writefs, t using both English and Greek word databases. For the neural
grapheme based feature set achieved a 92% of Top-10 fietwork classi er, they achieved an identi cation rate dicat
writer identi cation and a 5.8% EER for writer veri cation. 96% for both English and Greek database separately. But for
3) Gabor Filtering Based:Gabor Itering techniques were the Bayesian Network classi er, the identi cation rate dfet
rst proposed by Danis Gabor in 1946 [53] and have bedanglish and the Greek database was about 92%.
a popular technigue for textural analysis since it takes int 5) Miscellaneous:Hertel and Bunke proposed a set of fea-
account signals in both spatial domain and frequency domaiares for off-line writer identi cation, which included atistics
There has been extensive work using Gabor ltering in thef distances between connected components, several mea-
eld of handwriting recognition [54], [55], [56]. sures of enclosed regions, characteristics of the lowegudr)p
Said, et.al., tackled the task of off-line writer identittan contours, morphology processing based fractal featurss, a
with textural analysis using multi-channel Gabor Iteriapd several basic geometric features [23]. An experiment with 5
grey-scale co-occurrence matrix techniques respectigglyn  writers under the K-NN KK = 5) classi er showed that the
the Gabor Itering method, they used frequencies4p8; 16; union of features achieved a 90.7% identi cation rate.
and 32 as the spatial frequency con guration. Also, for the Justino, et.al, compared the SVM classi er with HMM
orientation con guration, =0 ;45 ;90 ;135 were used. classi er for the off-line signature veri cation [28]. Theused
While in the Grey-scale co-occurrence matricéGSCMs) a grid-segmentation scheme for the feature extractionfpart
method [57], GSCMs were constructed for ve distancés( SVM classi cation. In each grid, pixel density, gravityreke
1;2;3;4;5), and four orientations (= 0 ;45;90;135). curvature, and slant were computed and concatenated &rgeth
Thus for each image, there were 20 2 matrices. Since all resulting in a 2520-D feature vector for each signature inag
these matrices were diagonal symmetric and all these valltmvever in the HMM scheme, pixel density and pixel distri-
were used for features, there wé&re 4 3 = 60 features per butions for grids in one column were converted into feature
image. vectors. Then these low-level feature vectors were precess
We report the performance for the WED classi er onlpy the k-meansalgorithm for codebooks [58]. They found
since it had better performance than the K-NN classi er. Farsing six enrollment samples for training, the False Reject



experiments using the IAM database [24] and the RIMES
database [48] for writer identi cation and writer veri dan
showed thaff 5 outperformed the others: a 93% Top-10 on
IAM and a 95% Top-10 on RIMES, while a 3.86% EER on
IAM and a 6.76% EER on RIMES. Some feature combinations
(e.g.,f 3;f 4;f 5;f 6) showed improved performance for both
tasks.

C. Discussion

So far, we have described approaches from several per-
spectives of the writer identi cation and the writer veration
problems. As we can see, it remains an ambitious target
to acquire a nearly 100% recall of the correct writer in a
candidate list of 100 writers, generated from a database in

an order ofl0* samples, the size of search sets in the current

Fig. 6. Morphological open operation on the project pro (@): Original European forensic database [8]
pro le. (b) Opening with structure length of 3. (c). Openimgth structure On th ther hand h ) t ob dt
length of 7. Figure from [5]. n the other hand, we have not observed too many papers

addressing the adversary issue in the writer identi catioil
writer veri cation. Since writer identi cation and writeveri-

Rates (FRRs) were about 13% for HMM and 19% for Svmcation are from different application domains, the adwers
To evaluate robustness of their system, they consideree thiSSUe therefore is not the same. Writer identi cation anges
different types of forgeries: random forgery, simple fagge [T0m forensics where the court tries to identify a handwgti
and simulated forgery. Finally, they observed that the SvAgStimony. In this situation, it is possible that a potentia
achieved a 3% FAR for simulated forgery test given sigfiminal attempts to disguise his or her handwriting, thus
genuine samples for training. circumvents the identi cation system. There is, to the best

Li, et.al, proposed a set of shape primitive features for oﬂf (T_ur_tlkno;/]vledg((ej, no re_search W?rtlr(] o_lone onltr:\e §|tu_at|on
line writer identi cation [3]. After removing identical saples explicitly where adversaries conceal their normal hantiegi

in the pixel sequence, they de ned the shape primitives While for writer veri cation, the adversaries (forgers)- at

S S o .
direction patterns in two adjacent sample points. Theeefoflempt to fool the veri cation system by submitting high-

two directions {6 16) formed a shape primitive (L, 256-D). quality forged handwriting. Some resea_rchers took into ac-
ount of forgery attacks. For example, in an early work of

Making use of dynamic information such as pen pressure, a
tude, and azimuth, they also de ned dynamic shape prirm.tive@chomaker, et.al, [59], the authors found the performarice o

average pressure change in primitives (three adjacentsgixe EP; ﬁ;orged data to .be ag)%roxrllmaftenly 5.0%. of suce e§s rate.

one primitive), average altitude of primitives, averagemagh € forgers are. monvgte . y the following instruction:

in primitives, and length or velocity in primitive$ 2, 100-D). “Please write as if to impersonate another person.

In addition, they divided orientations in primitives int8 bins, However, the forgery experiment was not mentioned in the

each of which representd® . Then the mean and the variancéollow-up work [44].

values of these four dynamic attributes were computed ih eac Schlapbach and Bunke addressed the forgery issue as well

bin and then concatenated together to be feature vedt8s (in their work [27]. For “unskilled” forgery, the authors ube

144-D). From the experiment on the NLPR database [23]andwriting data as forgeries from 20 users against another

they found thaf 1 achieved Top-1: 82%, Top-5: 89% for thel00 users' data, without having their GMM models trained

Chinese database and Top-1: 83%, Top-5: 91% for the Englfgforehand. While for “skilled” forgery, forgers were eixjitly

databaseF 1 outperformed 2 andf 3 signi cantly. asked for forging the target samples by a training proce4€ of
Siddigi and Vincent proposed a set of chain code basBtnutes. Although it is generally considered to be a stahdar

features for off-line writer identi cation and writer vecation ~Way of performing forgery attacks [60], some researchers

as well [47]. After computing contours, they mapped adjacefi°tice the insuf cient consideration in the forgery issud],

pixels in eight directions to a series of chain codes (18), ., [18], [20]. They delve into this issue in the context of bidnie

and also computed the 1st order and 2nd order differentidf§y 9eneration systems and nd out that this forgery issue

f1;f2; and f3 has a dimensionality of eight, seven, andight be more severe than reported in the literature, which

eight respectively . Also they measuréd = 7 forward We Will discuss in Section IV.

and backward neighbors in forward and backward histograms.

Then the correlation coef cients were computed at eachtpoin!!l: SECURITY EVALUATION ON WRITER VERIFICATION

and counted in a histograh4 (11-D). For local features,

each image was divided intd0 segments based on the Apart from the forgery attacks from human beings, auto-

segment lengths. Then, local chain codgs, (80-D), local matic forgery attacks based on algorithms also interesirggc

1st order differential chain code$ &, 70-D), and local 2nd researchers, although in practice there always exists atonon

order differential chain code$ {, 80-D) were computed. Their that could turn off the login access when it observes too




Signature verification system
Signature
(a) An example of genuine signature of writer A
Feature
extraction
—
User |.... Verification (b) An example of initial forgery of writer A
templates
[ Results H F%rget(y ]
i  Similari roduction ;
(Distance, Smilarty) P (c) Produced forgery by the proposed algorithm
Fig. 7. An overview of the “hill-climbing” attacks. Figuredm [63]. Fig. 8. Examples of forgeries. Figure from [63].

many times of failure login. “Hill-climbing” attacks haveebn (d) Outer Loop

validated to be effective in biometric authentication eyss (1) Modi cati(gp Il Modify x;, yi so thatx” = 2x; 1
such as ngerprints [61], [62]. Xi 2andy =2y 1 Vi 2.

Yamazaki, et.al., evaluated this technique in the on-line (2) Updating Il If the new sample's quality improved, the
writer veri cation problem [63]. Considering the practica new sample was saved and used to proceed. Otherwise
results of verication are usually some con dence scores, it was discarded. Further more, if the new sample
“hill-climbing” attacks take advantages of the scores @vat was accepted by the system, the attack terminated.
tively ne-tune the synthetic forgeries. The overall wordw Otherwise incrementedto i +1 and go to Step d1.
is shown in Figure 7. The “hill-climbing” attacks work as the If i<K , goto Step b.
following: The experiment was conducted on Kanji signature database

(a) Look-up Table For a sample seriesA — using four human based forgery models. The most elaborate
(x1:y1): (X2:¥2):::::(xi:y1), they quantized the model was to ask an attacker‘tmake the forgery by tracing
direction of adjacent two points inth = 16 (each the target's handwriting and also following the writing @&d

interval was18 ). Then, the data sample series becan®d them. Given these forgery data as initial forgeries, the
Q= i;p;::::q, wherel =1;2;:::;L. Next, a look-up “hill-climbing” attack algorithms had a minimum of onig4

table was built withL L entries. Each entry recordediterations to break a target's signature. This is an alagrsign
the frequencies of two adjacent quantized Samp|ggat machine based forgery attacks have the ability to break
(P(G+1 = Njg = M), Xmm, V), WhereXmn, andymm signature veri cation systems. Figure 8 gives us an example

were the average values »fandy under conditions. of forgeries. . . .

(b) Modication Point For a forgery dataC = So far, we have discussed several main techniques for
C1:C; 1115 ¢ck , they selected modi cation points froim= the problem of writer identi cation and writer veri catign
3toi=K. and also some discussed some evaluation methods for these

problems. Next, we will rst discuss another way of using
handwriting for security purposes and then some evaluation
methods for them as well.

(c) Inner Loop
(1) Modi cation For a modi cation pointc; and current
direction nodeg 2, they rst sorted all the probabil-
ities, then picked valua so thatp(g 1 = njg 2 =

m). Next, they looked up in the table f¢m;n) and IV. BIOMETRIC KEY GENERATION
retrie})/edxmn andymn to updatex = X; 1+ Xmn
andy =Y 1+ Ymn - Biometric Key Generation (BKG) uses error-corrected fea-

(2) Updating Every time the original data were modi ed, ture values to generate cryptographic keys. The biometys k
they veri ed the new data with the veri cation system.are assumed to be easy for original users to repeat, whitgbei
If the returned valueB (A;C ) is less tharD (A;C),  dif cult for impostors to forge. BKG works by rst deriving a
which meant improved modi cation, the modi cation yser template from enrollment data, then it outputs a bidmet
was posted and the new sample was used to procegsly by computing a query data based on a writer's template.
Otherwise the new sample was discarded. Furthafthe query data is close to these enrolled data, the output k
more, if the distance was close enough, the attaglll be the same. Several BKG schemes using handwriting has
succeeded and terminated. Otherwise, | +1 and peen proposed [14], [13], [64].
Step c2 was repeated. Wher L, they incremented  There are several differences between traditional vetiora
itoi+1 and go to the next step. (authentication) system and BKG systems. The most impbrtan
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aspect is that there usually exists some supervision in thecording to the transcription and then performed some post
settings of veri cation systems, where the system could tuprocessing to make the synthetic handwriting smooth in both
off the login access when it observes too many login failurepatial and temporal signals. Using this synthetic hartivgri
(3-5 attempts in general). While in the settings of BKGas forgery, they computed the biometric hash key for this and
there is no way to restrict the number of login attempts &llowed by a feature space search.
the user end. Therefore, from the security perspective, BKGIn the feature space search, they simply enumerated all
should be designed to thwart both human based and machipessibilities of values in each incorrect feature dimemsio
based attacks, even if the whole BKG system is exposedaecording to the initial key. The search terminated eithieenv
adversaries. the correct key was found, or by a time constraint of 60
In the following, we rst describe a BKG scheme and theiseconds. Although this attack model seemed simple, it turne
some works on its security robustness. Next, we explain somét to be quite effective. They found that 5% of the initial
work on training forgers and designing delicate generatikeys were actually correct keys, i.e., they required nocear
attacks under the same BKG system. at all. When 60 seconds was allowed, they managed to correct
49% of the keys on a Pentium 4 Desktop running at 3.2 GHZ
with 1GB RAM. From the view of today's computing power
(2009), the performance of the generative forgery attaokidc
Vielhauer, et.al., proposed a technique to hash a handgritbe even higher.
input [13]. They used 24 features including both spatial
features and temporal features. In the enroliment phasb, e€. On-line Dictionary Attacks
user repeated a pseudo-signature 10 timesf };etlenote the
feature value of thg™ feature in thei™ sample. When a  The assumption of Lopresti and Raim's work is that the
user completedn samples, the system generated a biomettianerative model has access to the on-line handwritingeof th
template as follows. Let) = minf i; , i =  maxfij , and target user. Alternatively, Ballard, et.al., proposedthaptype
lj = maxfi;  minf; +1. Setl; = | I j» of generative model that assumed only off-line handwritifig
andr; = rj0 + 0 i, where was the tolerance valuethe target user instead [17], [18], [20]. This assumption is
for the corresponding feature prespeci ed incderance table feasible in the sense that for example impostors couldegath

A. Biometric Hash

n 2 matrix of mteger value§(l;r1) ;(I2;r2) ;:::;(In;rn)].  generative model's forgery synthesis.
To hash a new feature vector so that we can compare it tdFirst, the authors showed that the common usage of the term
the template, we also need some auxiliary information. Léskilled forgers” were inappropriate [17]. To collect fay
i = Iy;mod 1; denote the offset of the hashgtl feature data under this “skilled forgery” scenario, the authorst rs
value. In this way, when a legitimate user wanted to recresikowed forgers with off-line rendering of the target pass-
a key, the system extracted the features from her queryiplgrase, then the on-line rendering of it. Next, they setkcte
sample and computed the hash s = (fi; i)=1;, several forgers who exhibited better forging ability dagrin
wherei was the index of the input sample apg 1;2;:::;n. the data collection for off-line and on-line experimentsé|
This scheme divided the feature space into intervals alanh e they divided these talented forgers into “block,” “cursiand
dimension and thus was able to map two inputs with minéimixed” style. Then, these talented forgers were trainediy
differences into the same output: a biometric key. overview of the system and those spatial and temporal featur
In their evaluation involving 10 subjects, they achieved ahe system was capturing. Given the incentive to stimulate a
average FAR of 0% and an average FRR of 7% by a speci &@me writing style based training, these forgers were reder
tolerance tabld . To collect the forgery samples, each forgeio as “trained” forgers in the evaluation. They also reporte
had a hardcopy of the target sample and had a maximumtla&t some trained forgers were highly self-motivated thayt
15 minutes to learn the target sample. made over 100 forgery attempts for some target sample.
In their experiment involving 50 subjects, they found that
, . “trained” forgers outperformed the other types of forgers
B. Off-line Dictionary Attacks signi cantly, as Figure 9 shows. Note that “skilled” forger
Some researchers consider the settings for forgery exp@tatic and dynamic forgers) still acquired the state of art
iment might be discrepant from those in the real life. Tperformance reported in the literature. Therefore, théesys
evaluate the same BKG system, Lopresti and Raim desigrthdy were evaluating was not a trivially weak system. Howgeve
a generative model for forgery attacks [19]. The generatitike high probability of success of trained forgers indisatet
model assumed the access to the genuine user's on-line hamel-motivated and well-trained human forgers are possibl
writing (except the exact target pass-phrase) and thedrigrs defeat the current start-of-art BKG systems.
tion of the target pass-phrase. First, they collected sasnpl Second, to evaluate the performance of generative model
of the user's handwriting separately from the pass-phrakased attacks, they relaxed the strong assumption of exposi
the user wrote. Then, these samples were segmented imteline handwriting database to forgers, to that forgenseha
basic units, such as characters, bigrams, trigrams, etxt, N@nly off-line handwriting database of the target user [130].
since the generative model had the transcription of theetardgn their generative model, the authors rst segmented into n
pass-phrase, it concatenated each n-grams in the inventgrgms the samples from the target user and the writers of the
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speci ¢ boundary, its labels in each feature dimension were

___________ = concatenated to be the code string, which was used for privat
‘‘‘‘‘‘‘‘‘‘‘‘‘ key generation. They reported an EER of 8% when appropriate
08 ] tolerance value was chosen.
: Yip, et.al, proposed a replaceable cryptographic key gen-
@ o06l} ] eration technique requiring no storage of user's template
% } signature [16]. They rst used th&ast Fourier Transform
§ 04l | (FFT), then they extracted 20 most signi cant amplitudes
FRR - fo_llowed by an iterative inner product_of Goh_—Ngq_[65]
ozl FI:A/]\?R_:;?\i/\éE - Biohash method. Next, they applled multl-stat_e dlsqrdmm _
' s FAR-static method [66] to translate the inner products into binary bit-
; Pt FAR dynamic. —— strings. They reported that given skilled forgery attadke,
5 s EER was under 6.7%.

Errors Corrected

V. CONCLUSION

Fig. 9. Overall ROC curves for different forgery styles. tig from [17].

In this paper, we have surveyed several mainstream tech-
nigues for the problem of writer identi cation and writer
veri cation. Although writer identi cation and veri catbn are
different problems in nature, they are similar in data acqui
sition, data interpretation, and solution methodologiest
writer identi cation, it remains an ambitious target to ad®g
a nearly 100% recall of the correct writer in a candidate
list of 100 writers, generated from a database in an order of
10* samples, the size of search sets in the current European
forensic database [8].

Writer veri cation is really about security authenticatio
There has been extensive work on this problem addressing

ROC Curves for Generative Attacks

0.8}

06 %

Error Rate

04

0.2

FRR sesseeees
FAR-trained === X A .
0 ‘ e FAR-generative from classi er techniques to feature. extraction app_YOBChe
0 5 0 15 20 25 30 35 The assumption for these systems is that there exists some

Errors Corrected reference monitor that could turn off the login access when

it observes several times of failure login attempts. Thedtqu
Error Rates are a standard metric in evaluating these sgstem
Although the evaluating settings differ, many approactees r
port that the EERs are about 10%. However, “hill-climbing”
attacks are reported to be effective to defeat some verooat

same writing style. Then they randomly selectech-grams ¢ i that th thenticati tout d
from the dictionary to concatenate to the target pass-phragzzggs given that the authentication outputs are con eenc

Then they adjusted the synthetic string of n-grams to be en t Bi ic Kev G . | df
same horizontal baseline. Next, to decide whether to cdnnec lometric Key Generation systems are also proposed for
urity applications. BKG systems assume no restriction o

adjacent n-grams, they made the decision based on a Iook§8§ ber of loai d also the whol d
table that recorded the probability of connected two such R humber of login attempts and also the whole system cou

Fig. 10. ROC curves from generative attacks. Figure from].[17

grams. Finally, the time stamps were also adjusted acagrd e exposed to adversaries while leaking no useful infoomati
about user's handwritten biometric. In other words, auttiena

to statistical probabilities. . .
P gery attacks could be a dangerous threat since advessari

Figure 10 shows the performance of their generative attack%;/ h h i f h ks. We d i
It is clear that under the assumption of BKG, machine-bas8'aYs have enough time to perform the attacks. We describe

forgery attacks could be a serious threat in addition to humgeveral approaches _that att_ack Vielhauers biometric hash
forgers. scheme as reported in the literature. The results _from these
papers show that human forgers when well motivated and
trained, can defeat the current state-of-art BKG systerh wit
D. Related Work high probability. In addition, automatic forgery attacksing
Feng and Wah proposed a similar way of generating biomegenerative models can be a serious threat as well.
ric keys [14]. In their work, they stored a template signatur The purpose of this paper is to survey mainstream tech-
of each user, which was used for Itering out forgeriesiques used in different domains of handwritten biometnid a
whose shape differed signi cantly from the template. Thethe methods in which the systems are evaluated. However, the
in the feature encoding stage, a user-speci ¢ boundary wasrformance of the current systems requires further rekear
computed based on this user's enrollment data. This usand evaluation in a wider and deeper range. For future re-
speci ¢ boundary was used to partition the whole databasearch, it seems to be a good research topic to considestieali
boundary into segments. Using the segments and the uselversaries in all these domains.
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